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Abstract: Mobile Ad hoc Networks (MANET) are infrastructure less networks that are formed on the
fly between groups of mobile nodes. Due to the vigorous nature of such networks, service discovery
in MANET is a very cumbersome job. In this paper, we have proposed an integrated approach to
service discovery in MANET that works at network layer to discover services that also piggy-backs
responses of possible future requests with current response. Due to this integrated approach, the
scheme provides an appropriate route to access the service along with discovering a service provider.
The proposed approach is based on a proactive component that periodically broadcasts service
advertisements and a reactive component that discovers a service on-demand when a service request
is not satisfied locally. To discover the services, the reactive component relies on service oriented
routing algorithms to propagate services on the network. In this paper, we have discussed two service
oriented routing algorithms. The first algorithm is based on Ad hoc On–Demand Distance Vector
Routing and is adopted from literature. The second algorithm is based on Dynamic Source Routing
protocol and has been proposed by us in this paper. In order to improve efficiency further, our
approach predicts future service requests and appends responses of these requests with current
response. In order to achieve this objective, the proposed approach applies Association Rules Mining
on the service requests history to discover correlation among services. The mining results are then
used to predict future service discovery requests and then attaching future requests information with
current response. The proposed scheme has been implemented on JIST/SWANS simulator. The results
of the simulation show that the proposed approach is robust, efficient and scalable.
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INTRODUCTION

Mobile Ad hoc Networks (MANET) are defined as infrastructure-less networks that are established on the
fly between a collection of mobile nodes(IETF 2009). Such networks settings are characterized as dynamic,
multi-hopped, and self-operated (Sun; Sofat et al. 2008). Due to unique nature of these networks, most of the
operating procedures that were designed for traditional networks are not suitable for MANET. As a result, there
has been a huge amount of research efforts going on to address various issues of MANET(Chlamtac et al.
2003; Fife and Gruenwald 2003; Toh et al. 2005; Pandian et al. 2006; Rahebi and Asadi 2009). Service
discovery is a very vital area of research in MANET. A service is defined as any physical or non-physical item
that can be invoked by a service consumer to attain its objective. Service discovery can be defined as the
course of actions performed by a service provider to find any particular service based on the preferences
specified by a service consumer. Service discovery in MANET is a very complex task because of the dynamic
nature of such networks. A good service discovery algorithm for MANET should be proactive enough to take
initiatives in advance to improve efficiency of service discovery process and reactive enough to respond to
sudden network changes. In this paper, we have proposed an integrated approach to service discovery in
MANET that works at network layer. A network layer approach to service discovery improves the robustness
and resilience of the service discovery phase. It also provides an appropriate path to reach the service provider.
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In addition, our proposed approach also piggybacks possible future requests along with current response. Our
proposed scheme improves the performance of service discovery phase in many ways. First, there is no need
to discover the routing path to access the service. The routing path is computed along with the service
discovery phase. Secondly, it also appends future candidate requests along with the response of current service
discovery. This not only saves the service discovery steps of future requests, but also the steps required to
discover the route to reach the service provider. In order to compute candidate future requests, the nodes in
the network run an Association Rules Mining algorithm on the service discovery requests issued in the past.
We assume that services that were invoked simultaneously in past are expected to be used together in future
as well. The correlation among the past service discovery requests are used to piggyback future requests’
results with current response. The proposed approach has been implemented in JIST/SWANS(Barr et al. 2004) 
simulated and found to give significant improvements in results. 

Rest of the sections of this paper discuss the proposed approach in detail. In the next section, a review
of the current literature on service discovery in MANET has been presented. Then the proposed approach and
its components are discussed in detail along with discussions on the result. Finally, the paper concludes with
future work.

Related Work:
There has been a significant amount of literature reported for service discovery in traditional as well as

Mobile Ad hoc Networks. The simplest approach to service discovery is the directory-based approach in which
every service provider registers its services to one or more directory servers. A service consumer can then
query the directory servers to look for the service it wants and then select one of the available services based
on its preferences. JINI (Sun 2003), DReggie (Chakraborty et al. 2001) and Mallah (Mallah and Quintero
2009) are some of the examples of directory-based approaches. JINI is proposed by Sun Micro Systems for
distributed environment. It comprises of three basic protocols i.e. discovery, join and lookup protocol. The
discovery protocol is used when a new device is plugged-in in to the network. The device locates the available
directory servers around it. Using the join protocol, the device then registers its self to directory server. The
lookup protocol is used when a service consumer wants a service. The consumer does this by specifying the
Java interface for the service it wants to discover. The lookup protocol returns zero or more objects that
matches the type of the interface. DReggie is an extension of JINI that adds semantics through the use of
ontology language DAML. The protocol also adds reasoning capabilities through the use of a Prolog reasoning
engine. (Mallah and Quintero 2009) proposes a directory based service discovery protocol that uses the concept
of virtual backbones. These virtual backbones are selected based on a number of parameters like battery power,
node speed and stability constraint. These virtual back bones then store the services available on the network.
The consumers can then look for the services by querying these virtual back bones.

Directory based approaches are sometimes not suitable for MANET. The alternative approach for service
discovery in MANET is directory less approach. Examples of directory less approaches are Allia(Ratsimor et
al. 2002), GSD (Chakraborty et al. 2002), Konark (Helal et al. 2003), IBM DEAPSpace (Michael 2001) and
Microsoft UPnP (Microsoft 2000). Allia is based on the formation of communities called Alliance. All the
service discovery requests of a node are forwarded to its alliance nodes. These requests can further be
broadcasted or multicast based on the policy of the node. GSD is based on the idea of establishment of groups
to minimize the overhead incurred in the discovery. Services are represented using the ontology language
DAML. The semantic information associated with the services and the group information are used for
intelligent forwarding of service discovery requests. The protocols Microsoft UPnP, Konark, and IBM
DEAPSpace are based on broadcasting of the services information and caching of this information by peer
nodes. Service Location Protocol(Guttman and Perkins 1999) is a hybrid approach for service discovery that
can work in both directory based or directory less fashion. It represents the services in the form of a set of
attributes. Any new device entering in to the network first looks for a directory server available in the network.
If no directory server is found, the device starts working in P2P mode. 

Besides the simplest approaches discussed above, there are a number of other directions in which research
on service discovery has been pursued. (Lenders et al. 2005) has developed an interesting analogy between
a MANET and an electrostatic field. Using this analogy, the authors utilized the concepts from physics to
propose a service discovery scheme for MANET. (Hong et al. 2007) proposed a service discovery protocol
based on ZeroConf protocol. The protocol claims to accelerate service discovery by broadcasting the service
information only when the network topology is changed or when the protocol ZeroConf is initialized. (Talwar
et al. 2007) proposed a scheme based on mobile nodes that intelligently extract services information along the
network in periodic fashion. During the discovery phase, a service consumer sends a service discovery request
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to these mobile nodes. (Czerwinski et al. 1999) provides an architecture for secure service discovery based on
XML. The advertisements and queries are described using XML with other factors like cost, performance,
capabilities etc. The proposed architecture is claimed to be scalable, fault tolerant and secure. However, this
approach is not suitable for MANET because it requires an appropriate infrastructure to work. (Lee and Helal
2003) introduces the concept of service discovery based on the context attributes. (Islam and Shaikh 2009)
utilizes correlation among services requested in past to predict future service discovery requests and then
piggybacking expected future requests with current service discovery requests. The authors applied an
Association Rules Mining algorithm on a broadcast-base service discovery approach and shown improvement
in service hit ratio. 

There has been a significant research interest towards cross-layer design in Wireless and Ad hoc
networks(Al-Hemyari et al. 2009) . (Arias-Torres and García-Macias 2004) proposed a network-layer discovery
scheme in which they integrated service discovery with AODV routing protocol. The approach is based on
extending the routing protocol such that service request packets are routed based on the service provider node
instead of the destination node. (Islam and Shaikh 2008) extended this scheme further by adding a broadcasting
module on top of (Arias-Torres and García-Macias 2004) scheme. The broadcasting module periodically
broadcasts service and routing information to adjacent nodes. Nodes that receive the broadcast information
update their service and routing tables accordingly. The main motivation behinds this extension was to improve
the latency incurred during service discovery phase. In this paper we have extended the  idea of (Arias-Torres
and García-Macias 2004) and (Islam and Shaikh 2008) further by showing how we can integrate service
discovery with Dynamic Source Routing algorithm. We have also proposed Association Rules Mining
component that applies data mining on the service discovery requests of pasts and then predicts future requests.
Simulations have shown that the service hit ratio improves when mining algorithm is used.

Proposed Service Discovery Approach:
Figure 1 shows the block diagram of proposed service discovery approach. It comprises of a Service

Discovery Component that is responsible for actual service discovery and an Association Rules Mining
Component that analyzes the past service discovery requests to predict future requests. In the Service Discovery
Component, we have extended the algorithm proposed in (Arias-Torres and García-Macias 2004) by adding
a proactive broadcasting module on top of their work. It will be shown that by adding this component, the
latency incurred in service discovery process has improved. The Service Discovery Component runs an
integrated algorithm that couples routing with the service discovery phase.  The benefits of combining routing
along with service discovery are multifold (Varshavsky et al. 2005). By coupling network and application layer,

Fig. 1: Proposed Integrated Approach to service discovery in Mobile Ad hoc Network

discovery algorithm provides more resilience and robustness as it is aware of the network state, its topology
and the events occurring over the network. It also provides improvement in latency incurred in discovery and
accessing a service. Our proposed approach is based on service oriented routing i.e. a service discovery request
is routed along the network using some routing algorithm. We define a service oriented routing algorithm as
an algorithm that modifies the routing protocol such that a request is forwarded based on the service providing
node instead of destination node. In this paper, we will discuss two service oriented routing algorithms. The
first one is actually proposed by (Arias-Torres and García-Macias 2004) and it is based on Ad hoc On-Demand
Distance Vector (AODV) Routing Algorithm. The second algorithm is proposed by us and it is based on
Dynamic Source Routing (DSR) algorithm.

The mining component shown in Figure 1 periodically runs Association Rules Mining algorithm on a
circular log database where all the past service requests are stored. It improves the service discovery
performance by facilitating the service discovery component to nail possible future requests with current
request. The details of these components are discussed in the next section.
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Service Discovery Component (SDC):
Figure 2 shows the pseudo-code describing the working of our service discovery component. The SDC

component comprises of two sub-components running on every node. The first component is a proactive
component that periodically broadcasts Update Service Table (UST) Packet along the network. The second
component is an on-demand/reactive component that is activated when a node doesn’t find any information
about a requested service in its local service table. Every node periodically broadcasts UST message that
contains the services information along with the corresponding routing information. The format of UST packet
is as follows: 
<UST> = MessageId PacketType *<Service Advertisement>
<Service Advertisement> = <Service Details> <Route Details>
<Service Details> =  Provider ServiceName ServcieType URL Description *(<QoS Attribute>)
<QoS Attributes> = AttributeName AttributeValue
<Route Details> = SequenceNumber Destination HopCount NextNode

The UST packet comprises of a message identifier, the type of packet and a number of service
advertisements. Any node receiving UST updates its service table with the information contained in this UST.
When a node has any query for service, it first checks its local service table. In most of the cases, the node’s
service request is satisfied locally. However, if a node’s query is not satisfied locally, a SREQ is issued on
the network using reactive service discovery component. The way SREQ is propagated on the network and
its reply SREP is generated is dependent on the service oriented routing algorithm used underneath. In the next
section, we will discuss two algorithms that can be used for discovering a service on-demand on the network.

(b) Proactive Component

Fig. 2: Pseudo code for Proposed Integrated Service Discovery Protocols for MANET

i) An On-Demand Service Discovery Algorithm on based on AODV protocol:
The AODV based algorithm we discussed here has been proposed by Torres(Arias-Torres and García-

Macias 2004). Figure 3(a) shows the working of ADOV based service oriented routing algorithm. When a
reactive component is requested for a particular service, a SREQ is issued on the network. The SREQ packet
format is as follows:
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SREQ = MessageId PacketType Length ServiceName <QoS Attributes>

Figure 4(a) explains how SREQ is propagated on the network and how its answer SREP is responded. The
SREQ is broadcasted by the requesting node to its adjacent nodes. Any node receiving this SREQ first looks
in its service table for the service that is asked in SREQ? If the service is available locally, the node generates
SREP; otherwise the node propagates SREQ to its adjacent nodes until SREQ arrives to the node containing
the desired service or the TTL value of the SREQ packet expires. Along with propagating SREQ, a node also
maintains a reverse pointer towards the node that actually forwarded SREQ to it. When a node generates
SREP, it uses the reverse pointers to track the path through which corresponding SREQ arrives to it and the
SREP follows the same path until SREP reaches to the source for which it is destined. The SREP packet
format is as follows:

SREP = MessageId PacketType <ServiceDetails>

(a) AODV based On-Demand Service Discovery (b) DSR based Service Discovery On-Demand
algorithm  Service Discovery algorithm algorithm

Fig. 3: Proposed Service Oriented Routing Scheme for MANET

ii) An On-Demand Service Discovery Algorithm on based on DSR protocol:
Figure 3(b) explains the DSR based service oriented routing algorithm. Figure 4(b) show an example of

how SREQ is propagated on the network and how its answer SREP is responded when the reactive component
of our algorithm is used for discovering a service on the network. The SREQ is broadcasted by the requesting
node to its adjacent nodes. Any node receiving this SREQ first looks in its service table that if it has the
service that is asked in SREQ? If any information about requested service is present, the node generates SREP;
otherwise the node propagates SREQ to its adjacent nodes along with appending its own IP address to the list
of IP addresses contained in the SREQ Packet. This process continues until SREQ reaches to any node that
contains the desired service or the TTL value of the SREQ packet expires. The format of SREQ packet format
is as follows:

SREQ = MessageId PacketType Length ServiceName <QoS Attributes> <IPAddressList>
<IPAddressList> = + (IPAddress)
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The IPAddressList maintains the intermediate nodes traversed by the SREQ packet. When a node that has
information about the service generates SREP, the path information contained in SREQ (i.e. IPAddressList)
is copied to SREP and is then used for routing packet back to source. The intermediate nodes that receive
SREP use the information contained in IPAddressList to propagate the SREP ahead until the packet reaches
the desired destination. In addition, the path information is further used for invoking the service by the service
consumer. The SREP packet format is as follows:

SREP = MessageId PacketType <ServiceDetails> <IPAddressList>

Fig. 4: Reactive Component of proposed Service Discovery Component based on AODV and DSR protocol.

iii) Implementation Details and Discussions on Results:
The proposed approach has been implemented in JIST/SWANS network simulation tool(Barr et al. 2004).

The field of simulation was set to 500 × 500 with random placement of nodes. To evaluate the scheme, we
have selected latency parameter, which is defined as the time interval between the issuance and the receipt of
the reply of the service. Figure 5 shows the results of different experiments conducted to evaluate the proposed
scheme. The different parameters and duration of the experiment is shown on the bottom of each experiment
along with their averages. From the graph, one can easy conclude that our proposed scheme performs better
when a broadcasting capability is added to service oriented routing algorithms. The reason for this improvement
is that most of the service information was cached by adjacent nodes when service advertisements were done.
This cached information reduces network traffic because more service requests were satisfied locally. There
are some instances of service requests that give rise to more service latency in broadcast algorithm as
compared to no-broadcasting algorithm. The possible reason for this behavior can be that a service request was
issued at the same time when some other nodes were broadcasting their advertisements on the network. As
a result, a service discovery request had less bandwidth available to propagate its service on the network.
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Fig. 5: Comparison of proposed service discovery scheme: Broadcasting vs No Broadcasting
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Association Rules Mining Component (ARM):
The Association Rules Mining Component (ARM) improves the service discovery performance by

exploiting correlations among service discovery requests to forecast future requests. It is based on the
assumption that the service discovery requests that were issued together in past are correlated and they are
anticipated to be used at the same time in future as well. For example, if you are planning to do shopping,
you will want to query over the internet about the shopping places around you, the shopping items available,
their prices and distance of the shopping places from your current location. These queries are most likely to
be issued together in future as well by the same or some other consumer. Hence, if we can piggy back
potential future service requests with current response, this can save the time that could incur in future service 

Fig. 6: Proposed Network Layer Association Rules Mining Approach to Service Discovery in Mobile Ad hoc
Network

discovery requests issued. Figure 6 shows our proposed service discovery algorithm with ARM component in
detail. In order to discover correlation, the ARM component runs FP-Growth Mining algorithm(Han et al.
2004) on the session records stored in a circular list called log database. A session is defined as the time
interval in which a series of service discovery requests are issued before an idle period. The service discovery
requests are bursty in nature and there is an idle phase after every session. A session record is a collection
of services that are issued in one session. A og database keeps the session records in order to allow the mining
component to find correlation patterns between services. The results of the ARM component are stored in an
array list called mining results. These results are then used by service discovery module to piggy back future
service discovery requests along with service discovery request it is responding. 

Our proposed data mining approach is based on our earlier work presented in (Islam and Shaikh 2009).
In (Islam and Shaikh 2009), we applied the scheme to a simple broadcast based service discovery algorithm.
In this paper, we have applied the same scheme to our proposed service oriented routing algorithms. To apply
the Association Rules mining algorithm, we need to modify our SREQ and SREP. The modified SREQ packet
is as follows:

SREQ ' = SessionId <SREQ>

A SessionId is added in the service request packet such that packets of same session can be identified.
Similarly, the SREP packet is modified as follows:
SREP ' = SessionId <SREP> RelatedServiceList

i) Generating a session using Correlated Data Set Generator:
In order to simulate a session in which service discovery request are correlated, we developed a Correlated

Data Generator (CDG) module. The CDG utilizes a correlation matrix M to generate service requests. First
of all a matrix of random numbers R of n ´ n is generated, where n is the number of services on which
simulation is performed. Using this matrix, M is built in the following way:
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If the services in the network are arranged in some order and assigned an index in ascending order, the
correlation matrix M(i,j) tells whether service i is related to service j. In order to generate a session, we first
generate candidate services that can be part of possible session. A service s is randomly selected and then
Candidate Service Requests C are generated as follows:

 	 
 | ( , ) 1 C i i s M i s� � � �

In other words, the Candidate Service Requests set C includes the randomly selected service s and all
those services that are related to s. The service session S is then defined as:

 ( )
ip

S C i
��

� �
where,                     is  a  random  number  and � determines the probability that a service discovery0 1,ip i C� �  �

request is issued on the network. 

ii) Implementation Details and Discussions on Results:
The proposed approach has been implemented in JIST/SWANS simulator(Barr et al. 2004). Unless other

wise stated, we have kept all the simulation parameters to default of JIST/SWANS. The simulation has been
done in a field of 500 × 500. The value of � is set to 0.8. The size of service table is chosen as 5 and the
cache replacement strategy used for service table is First In First Out i.e. FIFO. For association rules mining,
we used FP-Growth mining algorithm(Han, Pei et al. 2004) as we stated earlier. Though there are other
algorithms like Apriori(Wikipedia 2010), but we choose FP-Growth because of its performance. Figure 7 shows
the results of our proposed approach with different experiments. To evaluate the proposed scheme, we
measured hit ratio i.e. the number of service discovery requests locally satisfied in comparison with the
requests floated by a particular node. In the first experiment, an Ad hoc network of 20 nodes with 10 services
is simulated for 9000 seconds for AODV based algorithm. We compared the proposed approach with the result
when Association Rules Mining is not done. The results show that the proposed approach performs very well.
The reason for this improvement is that the nodes are predicting future requests and attaching the responses
of these requests with current response. Some of these piggy-backed are then indeed used by requesting nodes
in future. This gives rise to improvement in hit ratio. In some of the cases, the result however degrades. This
might be due to the fact that the future prediction of service requests is wrong. In the second experiment, the
number of nodes was increased to 50 and simulation was done for 5000s for AODV-based algorithm. The third
experiment was conducted for 50 nodes protocol for 5000 seconds for DSR-based algorithm. The results show
that the proposed approach performs reasonably well in these scenarios as well.

Conclusion:
We have proposed an integrated approach to service discovery in MANET that provides an appropriate

route to reach the service provider along with the information about service provider. We discussed two service
oriented routing. Algorithms based on AODV and DSR; that can be used as part of reactive component of our
proposed service discovery scheme. Using Association Rules Mining, the proposed approach also piggybacks
information about possible future service requests. Simulation of the proposed scheme has shown improvement
in latency and hit ratio. The proposed approach also provokes several new research areas in which further
extension of this work can be done. For example, the broadcasting module of SDC periodically broadcasts UST
packet. The broadcasting module can be modified to make it a function of several other factors like network
congestion and service popularity factor. If f represents the function that determines whether to broadcast a
service on to the network or not, c represents the network congestion and p represents the popularity factor
of a service, then we can define broadcasting function f as:
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Fig. 7: Results of proposed approach with AODV as routing protocol

 : { , }f c p true false� �

By making the broadcasting a function of these factors, we can intelligently broadcasts services on the
network considering the current situation of the network. Research should also be conducted on the
development of new Association Rules Mining algorithms for low-memory devices since, the FP-Growth
algorithm is very expensive in terms of memory requirements and MANET devices are computationally weak.
Another important area of research is the representation of services using representation languages like DAML
or OWL to incorporate semantic information. 
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