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Abstract: Intrusion detection is very crucial to computer network security. Numerous independent 
platforms for internet connectivity and interconnected networks are used frequently by attackers to 
intrude. The network access pattern of the intruders can be used to detect their behaviour. This study 
examined the problem of in-security on the computer network and the accuracy of models that can be 
used to detect the activities of the attackers via data mining techniques that are applicable to such 
problems. Data mining techniques have been successfully applied in many different fields including 
marketing, manufacturing, process control, fraud detection and network management. There is need to 
examine the accuracy of such techniques that are used in detecting the attack patterns by network 
intruders. We identified the access pattern on computer network as a classification problem in which 
legitimate users can be easily distinguished from attackers via patterns on the network. Three 
classification techniques: Naïve Bayes, Radial basis and Rotation Forest have been examined on their 
accuracy in detecting network access patterns using KDD 1999 dataset. The models were tested and 
their classification accuracy was determined using detection accuracy and false positive rate as 
performance evaluation metrics. The results obtained from the models are presented. 
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INTRODUCTION 

 
 Intrusion detection is very crucial to computer network security. Numerous independent platforms for 
internet connectivity and interconnected networks are used frequently by attackers to intrude. Attackers 
penetrate using weak points of existing networks to attack legitimate users (Adebayo et al., 2008). Attackers 
always seek avenue to penetrate the network and gain unauthorized access to data, files etc. Intrusion detection 
system (IDS) can be used to detect various forms of vices on the network. Intrusion detection is the process of 
monitoring and analyzing the events occurring in a computer system in order to detect signs of security 
problems (Bace, 2000). IDS system can further be used to detect security violations in information systems 
which can be in form of abuse of privileges, or the use of attacks to exploit software or protocol vulnerabilities. 
 Various machine learning techniques in form of classifiers can be applied to detect various patterns of 
network access. Past connection records reveal the pattern of operation on the network and such can be used to 
distinguish the intrusion operation from normal operation. Data mining helps to explore network patterns. Data 
mining works on efficient discovery of simple and understandable models that can be interpreted as interesting 
or useful knowledge (Aminzadeh et al., 2011).  
 Intrusion detection can be classified as network-based or host-based using source of data. Network-based 
intrusion detection are built with raw network data and host-based IDS can be developed on individual computer 
system’s audit trails, C2 audit logs and System logs (Kuchimanchi et al., 2004). Based on detection approach, 
intrusion detection can be classified into misuse detection and anomaly detection. Misuse detection models are 
based on the signatures of the attacks. Majority of IDS that are commercial based are categorized as misuse 
detection and they can only detect known attacks (Zhengbing et al., 2008). Misuse detection depends on 
database of known attack signatures and it produces less false alarm. However, the database requires update for 
the system to be effective. Anomaly detection models learn both normal activities and deviation from normal 
activities. False positive alarm rate is high due to unpredictable behaviour of users and networks. Its result can 
be improved by using reasonable data set. 
 
The 1999 Knowledge Discovery Database (Kdd): 
 The KDD ‘99 intrusion detection datasets used the 1998 DARPA initiative to provide standard database to 
evaluate different models on IDS (Visumathi and Shunnuganathan, 2011). The various forms of attack type for 
each classification is shown in Table 1.0 The simulation was carried out for 7 weeks and four major classes of 
attacks were identified. They are: 
 Denial of Service (DoS): It is characterized by an explicit attempt by attackers to prevent legitimate users of 

a service from using that service. The attackers engaged victims computing resource to the extend that 
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legitimate requests by the owner would not receive attention as it has been engaged. DoS attacks can come 
in diverse ways. 

 Remote to local (R2L): This scenario refers to attackers attempt to falsify the network and gain access to 
target machine. Attackers exploit some vulnerability to gain root access to the system. 

 User to Root(U2R): In this type of scenario, attackers attempt to bypass its access level in order to gain 
super user access. 

 Probes: Attackers explore distributed programs that can network computers to gather information for the 
attackers. Attackers rely on certain information released by other computers within the network to be able 
to attack the target system. 

 
 Table 1: Four attack categories. 

DoS User to Root Root to Local Probes 
neptune xterm imap saint 
smurf portsweep Phf mscan 
apache perl ftp satan 
back multihop named nmap 

processtable  xsnoop ipsweep 
pod  xlock  

Mailbomb  rootkit  
land  Warezmaster  

  Portsweep  
  snmpgeuss  

 
Naïve Bayes: 
 Naïve Bayes class is based on the Baye’s theorem and the maximum posteriori algorithm. It uses the naïve 
assumption of class conditional independence to reduce computational cost (Langley et al., 1992). Naïve Bayes 
classifiers can be trained using supervise learning and its parameter estimation uses the method of maximum 
likelihood which makes it flexible. 
 Suppose X:(x1,x2,...,xn) is the value of attribute A where xi is the value of attribute Ai (c1, c2, c3,..., cm) 
represent the classes. 
 Bayesian classifier predicts X belongs to class ci if and only if 
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Maximum posteriori hypothesis,  
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 Since P(X) is constant, the algorithm maximize P(XCi)P(Ci). 
 Naïve Bayes classifiers are applicable to many complex real-world situations (Bhargavi and Jyothi, 2009). 
However, where the features in a class has strong dependency ratio, Naïve Bayes perform poorly. 
 
Radial Basis Functions (RBF): 
 RBF are embedded into a two-layer feed-forward neural network. The set of input can be attributes that are 
common to various classes needed for classification. While the output units are the various classes that the 
attributes can resolve to. In between the inputs and the outputs is a layer of processing units called hidden unit 
and each of them implements a radial basis function. A typical architecture of RBF network for classification is 
shown in Figure 1.0. In pattern classification problems, the Gaussian function demonstrates higher accuracy. 
The Gaussian activation function for RBF network is given by: 
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 For j = 1, …,L, where x is the input feature vector and L is the number of hidden units. k and k are the 
mean and covariance matrix of the kth Gaussian function. Geometrically, a radial basis function represents a 
bump in the multidimensional space, whose dimension is given by the number of entries. The mean vector, k 
represents the location while k models the shape of the activation function.  
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Fig. 1: RBF Network Architecture. 

 
 x1, x2, …,xn are the attributes that determines the classification categories c1,.. cm. 
 
Rotation Forest: 
 Rotation forest was proposed by (Rodriguez and Kuncheva, 2009). It was based on rotation of the feature 
space through principal component analysis (PCA). It has improved classification accuracy over Bagging, 
AdaBoost and Random Forest. The idea of the rotation approach is to encourage simultaneous individual 
accuracy and diversity within the ensemble. Diversity is promoted through the feature extraction for each base 
classifier while accuracy is achieved by keeping all principal components and also using the whole data set to 
train each base classifier. It uses PCA to rotate original feature axes for each base classifier in the training set. 
Feature set is randomly split into subspaces and PCA is applied to each of the subspace and these create the 
training data for the base classifier. New attributes are generated through the axis rotation. 
 
Model Setup: 
 The connection record used in training and testing the model was selected from the KDD 1999 and did not 
contain repetition of record. A total of 494020 records were used for training the models. The training record is 
shown in Table 2.0 WEKA, an open source software was used in the development of the models (Hall et al., 
2009). All the 41 attributes in KDD were used in developing the models. The testing records contained new 
attack types so as to test the model accuracy in detecting new attacks. Two model categories were built for each 
classifier. The first approach was built using the raw records containing different attacks types and the model 
accuracy was then tested. While the second model category used pre-classified records for training. The attacks 
were initially classified into any four classes namely: DOS, User to Root, Root to Local and Probe. All the 
models were built on Intel® Core™2 Duo with 1.4 Ghz processor and RAM memory of 1GB.  
 
Table 2: Data set used for training. 

Attack category Dataset 
DoS 391 458 

Probe 4107 
User to Root 52 
Root to Local 1126 

Normal 97277 

 
RESULTS AND DISCUSSION 

 
 The results obtained from the three models using the unclassified records are shown in Table 3.0. Each 
classifier estimates its parameters from the record patterns with 41 attributes. All the three models gave higher 
detection rate than the results obtained from Table 4.0 when the models were trained using the attack patterns 
that have been pre-classified into the four attack types. The standard metric used for evaluating the models were 
detection accuracy and false positive rate. Detection accuracy was computed as the ratio of the number of 
correctly detected attacks to the total number of attacks. The false positive rate of an IDS is the percentage of 
normal samples detected as attacks. Random forest models outperform other models and gave the highest 
detection accuracy when the model extracted knowledge directly, that is from raw network records.  
 
Table 3: Results obtained from raw unclassified records. 

Performance measure Detection Accuracy (%) false positive rate 
Naïve Bayes Classifier 84.2 0.1580 

RBF 91.97 0.1016 
Rotation Forest 95.11 0.0489 
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Table 4: Results obtained from pre-classified records. 
Performance measure Detection Accuracy (%) false positive rate 
Naïve Bayes Classifier 83.90 0.1611 

RBF 90.78 .0922 
Rotation Forest 94.13 .0598 

 
Conclusion: 
 In this work, three models have been developed and examined using the 1999 KDD data set. Naïve Bayes, 
Radial basis and Rotation Forest were trained to identify network patterns for the purpose of intrusion detection. 
Each model was trained with raw unclassified network record and pre-classified network record and tested. 
Models trained with raw unclassified connection records showed higher detection accuracy. The models tuned 
their parameters to capture the patterns contained in the record more accurately and this lead to higher accuracy 
over models trained with already classified records. From the results obtained in this study, Forest rotation 
model demonstrated highest accuracy in all the instances and least false positive rates. It then suggests that the 
technique can be used in real time basis for classification. 
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