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Abstract: With the advent of telemedicine and telediagnosis over the internet, medical images are
watermarked to ensure it integrity and authenticity. The current problem with the watermarking system
used for medical images is distortion introduced during the patient data/information embedding. This
factor has hindered proper detection and treatment. A new technique for detecting forgery in medical
watermarked image using CVNN is proposed in this paper. Capabilities of Neural Networks features
have been exploited using the Complex version of ANN, trained by Complex backpropagation (CBP)
algorithm. This technique was used to embed and detect forge watermark in Fast Fourier Transform
FFT domain. The performance of the algorithm has been evaluated using mammogram images. The
imperceptibility and detection accuracy was appraised with objective performance measure; Detector
response, PSNR, BER, IFM SSIM and Normalize Correlation. Results indicate that watermarked
mammogram were perceptually indistinguishable from the host mammogram, hence the application of
the developed CVNN-based watermarking technique in medical images can improve correct diagnoses.
Ability of the algorithm to localize modification undergone makes it a unique and efficient algorithm
for authentication and tamper detection as well as blind detection applications.

Key words: Fast Fourier Transform (FFT), Complex Valued Neural Network (CVNN), Tamper
Detection, Medical Images, Mammogram, digital Watermarking.

INTRODUCTION

Digital watermarking has been applied to almost all fields of endeavours for security and authentication
of data. In which application is not limited to broadcast monitoring (De Strycker, et al., 2002), fingerprinting
(Huang, Hosseini, Chua, & Guan, 2002; Zhao, Wu, Wang, & Liu, 2005), covert communication (Kirovski &
Malvar, 2001) and certification of official documents, such as identity cards or passports. Recently, digital
watermarking is use in the e-health environment for teleconsulting and telediagnosis (Khamlichi et al. 2006),
medical safety and protecting pharmaceutical product from counterfeiting, in parental control technology;
ensuring child safety in a digital world  as well as in network for content management activities. In some of
the aforementioned field such as in medical field, the most widely use of digital watermarking is in medical
image watermarking. Medical image watermarking has been applied to ensure patients information security
(Ulutas, Ulutas, & Nabiyev, 2010), content verification (Maeder, Dowling, Nguyen, Brunton, & Nguyen, 2010)
and medical image fidelity (Zain, Fauzi, & Aziz, 2008). Medical images such as mammograms contain
diagnostic information which can be used for early detection of breast cancer diseases and breast abnormality.
Protection and authentication of such images are now becoming increasingly important in telemedicine
environment where images are readily distributed over the internet. For medical image such as mammogram,
it should be sure that  embedding watermark does not interfere with the diagnostic information in the
mammogram (Engan, Gulsrud, & Josefsen, 2003).

Figure 1 and Figure 2 show the details of the breast mammogram taken from different views for screening:
i. Cranio-caudal (CC) is taken from above a horizontally compressed breast.
ii. Medio Lateral Oblique (MLO) is taken from the side and at an angle of a diagonally compressed breast.

These images are watermarked in order to proof its integrity; not modified by unauthorized person, and
to ascertain the authenticity; ensuring that the image belong to the correct patient and source. 

Although digital watermarking provides better data security and authentication, however, the major
drawback is distortions/visual artifacts introduced during data embedding which makes it difficult in detecting
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forged watermarks introduced by attackers. The accuracy of diagnosis and treatment of patients greatly depends
on the received (watermarked) image by clinician. The use of inaccurate image often hindered proper
diagnoses, treatment, misleading decision and possible life threaten. 

Fig. 1: Cranio-Caudal (CC) View (Source, Heath et al. 2001)

Fig. 2: Mediolateral Oblique (MLO) Mammographic View (Source, Heath et al. 2001)

Several methods have been suggested for watermarking medical images (Memon, Gilani, & Ali, 2009;
Nayak, Subbanna Bhat, Acharya U, & Sathish Kumar, 2009; Niranjan, 2004; Trichili, Boublel, Derbel, &
Kamoun, 2003; Ulutas, et al., 2010; Wakatani, 2002), both in spatial and transform domain. Embedding in the
spatial domain means that the watermarks is embedded directly into the host image, by modifying the arrays
or add a pseudorandom noise pattern to the luminance values of its pixels. Modification might involve, for
example, bit flipping or  bit replacement  (Dittmann, Steinebach, Kunkelmann, & Stoffels, 2000) in the host
image. Although spatial domain techniques can resist some image processing operations like filtering to some
extent. However, the hiding capacities in these methods are limited, vulnerable to attacks and distortions and
visual artifacts created during the bit flipping are high (Olanrewaju & Aburas, 2008). While Transform domain
methods normally involve transformation of the host image from spatial to frequency domain by using DCT,
DWT or DFT to make the algorithm robust against attacks. Meanwhile, embedding in transform domain,
watermarks are added either in the phase or magnitude of the image, this leads to loss of some information.

Researchers like (Olanrewaju et al. 2010; Hwang, Chang, & Hwang, 2000; Yu, Tsai, & Lin, 2001) have
found that introducing intelligent agent such as Artificial Neural Network (ANN) can greatly improve
embedding, detecting and extraction in digital watermarking in terms of embedding  time, error detection,
security, capacity and imperceptibility of the watermark.

Pioneers of neuro-watermarking are (Hwang, Chang, & Hwang, 2000; Yu, Tsai, & Lin, 2001). These
authors have applied neural networks in watermarking to analyze the characteristics of the digital image.
(Hwang, Chang, & Hwang, 2000) have employed Back-propagation Network (BPN) algorithm which is a
supervised learning Neural Network (NN) to embed watermark in DCT domain to improve the security and
robustness of the watermarking scheme. This was achieved by modifying the AC coefficient which serve as
the output vector of the BPN model. (Yu, Tsai, & Lin, 2001) have embedded in spatial domain of a color
image. The watermark embedded directly by modifying the subset of the image pixel. The trained NN can
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recover most of the watermarks after some image processing attacks is applied. These two methods have paved
a way for researchers to improve application of ANN in digital watermarking. 

Chang & Su, (2006) have improved on the method by (Hwang, et al., 2000) by applying the watermarking
scheme in DWT domain for better resolution.

Bansal, Bhadauria, & Gupta, (2008) proposed a backpropagation neural network that trained a small
portion of the cover image to produce corresponding small watermark image fragments for embedding. The
watermark was encoded using the trained weights of the neural networks. This enhanced the robustness of the
system to a great extent because the trained weights of the neural network remain unaffected. Similarly, Majhi
& Shalabi, (2005), reported how to gain computation efficiency as well as memory requirement by embedding
and detecting watermark using a modified Functional Link Artificial Neural Network (FLANN) and Discrete
Cosine Transform (DCT). The algorithm was trained using back propagation algorithm. The results showed
that the scheme reduced computational cost in the training stage.

Chang & Su, (2005) proposed a similar technique of embedding the watermarks into synapses of Full
Counter-propagation Network (FCNN) rather than cover image. This helped to increase robustness and reduce
imperceptibility problems to a great extent. A  blind watermarking scheme that uses Radial Basis Function
(RBF) neural networks to learn the characteristics of the image before embedding and extracting of the
watermark was proposed by (Piao, Beack, Woo, & Han, 2006). RBF was implemented with the Human Visual
System (HVS) model to determine the random sequence watermark insertion strength. The method helped to
prevent possible watermark removal attacks as well as increase imperceptibility of the watermarked image.

Recently, (Bansal & Bhadauria, 2010) presented a method based on FCNN in DCT domain. Their method
uses encoded image as input to the FCNN instead of actual cover image to resolve the problem of
"proprietary neural network".

All of the algorithms cited above are trained using a real valued neural network (RVNN). That is, after
the transformation of the image, authors can chose to embed in the phase or magnitude of the image using
real value data (RVD). However, when it comes to using both real and imaginary (complex values) part of
the coefficients, a Complex Valued Data (CVD) which prevents loss of information, the current algorithms are
inadequate. Furthermore, these algorithms have not been tested with medical images. In order to train a
network with complex valued data, a Complex-Valued Neural Network (CVNN) is needed with a corresponding
complex training algorithm such as Complex Back-Propagation (CBP) algorithm used in this study.

To the best of our knowledge, algorithms that used medical images are not neural network based. Such
as embedding the date and the patient's information in medical images for safety and security measure (Nayak,
et al., 2009). The use of reversible watermarking principle to embed in Fundus image by (Pooonkuntran et al.
2008). 

Another technique proposed by (Giakoumaki, et al., 2006), a multiple watermarking scheme that embed
watermarks into the wavelet coefficients of medical images, to improve efficiency of medical data management.
A block based scheme in  discrete cosine transform for watermark embedding by (Giakoumaki, et al., 2010).
The spatial domain method for medical image  considered by (Kallel, Lapayre, & Bouhlel, 2007) using
multiple watermarking scheme. Additional proposal by  Coatrieux et al. (2008), in which it incorporate the
ability to verify that the information belongs to the correct patient and is issued from the right source.

A different scheme by (Ulutas, et al., 2010) which focused on security of medical image sharing among
clinicians based on Shamir's secret sharing scheme which prevents unintentional disclosure of medical
information to unauthorized personnel. A system  presented by (Maeder, et al., 2010) for authenticating
mammogram images, which focuses on the effect of adding the watermark below the perceptual threshold.
Techniques mentioned above are designed for different requirements and are not based on neural network.
In order to incorporate the ANN features such as adaptation, classification and forecasting in watermarking,
a CVNN based watermarking in DFT domain is proposed to ensure image fidelity, imperceptibility and
integrity  of the mammograms image, with capability of the following;
a) watermarked mammogram should be identical with the original without lost of fidelity (imperceptible) 
b) A watermarked mammogram should be verified via detector response to ensure that the watermark is

authentic and not modified before any diagnosis (authentication)
The ultimate intent is to prevent unauthorized manipulation and misappropriation of the mammogram

images. 

2. Development of CVNN based Watermarking Model:
Development of the CVNN based watermarking, it consist of the following five main steps as shown in

Figure 3. 



Aust. J. Basic & Appl. Sci., 5(7): 1251-1264, 2011

1254

Fig. 3: CVNN based watermarking methodology

A. Obtaining Complex Values from Host Image:
The general model of obtaining complex values from an image using the fast version of Discrete Fourier

Transform (DFT) as shown in Figure 4.
To apply the DFT equation to an image I(x,y)of size MXN for watermarking;

for x = 0, 1…M - 1, y = 0, 1…N - 1, the 2-D DFT of I(x,y) is represented by F(u,y)

  (1)

Thus given F(u,v), I(x,y) can be obtained back by means of the Inverse 2D DFT (2D IDFT);

  (2)

where u, v are frequency variables and x, y are spatial variables.
The magnitude |F (u, v)| and phase, φ (u, v) can be obtained by using;

  (3)

And phase is defined as 

  (4)

Where R(u,v) and I(u,v) are the real and imaginary components of F(u,v).

B. The Complex Valued Neural network:
In recent times, the use of CVNN has increased the extent and application of ANN. CVNN is use to

process complex valued data (CVD) such as in image with real and imaginary component. CVNN is made up
of Complex-Valued Feedforward (CVFF) and Complex Back-Propagation (CBP) algorithm. The block diagram
of CVFF and CBP is as shown in Figure 5. CVNN has been studied and developed by authors in solving
various problems (Aibinu, Salami,  Shafie, 2010; Benvenuto & Piazza, 2002; Georgiou & Koutsougeras, 2002;
Hanna & Mandic, 2002; Hirose, 2008; Kim & Adali, 2002a, 2002b; Leung & Haykin, 2002; Uncini, Vecci,
Campolucci, & Piazza, 2002 and Faijul Amin & Murase, 2009). The CVNN consists of an interconnection of
Complex-Valued (CV) neurons and complex valued synaptic weights. It processes information using a
connectionist approach to computation in complex domain. CVNN starts with the forward phase by transmitting
the complex input signals or data through the connection; each connection has an associated weight that
improves the transmitted signal; each neuron transforms the received signals (sums the input multiplied by the
connection weight). Inputs are computed based on the complex algebra which results into a complex output
through complex weights.  The resultant sum is fed into the activation function which maps weighted sum to
determine the output signal.

The backward phase is trained by Complex Backpropagation (CBP). CBP is a complex version of
backpropagation algorithm. This algorithm performs an approximation to the global minimization achieved by
the method of steepest descent (Leung & Haykin, 2002). It is applied to multilayer perceptron consisting of
many adaptive neurons, each of which has nonlinearity as shown in Figure 6.
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Fig. 4: Decomposing image from spatial to frequency domain using FFT to obtain complex values

Fig. 5: complex valued feed forward (CVFF) and complex back-propagation (CBP) algorithm

The net input/output relationship from Figure 6 is characterized by nonlinear recursive difference equation
given by:

  (5)

Where Vqn is the complex synaptic weight connecting complex-valued neuron n and m, Netm is the output
signal from hidden layer m and bn is a bias value (complex-valued) of neuron n

The complex-valued output signal is obtained by converting the net input yn to real and imaginary
components as defined;

  (6)

and for the CVNN error to be propagated backward is defined as the difference between the desired response
d(n) and the actual output y(n).

  (7)

but in it complex form, it becomes

  (8)

where [d(n)R + id(n)I] the desired complex is valued data and y(n)R + iy(n)I is the output of the CVNN
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Fig. 6: Complex Valued Neural Network topology model

Choice of Activation Function for CVNN based watermarking model:
In order to extend convectional BP algorithm to complex signals, the activation function should be analytic.

However, if the classical real-valued sigmoid activation function is just extended to the complex plane, the
complex function obtained will be unbounded for some input values (Savitha, Suresh, Sundararajan, &
Saratchandran, 2009) which is not suitable here. To avoid the unboundness, a function which is bounded
everywhere in the complex plane is required as proposed by (Benvenuto & Piazza, 2002; Uncini, et al., 2002).
This activation function helps to reduce information redundancy and hardware implementation is easier (Aibinu,
et al., 2010).

The bounded output of the activation function of the complex variable is defined as 

  (9)

C. CVNN Based Embedder Model:
The flowchart of the embedding procedure is shown in Figure 8. The block selection from host

mammogram is the first to consider. For a  mammogram of  image I with size M x N. The total block that
can be selected from I is ( M/8 )x ( N/8 ) of size 8x8. The selection can be sequential or random. The next
step is to transformation of each selected and windowed block to obtain complex values for the CVNN.

Training is repeated and the relationship is adjusted between the target content and the corresponding
output of CVNN model until the network learning threshold is satisfied and the convergent of network weights
are archived. Next is establishing a CVNN relationship between the host image and the target content
(watermark). Finally the hidden and output layer weights are saved for future extraction and detection.

D. CVNN based Attack Model:
The attack model is base on noise. Noise often can be described by an additive model, where the

corrupted/noised image I`(m,n) is the sum of the true image I(m,n) and the noise N(m,n):

I`(m,n) = I(m,n) + N(m,n)     
(10)

The noise attacks applied to the watermarked mammogram are Salt and pepper noise, Gaussian noise and
speckle noise. The attacks were applied before decoding the embedded watermark and simulations were carried
out independently with each attack being performed before detection of the watermark.

E. CVNN based Tamper Detection Model:
Watermark tamper detection is performed on a block-by-block basis for the localization of regions likely

to be altered. During the training phase of CVNN, hidden nodes and output nodes weights are generated for
each block. Those weights are saved for future extraction and locating the tampered region. The detector is
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based on the hidden weights and output weights of the training. If the weights are modified or incorrect
weights are input for any block, the position will always change. On the basis of these findings, it has been
found out that trained weights are suitable to verify the integrity of recovered watermark. The block diagram
for extraction/detection procedure is shown in Figure 8. 

Fig. 7: The watermark embedding model

3. Performance Evaluation of the Watermarked Image:
After embedding the watermark, normally distortions occur, which in turns affect the watermarked image.

To ensure that the distortion caused by embedding process is acceptable to Human Visual System (HVS),
quality metrics are used to measure the difference between the host image and watermarked image. Examples
of such metrics are Peak signal to noise ratio (PSNR), Image Fidelity Measure (IFM), and Structural SIMilarity
index measure (SSIM).

Fig. 8: Watermark Tamper detector model
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• Structural SIMilarity Index (SSIM) proposed by (Wang & Bovik, 2002) for measuring the similarity
between two images. It models the total distortion of an image block as the combination of three factors:
loss of correlation, luminance distortion, and contrast distortion. SSIMs are measured for blocks of an
image using a sliding window, and the mean value of the SSIMs of all the blocks is taken as the overall
quality metric of the image.

(11)

Where µm  is the mean of m,  µn  is the mean of n, σmn is the covariance of mn, U and V are host and
the watermarked image respectively.
• Peak Signal to Noise Ratio PSNR is defined as

 (13)

where MSE is defined as;

 (14)

Where W(m,n) and H(m,n) is the watermarked and host image respectively. 

Higher value of PSNR indicates that the two images are similar. Generally, a PSNR of more than 30dB is
accepted to human eye (Mulopulos, Hernandez, & Gasztonyi, 2003) and the difference cannot be seen. 

Similarly, after the extracting of the hidden message, a quality measure is also applied on the extracted
mark, to ensure that the information embedded is the right information retrieved as well as to how much of
such information is retrieved. Measure such as  Normalized Cross Correlation (NCC)  and Bit Error Rate
(BER) are used in this study to compare between the detected watermark and the embedded mark. 

• Normalized Cross Correlation (NCC): Correlation (often measured as a correlation coefficient) indicates
the strength and direction of a linear relationship between two random variables. The correlation between
two images (cross correlation) is a standard approach to feature detection. It can be used as a measure for
calculating the degree of similarity between two images (Ahmed & Moskowitz, 2004; Roshni & Revathy,
2005). Mathematical definition of NCC as given by:

 (15)

NNC measure ranges between 0 and 1, 1 indicate that the two images are highly similar while 0 indicate
that the two images are exactly opposite. 

• Likewise, the similarity between the reference watermark and the extracted watermark can be measured
by the bit error rate (BER), defined as follows:

 (16)

where W(m,n) is the original watermark bits and          is the extracted watermark bit and q denotes the( , )W m n
exclusive-OR operation.

RESULTS AND DISCUSSION

Watermark was created by embedding a unique bits string sequence generated from each mammogram as
a message in the host image (image-dependent watermark). Each mammogram has a unique watermark, that
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is, image features were embedded into itself as an authentication stamp. The color and chrominance information
based features of the image were extracted for the generation of the watermark. Generated watermark is unique
for each set of mammogram image and embedding key used for security. The use of image dependent
watermark provides better security against fraud especially in tamper detection system as compared to
traditional (Goljan & Fridrich, 1999). The embedding has a very high level of fragility sometimes called hard
authentication (Shefali, Deshpande, & Tamhankar, 2008). Where even one bit error in the message leads to
a totally different authentication, with this, it can be easily verified if the image is tampered with or not. A
total of ten mammogram images were used as test images obtained from mammogram database (heath et al.
2001). The watermarking was applied to the mammogram in both MLO and CC for left and right breast. A
typical result of host and watermarked mammogram is shown in Figure 9a and 9b, the left MLO mammogram
host and watermarked counterpart with PSNR of 46.86dB . While Figure 9c and 9d shows right MLO host
and watermarked mammogram respectively with PSNR of 76.52dB.  It can be seen from the image that both
the host mammogram and the watermarked counterpart are indistinguishable, highly imperceptible, without any
visual degradation, the visual qualities are consider satisfactory because of high PSNR values. PSNR greater
than 30dB is considered imperceptible because HVS cannot perceive distortion in such image. The watermark
embedding strategy plays a vital role in the imperceptibility of the watermarked mammogram, which is
embedding in both real and imaginary components instead of adding watermark in to only one component
which could lead to loss of information before inversing into spatial domain. Loss of information result into
visual degradation of the watermarked image.

Fig. 9: Host and watermarked mammogram for MLO left and right

Table.1 shows the PSNR (Peak Signal to Noise Ratio), SSIM and IFM between the original and the
watermarked image expressed in dB indicating the energy of inserted watermark. The variation of the PSNR
is due to the size, angle and position of the mammogram images. For example, patient with number B_3674,
mammogram images recorded 76dB for the right MLO mammogram, 46.86dB for left MLO, 49.12dB for left
CC and 71.23dB for right CC watermarked mammograms. It can be seen that both right CC and right MLO
breast recorded higher PSNR than the left counterpart. This could be from the fact that one breast is bigger
than the other. From personal observation (author's observation) and biologically one breast is bigger than the
other (Engstrom, et al. 2007). In this case the right breast is bigger than the left breast. Hence the PSNR of
the right breast is higher than that of left breast because right breast will have more area to conceal the
watermark than the left breast.  It can be therefore be deduce that PSNR value is affected based on size, angle
and position of the mammogram image.
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Table 1: Mammogram images with respective PSNR, IFM and SSIM measure
Test Images Quality measure

-------------------------------------------------------------------------------------------------------------
PSNR IFM SSIM

A_2031_left_CC 50.0982 0.9130 0.8280
A_2031_left_MLO 48.8776 0.8850 0.7453
A_2031_Right_CC 49.6240 0.8902 0.8017
A_2031_Right_MLO 56.7294 0.9182 0.8377
A_2033_left_MLO 49.0905 0.8416 0.7330
B_3674_left_CC 49.1203 0.8772 0.8246
B_3674_left_MLO 46.8595 0.8699 0.7940
B_3674_Right_CC 71.2339 0.9232 0.8632
B_3674_Right_MLO 76.5298 0.9294 0.8613
B_3660_ Right_CC 57.4250 0.8942 0.8633

Fig. 10: Host, watermarked mammogram and the tamper detector response at the emission side

For tamper detection, Figure 10(a) shows the host mammogram  image, and corresponding watermarked
mammogram image in Figure 10 (b) with 56.72949dB of PSNR while Figure 10 (c) is the detector response.
The viewer can compare the results of Figure 10(a) with referenced watermarked image Figure 10(b)
subjectively. It can be seen that there is no visual distortion in the watermarked image. However the subjective
measurement is dependent on factors such as the expertise of the viewers and the experimental conditions.
Therefore a quantitative measurement is needed to provide objective judgment of the extracting fidelity. In the
first case, it will check for whether the watermarked image contains keys or not. Then the system will check
for the correct watermark key corresponding to the correct weights using the correlation approach. The system
check for the bank of keys  and weights and determine if there is any key and weights similar to the one
found in the watermarked image by searching for a major peak in the correlation value, which is above the
predetermined threshold (0.8). The detector response scheme is a visually recognizable peak among the
watermark keys and weights. Based on the pre-verification of the system the results are quite explicit as shown
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in Figure 10(c), the system identifies 1300 possible key match, but only one key confirmed the authenticated
key which is at 1200. This indicates that when a correct key and weights is used for the detection, the
watermark detector response give optimum result, the highest peak, which is distinct from noise signals. This
can also be interpreted as the correct key and network weights have been selected for the watermark
reconstruction. The peak similarity value in Figure 10(c) also indicates that the watermark is successfully
detected. This precise detecting capability proves the robustness of the algorithm. The distinct the response of
the correct watermark also suggests the very low false positive response rates of the algorithm.

However, if the watermarked image is operated by illegal processing, such as addition of noise or
tampered by filtering, apart from that the watermarked image may be perceptually corrupted image, the detector
will not be able to produce any major sharp peak as compared to when the image is authentic. Figure 11(b)
shows watermarked mammogram image which has been tampered with Gaussian noise and the corresponding
detector response in Figure 11(c). Similar observation is shown in Figure 12(c) for CC mammogram, where
speckle noise is used to tamper the image. It can be clearly seen from both Figures; Figure 11(c), 12(c) that
there is no single major distinct peak produced by the detector. Therefore , it confirms that the image has been
tampered with or operated illegally.

Fig. 11: Figure Host, watermarked Right MLO mammogram and detector response of a tampered mammogram
at the reception side. 

The two-way test of the image quality measures for the result of attacked image are listed in Table 2. In
the table, the test image is listed in the first column, column 2 indicates the type of attacks while the quality
measure; Normalise Correlation, NC and Bit Error Rate, BER are listed in the succeeding two columns. The
first factor tested is the Normalized Correlation variation and the second factor is the Bit Error Rate variation.
The NC metric corresponds to how exact the embedded watermark differs from the detected watermarks. If
the detected watermark bits are 100% of the embedded watermark, the value should correspond to 1. While
BER equal to 0 means the watermarked image is not tampered, all watermark were retrieved and detected,
hence the key used is authentic and the authenticity is verified. The result of watermarked mammogram without
attack proved this. NC is equal to 1 while BER was observed as 0. This indicated that the exact key was
recovered and detected in watermark reconstruction. More so, while reconstructing, no bit was missing nor
misplaced. Consequently, the image is not tampered. Conversely, experimental result indicated that when the
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image was attacked with noise such as speckle, Gaussian and salt & pepper noise, as shown in the table, the
BER is very obvious. This is an indication that the detector can easily detect tampered image hence it will help
reduce wrong diagnosis cause by tampered images.

Fig. 12: Host, watermarked Right CC mammogram and detector response of a tampered mammogram at the
reception side.

Table 2:  watermarked mammogram and the detection rate of tampering (NC and BER) 
Test Images Type of attacks Quality measure

--------------------------------------------------------------------------------
NC BER

B_3660_left_MLO No attack 1 0
Gaussian 0.9807 0.3457
Speckle noise 0.9581 0.3629
Salt & pepper noise 0.9512 0.3140
Median filter(3x3) 0.9980 0.1048

Conclusions:
A new method for embedding and detecting mammogram image using CVNN has been developed in this

paper. The results obtained from evaluating the embedder using PSNR, IFM and SSIM shows that the
watermarked mammograms are highly imperceptible and indistinguishable from the host mammograms for a
properly trained network. A PSNR of as high as 76.5250dB, IFM 0.9130 of 1.000 and SIMM equal 0.8633
of 1.00 was recorded. The results obtained for detector block indicates that the algorithm was able to
authenticate the watermark when correct key and weights were used, hence a distinct peak at the key value
will be shown, as a result, NC = 1 and BER = 0 is recorded for authentic,  not tampered watermark. Due to
the embedding procedure, the tamper detector response showed that when the watermarked image is slightly
manipulated even if one bit error occurred in the watermark message, it leads to a total different authentication.
With this, it can be easily verified if the image is tampered. The experimental result also confirmed that the
watermark keys can be correctly detected without the use of host image, that is, blind detection. Therefore the
system can serve as a good blind detection system where the original image is not present or required. Testing
the effect of various activation functions is enumerated as a future work. 
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