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Abstract: Parallelism is one of the approaches to perform operations in a way to have speedup.
Nowadays, This area of knowledge influences all fields so that one of the first methods of having
speedup that comes to the mind is parallelism. Cryptography is an exciting and important aspect of
human knowledge due to the necessary for security in communications, especially in the insecure
digital world. This paper presents a review on available cryptographic approaches focusing on parallel
approaches to figure out the amount of parallelism effect on cryptography. It is also stated that what
kind of principals can be applied in given approaches to choose the best method. 
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INTRODUCTION

In the digital world, there are some specific security requirements in common (Schneier, 1996):
Authentication, confidentiality, Data Integrity and Non-repudiation. Historically, Most of the consumers of
cryptography were military and intelligence organizations. Today, cryptography is everywhere (Katz & Lindell,
2008). With advances in computer hardware and software technologies, sequential cryptographic algorithms
seem not to be enough secure and fast. Hence, promoting a fast and secure parallel encryption algorithm is
inevitable. 

Improvements on technology have provided the user of technology better infrastructure for different
applications on search, sort and cryptography. Advanced technologies need parallel algorithms for more
processing speed and higher throughput. It is expressed in (Trinca, 2006) that encryption standards are
extensively used to solve the problem of communication over an insecure channel, but with today's
advancements in technologies, they seem not to be as secure and fast as needed. Parallel processing is a good
way of having speedup, which can be used in different applications for doing sort (Rakesh & Chanderwal,
2010), search (Taniar, Rahayu, & Tan, 2004) and even  eye detection (Nasiri, Bahmani, Deldari, & Yazdi,
2009). 

In the next section, a brief description of cryptography is presented. In section 3, state of the art parallel
cryptographic approaches are reviewed. Afterwards, the summary of these approaches is discussed.

2. Cryptography:
In general, two major cryptographic schemes are used, which are symmetric key and asymmetric key.

Symmetric key uses one key for encryption and the same key for decryption. Asymmetric key uses two keys
which are called public and private. Public key is used for encryption, and private key is used for decryption.

2.1 Symmetric Key:
Symmetric cryptography is ideally suitable for encrypting messages. The sender can generate a key on a

per-message basis to encrypt the message, and then the receiver needs the same key to decrypt the message.
Secret key cryptography can ensure message confidentiality. Common stream cipher algorithms are RC4, A5,
SEAL, and most known block cipher algorithms are DES, 3DES, Blowfish, Twofish, SEED, LUCIFER, AES.
The United States National Institute of Standards and Technology (NIST) established the Data Encryption
Standard (DES) in 1977 (NIST, 1999) and AES in 2001 (NIST, 2001) as the federal standard encryption
algorithm.
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Many secure and practical encryption schemes have been developed previously in symmetric or secret key
cryptography. Symmetric key methods are divided into two groups: stream cipher and block cipher. Block
ciphers operate on a block of data, whereas stream ciphers evaluate one bit or one byte at a time. As
mentioned previously different algorithms have been issued for these schemes until now. 

2.2 Block Ciphers:
Two important operations in block ciphers are substitution and transposition. Substitution replaces each

character by another one, whereas transposition permutes the characters in a block of data. Substitution causes
confusion in a cipher and adds more complexity to the algorithm of finding a relationship between the key and
the ciphertext from one side and the key and the plaintext in another side. Transposition causes diffusion that
makes sure there is no local relationship between the statistics of the characters in the plaintext and the
ciphertext.

2.3 Stream Ciphers:
Stream ciphers operate on streams of plaintext and ciphertext one bit or byte (sometimes even one 32-bit

word) at a time (Schneier, 1996). With a block cipher, the same plaintext block will always encrypt to the
same cipher text block, using the same key. With a stream cipher, the same plaintext bit or byte will encrypt
to a different bit or byte every time it is encrypted. 

2.4 Asymmetric Key:
Asymmetric schemes can be used for non-repudiation. If the receiver can obtain the key encrypted with

the sender's private key, only the sender owning the key could have sent the message. Public-key cryptography
could, theoretically, also be used to encrypt messages, although this is rarely done because secret-key
cryptography operates about 1000 times faster than public-key cryptography (Kessler, 2010). Well known
asymmetric algorithms are RSA, ElGamal and ECC. The first, and still most common, Public-key Cryptosystem
implementation is RSA, named for the three MIT mathematicians who developed it in 1977 - Ron Rivest, Adi
Shamir and Len Adleman (Rivest, Shamir, & Adleman, 1978).

3. State of the Art Parallel Cryptographic Approaches:
Different ways of parallel cryptography are gathered that are issued in recent years since 2004. Each of

these ways has its properties. Most of these approaches are implementation and some issued new ideas. 

3.1 Parallel Symmetric Key:
Table 1 classifies the existing parallel symmetric approaches into the base algorithms. It is shown that AES

is the most interested algorithms for paralleling and this algorithm is being used more than the other ones. 

Table 1: State of the art parallel symmetric cryptographic approaches.
Algorithm Authors
AES (H. Li, 2004) (Pionteck, Staake, Stiefmeier, Kabulepa, & Glesner, 2004) (Swankoski, Brooks, Narayanan, Kandemir,

 & Irwin, 2004)  (Kotturi, Seong-Moo, & Blizzard, 2005; Yoo, Kotturi, Pan, & Blizzard, 2005) (Bielecki & Burak,
2005 ; Trinca, 2006) (Bielecki & Burak, 2007) (Chi-Wu, Chi-Jeng, Mao-Yuan, & Hung-Yun, 2007) (H. Li & Li, 2008)
(Hyun Suk, Joong Hyun, and  Jong Tae, 2008) (Alomari, Samsudin, and Ramli, 2009) (Natale, Doulcier, Flottes, and
Rouzeyre, 2009) (Liu, et al., 2009) (Le, Chang, Gou, Zhang, & Lu, 2010) (Das & Ray, 2010) (Zhiyong, Guangjun,
and Yang, 2010) (Yulin & Xinggang, 2010) (Chonglei, Hai, & Jenness, 2010).

3DES (Bielecki & Burak, 2006, 2007; Chin Mun, Sutton, & Bergmann, 2005; Liu, et al., 2009; Swankoski, et al., 2004; Yang,
Li, & Ding, 2009)

DES (Bielecki & Burak, 2006, 2007; Celikel, Davidson, & Kern, 2006 ; Chin Mun, et al., 2005; Swankoski, et al., 2004)
IDEA (Beletskyy & Burak, 2004; Bielecki & Burak, 2006).
Blowfish/ (Bielecki & Burak, 2007; Liu, et al., 2009)
TWOFISH,RC5
GOST, LOKI91 (Bielecki & Burak, 2007).
Chaos (D. Nan, Honglian, & Guozhen, 2009).

3.2 AES in Parallel:
Various researchers have worked on AES in different parallel approaches and implementations. These

approaches are illustrated in Table 2. This table shows the techniques used by authors and discusses the
methods and outcomes of the different parallel approaches on AES. It is followed by a brief explanation about
each presented approach.
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Table 2: State of the art parallel cryptographic approaches on AES.
Author Method Outcome
(H. Li, 2004) 32 small s-box look-up tables 8 times faster than using one S-box look-up table
(Pionteck, et al., 2004) reconfigurable encryption/decryption engine hardware efficiency

with pipelining
(Swankoski, et al., 2004) FPGA Parallel architecture higher performance, flexibility, hardware efficiency,

physical security 
(Kotturi, et al., 2005; FPGA implementation using parallel High throughput
Yoo, et al., 2005) pipelined architecture
(Bielecki & Burak, 2005 ) OpenMP standard, Petit Speedup
(Trinca, 2006) CCCP globally invertible cascaded convolution Simpler& faster process, desired security level

transducers.
(Bielecki & Burak, 2007) OpenMP, Petit Speedup
(Chi-Wu, et al., 2007) FPGA Implementation Faster throughput
(H. Li & Li, 2008) A new compact dual-core architecture Higher throughput, performance
(Hyun Suk, et al., 2008) FPGA design Maintain throughput and reduce supply voltage
(Alomari, et al., 2009) new XTS mode, OpenMP Speedup of 1.76 & efficiency of 88% 
(Natale, et al., 2009) An on-line self-test architecture online fault detection
(Liu, et al., 2009) GPU Throughput
(Le, et al., 2010) parallel algorithm based on GPU Improve the throughput & speed
(Das and Ray, 2010) CA based on RPCA theory Simple implementation and cheap cost, faster than AES
(Zhiyong, et al., 2010) Integrating the technologies of pipeline and Increases the throughput &speed, decrease hardware

parallel connections scale
(Yulin and Xinggang, 2010) FPGA using external pipeline architecture Improve throughput
(Chonglei, et al., 2010) GPU with programming platform CUDA High throughput

(H. Li, 2004) worked on AES, which has decomposed the original S-box look-up table into 32 smaller
s-boxes look-up tables in order to substitute the byte in parallel. In result, the memory cost of the 32 S-box
look-up tables is twice as the previous one S-box look-up table, while the speed increases approximately eight
times.

Researchers of (Pionteck, et al., 2004) presented the hardware design of AES with a reconfigurable
encryption/decryption engine which supports all key lengths. The reconfigurable crypto-engine is integrated in
a 32 bit RISC processor as a function unit. It can operate in parallel with the standard ALU. The RCU is
integrated into a 32 bit five stage pipeline RISC processor. The area which is used for the RCU is less than
27% of the total area. There is a tradeoff between flexibility and hardware requirements.

A parallel architecture which has achieved maximum utilization of the FPGA logic cells and I/O resources
is proposed in (Swankoski, et al., 2004). Each parallel block has its own hardware key that helps
parallelization. Internal hardware functionality is not duplicated but reused.  This architecture is suitable for
smaller spaces, although pipelined has better performance than this but is limited in usability. This work
achieved a higher throughput zero latency design. Computing an XOR of the device's signature with the
symmetric key at compiling time, there is no need to input the key to the device after configuration. Physical
signature must be computed dynamically when needed because it is not stored explicitly. The Parallel
architecture has physical and design security within the FPGA and protects the key from both invasive and
non-invasive physical attacks.

Design on the AES cryptographic chip which uses a hierarchical simultaneous key generation methodology
is work of (Kotturi, et al., 2005). Their chip contains the same ten units. Each unit can execute one round of
the algorithm. Ten rounds of the algorithm are executed in parallel in a chip using external pipelined design.
Using internal pipelining and key exchange pipelining, their work implementation operating at 233 MHz
achieved a throughput of 29.77 Gbps in encryption, which was higher than their previous ones.

(Bielecki & Burak, 2005 ) chose OpenMP standard, which supports multi-platform shared memory and
used Petit. OpenMP is a collection of compiler directives, library routines and environment variables that can
be used to specify shared memory parallelism (OpenMP, 2002). Petit is a research tool to analyze data
dependences in sequential programs and source loops (Kelly, et al., 1996). Data dependency analysis of loops
and removal data dependencies were done. It resulted in speedup using 2, 4, 8 and 16 processors and threads.

Symmetric encryption schemes based on special classes of globally invertible cascaded convolution
transducers proposed by (Trinca, 2006). First the secret key of this cryptosystem is easier to generate and also
the encryption and decryption procedures are simpler and faster. Therefore, by setting appropriate values for
the parameters of the convolution cryptosystem, the desired security level can be obtained. In addition, they
are more parallelizable than symmetric encryption standards based on Feistel ciphers. Unlike static
cryptosystems like DES, 3DES, and AES, this cryptosystem is dynamic. This means that standard cryptanalytic
attacks such as linear and differential cryptanalysis are almost impossible to apply in this case.
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(Bielecki & Burak, 2007) used OpenMP standard and Petit program, sequential loop parallelization and
the data dependency analysis of loops. They also used symmetric shared-memory multiprocessors and automatic
parallelization. This automatic parallelization method has sufficient efficiency as the author explained. They
decreased the encryption and decryption time. This work was inexpensive, easy to use and faster than their
previous work.

32-bit AES and 128-bit AES implemented by (Chi-Wu, et al., 2007). Combining four 32-bit AES in
parallel comprises a 128-bit AES. Their work outperformed the most recent works by 200% in throughput and
requires 20% less reconfigurable area and operated four times faster than 32-bit AES.

The next work proposed a new compact dual-core architecture (H. Li & Li, 2008) which can perform AES
encryption and decryption simultaneously. They presented a new implementation of ShiftRows/ InvShiftRows
which required only 16 8-bit registers and a few simple 2-to-1 8-bit multiplexors to complete
ShiftRows/InvShiftRows operations. This provided a throughput of 335 Mbits/s on a 0.35 µm CMOS process
from CSMC Technologies Corporation. In addition, it provides flexibility for embedded systems because cipher
keys are changed frequently to enhance security.

(Hyun Suk, et al., 2008) proposed a design method of AES using parallel architecture. Parallel architecture
maintains throughput however consumes lower power than the original architecture which uses 1/2 clock-rate
and reduces supply voltage. The model is designed by VHDL. Its throughput becomes less although it has
power reduction. 

Authors of (Alomari, et al., 2009) used new XTS mode, which support parallelism because of its structure.
As explained in the P1619 standard (IEEE, 2008), XTS is a tweak able block cipher that acts on data units
of 128 bits or  more and uses the AES block cipher as a subroutine. A parallel speedup of 1.76 and efficiency
of 88% has been achieved. XTS mode is slower in performance than CBC mode due to slightly increase in
its complexity to ensure security. They have used OpenMP for their simulation.

Presenting an on-line self-test architecture for hardware implementation of the AES to detect single and
multiple faults is accomplished by (Natale, et al., 2009). They gained better fault detection while one additional
32-bits block is added in the circuit leading to four tests per encryption cycle for every block. Their design
has 34.7% of the area overhead and 6% speed penalty. This architecture doesn't make attacks that are based
on differential power analysis easier.

A study of program behavior on AES, TRI-DES, RC5 and TWOFISH block ciphering algorithms on GPU
is presented in (Liu, et al., 2009). To improve the program and the performance, CUDA programming is used.
It was figured out that the number of threads used by a CUDA program can affect the overall performance
fundamentally.

Implementation of AES over the traditional CPU-based has low efficiency, to overcome this low efficiency,
parallel AES algorithm based on GPU using the CUDA software programming platform is implemented by(Le,
et al., 2010). They achieved up to 7x speedup.

Authors of (Das & Ray, 2010) Used Cellular Automata (CA) for a class of symmetric key systems based
on Reversible Programmable Cellular Automata theory (RPCA). It is faster than AES implementation about
0.33 micro seconds and increases security for keys. CA is intrinsically parallel, and then as said, they can gain
high parallelism.

A dynamic reconfigurable architecture which integrates pipeline, parallel processing and reconfiguration
technologies on AES was proposed by (Zhiyong, et al., 2010). It increases the throughput and excels in
processing speed. This solution can be applied to other circuits with the same algorithm characteristics. It has
lower power consumption.

Researchers in (Yulin & Xinggang, 2010) have introduced a pipelined implementation of AES-128
encryption. They have unrolled the loop of the AES algorithm and inserted registers between rounds. Their
implementation presented a pipeline with 11-stages, and every stage could execute one round of the algorithm.
Using this external pipeline architecture, 11 blocks of data could be disposed at the same time. In their design,
they exploited two kinds of Block RAM, one for round of transformation and the other one for key expansion
to get higher efficiency.

(Chonglei, et al., 2010) have proposed an approach to arrange data in different GPU memory spaces
properly overcoming the extra communication delay, and still turning GPU into an effective accelerator. GPU
is used by CUDA programming to reach a higher throughput. However, not all applications can achieve
speedups from the GPU hardware. 

A summary of the best results of the existing parallel cryptographic approaches on AES is illustrated in
the Table 3. Speedup and throughput results for the methods are demonstrated in the table. The table is
followed by the environment and some explanations about the results.
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Table 3: The best results of existing parallel cryptographic approaches on AES.
Author Encryption
(H. Li, 2004) 2-8 time faster
(Pionteck, et al., 2004) AES 256, Block size(32 bit), No. of clock cycles in AES ! 88 (enc), 100(dec)
(Swankoski, et al., 2004) AES-128, 10 parallel blocks ,Frequency 150.621,Throughput!19.28 Gbps
(Kotturi, et al., 2005; Yoo, et al., 2005) Fully pipelined,Virtex Pro, Frequency 232.6 (MHz), Throughput !29.8 (Gbps), (enc)
(Bielecki and Burak, 2005 ) Plaintext (17MB), Key (256 bits),Block length(128 bits), 16 processor,16 Thread, speedup!

5.554(enc), 12.357(dec)
(Trinca, 2006) CCCP CPU2.8GHz, 4 CPU , Throughput (Byte/second) ! 4,839,123,784 (enc), 4,731,156,540 (dec)
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes), Speedup AES(ECB) !3.1(enc), 3.3(dec)
(Chi-Wu, et al., 2007) Frequency 373 (MHz), Throughput (Gbps) !, 4780                           
(H. Li and Li, 2008) Frequency 115 (MHz),Throughput !335 (Mbit/s)
(Hyun Suk, et al., 2008) Voltage 1.8 (V) , Switching power consumption 150.30 (mW), Throughput (MB/s) !543.40
(Alomari, et al., 2009) Data 16 (MB),Sequential 291 (milliseconds)!Parallel  165 (milliseconds)
(Natale, et al., 2009) 34.7% of area overhead , speed penalty is 6% 
(Liu, et al., 2009) Throughput (Mbps)! 4200,  input file 300 (MB), speedup ! 13X 
(Le, et al., 2010) 128 bit key,  Plaintext size about 200 MB, Speedup ! close to 7
(Das and Ray, 2010) 256 Bit key, Optimized AES !1.79/1.43 micro seconds
(Zhiyong, et al., 2010) AES enc/dec without reconfigurable pipeline, Throughput( Gbit/s)!17.43 
(Yulin and Xinggang, 2010) Frequency 271.15(MHz),Throughput (Gbps)! 34.7  
(Chonglei, et al., 2010) Sequential algorithm 4.9 (GB/s), GeForce 9200M GS,1 block, 256 threads in that block,

throughput ! 6.4GB/s

In 2004, (Pionteck, et al., 2004) achieved a throughput of about 252 Mbps for encryption and 221 Mbps
for decryption. Their Maximum frequency is 126MHZ. The results are available for 128 and 256 bit AES. The
RCU and the processor were synthesized using the Design Analyzer from Synopsys and a 0.25μm standard
CMOS process. RAM macros are used for the memory elements. (Swankoski, et al., 2004) got their results
with different parallel blocks and frequencies. The environment is composed of Virtex-II Pro, FPGA platform,
Verilog HDL and Block RAM resources. Their work protects the key from invasive and non-invasive physical
attacks.

After that, (Kotturi, et al., 2005) have compared their results with (Chitu, Chien, Chien, Verbauwhede, &
Chang, 2002), (Deng & Chen, 2002), (Sklavos & Koufopavlou, 2002), (Schaumont, Kuo, & Verbauwhede,
2002) and (Mangard, Aigner, & Dominikus, 2003). (Kotturi, et al., 2005)'s throughput is better than others.
They used the device XC2VP70 with speed grade -7 with Virtex II Pro FPGA using 0.13 μm nine-layer copper
interconnection with a transistor process technology of 90 nm, 128 bit data and 128 bit key. (Bielecki &
Burak, 2005) 's environment is included by 64 x Itanium2 1.5GHz (SGI Altix 3700), Intel® C++ Compiler
ver.9(supports the OpenMP 2.5 API). They have used up to 16 processors. (Trinca, 2006) have compared the
throughput to their predecessors which had lower throughput. Their environments are Intel Xeon CPU on a
2.8GHz Linux server and Intel Pentium CPU on a 2.4GHz Linux server. In parallel operations, 2 and 4 CPUs
of a multiprocessor Linux server are used. The message is protected from standard cryptanalytic attacks such
as linear and differential cryptanalysis, replay, and factorization attack.

The next year, (Bielecki & Burak, 2007) used 64 x Itanium2 1.5GHz (SGI Altix 3700), up to 16
processors for the program execution, the Intel® C++ Compiler ver.9.0 (that supports the OpenMP 2.5 API)
and four independent threads. (Chi-Wu, et al., 2007) have compared the results to their predecessors. They
utilized 32-bit AES implementation on Xilinx Spartan-3 (XC3S200) using 148 slices, 11 BRAMs
implementation in FPGA (Virtex-II XC2VP20) and 128 bit AES too. (H. Li & Li, 2008) have compared their
results with (Mangard, et al., 2003). They used Verilog HDL, achieving high level of performance with only
16 629 gate equivalents on the 0.35μm CMOS process from CSMC Technologies Corporation. Cipher keys
are changed frequently to improve security. (Hyun Suk, et al., 2008) have utilized Synopsys Design-compiler
and PrimePower Using VHDL.

Afterwards, (Alomari, et al., 2009) have worked with different data. They used 2.4GHz Intel® dual-core
system with 2GB of RAM; LibTomCrypt encryption library contains the AES algorithm, OpenMP and Linux
platform with 256 bit key. (Natale, et al., 2009) proposed architecture VHDL and synthesized using Synopsys
Design Compiler and a 130 nm CMOS library provided by STM. Attacks are not easier on differential Power
analysis. (Liu, et al., 2009) used Intel Core 2, 2.5 GHz CPU, and an NVidia GeForce 9800 GTX chip and
CUDA programming model.

In 2010, (Le, et al., 2010) utilized CPU of Intel Core 2 Duo E8200, memory of 1GB and, GPU of
NVIDIA GeForce GTS250 Windows XP, and CUDA software programming platform, They have worked on
different plaintexts. 
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(Das and Ray, 2010) have used Intel Core 2 Duo 2.0 GHZ, in open MP platform. 2256 keys mean brute
force attack impossible. (Zhiyong, et al., 2010) have used current reconfigurable encryption chips and Verilog
HDL. It is implemented on Virtex-II. They have worked on AES encryption/decryption without pipeline and
AES encryption/decryption with reconfigurable pipeline. (Yulin & Xinggang, 2010) have compared their results
with (Yoo, et al., 2005) and utilized Veilog HDL, Xilinx's ISE 9.2i, Block RAM rich FPGA xc2vp70
(Virtex-II). (Chonglei, et al., 2010) have utilized AES-128 CUDA™ GPU of NVIDIA® GeForce 9200M GS.

Analyzing the above information, it can be seen that, authors in (Chi-Wu, et al., 2007; Chonglei, et al.,
2010; Hyun Suk, et al., 2008; Kotturi, et al., 2005; H. Li & Li, 2008; Swankoski, et al., 2004; Trinca, 2006;
Yulin & Xinggang, 2010; Zhiyong, et al., 2010) have used throughput for analyzing their results. (Chi-Wu,
et al., 2007)   has an incredible value that is the best throughput. It should be considered that (Trinca, 2006)'s
work is an decryption and software implementation which is not as fast as hardware implementation (Celikel,
et al., 2006 ; Thapliyal & Srinivas, 2005). Researchers of (Bielecki & Burak, 2005 ; Bielecki & Burak, 2007;
Le, et al., 2010; H. Li, 2004; Liu, et al., 2009) have used speedup to measure their results. Among these four
approaches (Liu, et al., 2009) has got better results. It has a speedup value of 13. Both (Le, et al., 2010; Liu,
et al., 2009) have used GPU and CUDA programming. (Alomari, et al., 2009; Das & Ray, 2010) have given
their results in terms of seconds. (Das & Ray, 2010) has better results using 256 bit key length compared to
(Alomari, et al., 2009). (Natale, et al., 2009)'s work is a fault tolerant architecture and has a penalty in terms
of speedup and overhead. (Pionteck, et al., 2004) has worked on area in terms of reducing the area by a new
crypto unit.

The researches show that AES methods have more throughputs when hardware implementation is used.
Throughput is more of a common measurement feature than speedup in these methods. As far as our
knowledge, the greatest key in use up to now is 256 bits long. To have a fault tolerant method, speedup should
be sacrificed.

3.3 3DES in Parallel:
3DES is interested in usage after DES became obsolete. There are some parallel approaches on 3DES

which can be found in Table 4. This table shows the techniques used by authors and discusses the methods
and outcomes of the various parallel approaches on 3DES. It is followed by a brief explanation about each
presented approach.

Table 4: State of the art parallel cryptographic approaches on 3DES.
Author Method Outcome
(Swankoski, et al., 2004) FPGA Parallel architecture Higher performance, flexibility, hardware efficiency,

physical security
(Chin Mun, et al., 2005) Design DES/3DES core using FPGA Throughput, take up 10% resource
(Bielecki and Burak, 2006) OpenMP standard Decrease the encryption and decryption time(speedup)
(Bielecki and Burak, 2007) OpenMP, Petit Speedup
(Yang, et al., 2009) Pipeline technology, eight S-boxes are Small hardware overhead, speedup, high reliable

replaced with a single S-box
(Liu, et al., 2009) Using GPU Throughput

Authors of (Chin Mun, et al., 2005) have presented a DES and 3DES core that supports CBC. They also
worked on a network architecture that can accelerate these cores using an FPGA. The core will achieve up
to 200Mbit/s of encryption or decryption. (Bielecki & Burak, 2006) chose OpenMP standard, data dependency
analysis of loops and applied loop transformations in order to parallelize sequential algorithm. They also used
symmetric shared memory multiprocessors manual parallelization. Different modes of operations are used and
figured out that ECB and CRT are most profitable modes for parallelization. They had satisfactory speed-up.
It decreased the encryption and decryption time. (Swankoski, et al., 2004), (Bielecki & Burak, 2007) and (Liu,
et al., 2009) are described in  AES in Parallel. Using  a single S-box to replace the original eight S-boxes
was the idea of (Yang, et al., 2009), which not only reduces the circuit size, but also reduces the power
consumption of the entire circuit. This system had some features such as small hardware overhead, high-speed,
high reliable, and highlighted cost-effective. They have used Verilog HDL to carry out system design.

A summary of the best results of each work for existing parallel cryptographic approaches on 3DES is
illustrated in the Table 5. The table is followed by the environment and some explanations about the results.
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Table 5: The best results of existing parallel cryptographic approaches on 3DES.
Author Encryption 
(Swankoski, et al., 2004) 51 parallel blocks ,F134.862,Throughput (Gbps) !8.631
(Chin Mun, et al., 2005) ECB, 3DES, Max.Clock 172.59 (MHz),Bit Rate (Mbits) !216.59(without keyg)
(Bielecki and Burak, 2006) 3DES(ECB), speedup ! 1.70(enc,dec) 
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes),3DES(ECB) , speedup !3.5(enc), 3.6(dec)
(Yang, et al., 2009) -
(Liu, et al., 2009) 3DES, throughput rate (Mbps)! 30X Speedup

In 2005, (Chin Mun, et al., 2005) have worked on different modes such as ECB and CBC and utilized
Xilinx VirtexII and Xilinx ISE. The design is synthesized using synthesis tool with speed optimization for
XC2V1000FG456 with a speed grade of 4. The next year, (Bielecki & Burak, 2006) have worked on different
modes including OFB, ECB, CTR, CBC and CFB. They used a PC computer with two processors Xeon, Omni
OpenMP for 5 megabytes input file. After that,(Yang, et al., 2009) have used Verilog HDL hardware language,
QuartusII developing software in the ALTERA Co. (Liu, et al., 2009) have utilized Intel Core 2, 2.5 GHz
CPU, and an NVidia GeForce 9800 GTX chip with CUDA programming model.

Having all these, it can be seen that, (Chin Mun, et al., 2005; Swankoski, et al., 2004) have used FPGA
for their implementation and their results are based on throughput. (Swankoski, et al., 2004) have achieved
better results when using more parallel block RAM. (Bielecki & Burak, 2006, 2007) have used OpenMP and
their results are issued by speedup. (Bielecki & Burak, 2007) used four independent threads which achieved
more speedup. (Yang, et al., 2009) didn't present any analysis of their output and just mentioned they have
achieved speedup. (Liu, et al., 2009) have increased their throughput rate with CUDA programming in GPU.

There are a few parallel methods on 3DES. Most of them are done on ECB mode of 3DES and there is
just one method that has covered four other modes.

3.4 DES in Parallel:
DES was withdrawn by NIST in 1999, though some are interested in using DES as it is a fast an

economical solution for low security applications  (Swankoski, et al., 2004).  Parallel techniques on DES are
presented in Table 6. This table discusses the methods and outcomes of the parallel approaches on DES. This
table is followed by a brief explanation about each presented approach.

Table 6: State of the art parallel cryptographic approaches on DES.
Author Method Outcome
(Swankoski, et al., 2004) FPGA parallel architecture Higher performance, flexibility, hardware efficiency, physical

security, throughput
(Chin Mun, et al., 2005) Using an FPGA to accelerate Speedup

cores effectively
(Bielecki and Burak, 2006) OpenMP standard Decrease the encryption and decryption time(speedup)
(Celikel, et al., 2006 ) 3different parallelization schemes Speedup
(Bielecki and Burak, 2007) OpenMP, Petit Speedup

(Swankoski, et al., 2004) and (Bielecki & Burak, 2007) are explained in AES in Parallel. In addition,
(Chin Mun, et al., 2005) and (Bielecki and Burak, 2006) are also described in 3DES in Parallel. (Celikel, et
al., 2006 ) have issued three different parallelization schemes. First, the workload method, assigns a processor
as the master processor which partitions the plaintext into equal blocks of 64 bits and assigns each block to
each processor. Then, the master processor collects the encrypted blocks from other 15 processors and puts
them together. Parallel architecture consists of 16 processors. Second, they performed a fraction of totally 16
rounds of DES at each processor. With pipeline scheme, 16 nodes, each node performed only one round.
Finally, they divided the entire message into equal partitions, one for each processor. Each processor then
breaks its own partition into 64-bit blocks to implement the DES rounds actually. The last scheme was the best
for 2 groups of 8 processors.

A summary of the best results of existing parallel cryptographic approaches on DES is illustrated in the
Table 7. Speedup and throughput results for the methods are demonstrated in the table. The table is followed
by the environment and some explanations about the outcomes.
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Table 7: The best results of existing parallel cryptographic approaches on DES.
Author Encryption
(Swankoski, et al., 2004) 17 parallel blocks , F 140.627Throughput ! 9.000 Gbps 
(Chin Mun, et al., 2005) ECB, DES, Max.Clock 178.99(MHz) ! Bit Rate speed (Mbits) 6 715.95 
(Bielecki and Burak, 2006) DES(ECB,CTR) ! 1.65(enc,dec)
(Celikel, et al., 2006 ) 3d scheme, 8processor ! 1.869 sec
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes), DES(ECB) ! 3.3(enc), 3.4(enc)

In 2004, As seen for AES, (Swankoski, et al., 2004)'s work on paralleling DES protects the key from
invasive and non-invasive physical attacks. The environment composed of Virtex-II Pro FPGA platform and
Verilog HDL Block RAM resources.

Afterwards, (Celikel, et al., 2006 ) have worked with three schemes and different numbers of processors
such as 1,4 ,8 and 16. They worked with 16 processors dual Pentium, III processors, Linux platform, the block
length of 64 bits and data length of 256.419 byte. (Celikel, et al., 2006 )'s results are in terms of time, which
is different from others. (Bielecki and Burak, 2006, 2007) used OpenMP and their result measurements are
based on speedup. It is obvious that when they used four independent threads their speedup increased. (Chin
Mun, et al., 2005; Swankoski, et al., 2004) have used FPGA for their implementation and their results are
based on throughput. It is obvious that (Swankoski, et al., 2004) have achieved better results when using more
parallel block RAM.

Having all these information about DES, it is obvious that DES has less interest among parallel area
researchers. In these approaches, both throughput and speedup have gained the same portion of measuring
metric and there is no speedup when OFB mode is used for cryptography.

3.5 IDEA in Parallel:
The same researchers have worked on parallel IDEA, which is illustrated in Table 8. This table discusses

the method and outcome of the parallel approaches on IDEA. This table is followed by a brief explanation
about each presented approach.

Table 8: State of the art parallel cryptographic approaches on IDEA.
Author Method Outcome
(Beletskyy and Burak, 2004) OpenMP standard, Petit Speedup
(Bielecki and Burak, 2006) OpenMP standard Decrease the encryption and decryption time (speedup)
(Bielecki and Burak, 2007) OpenMP, Petit Speedup

OpenMP and Petit are also used in the work by (Beletskyy and Burak, 2004). They achieved speedup
using a PC with four processors. (Bielecki and Burak, 2006) is explained in 3DES in Parallel and (Bielecki
and Burak, 2007) is described in AES in Parallel.

A summary of best results of existing parallel cryptographic approaches on IDEA is illustrated in the Table
9. Some information about the environment used for the methods are demonstrated after the table.

Table 9: The best results of existing parallel cryptographic approaches on IDEA.
Author Encryption
(Beletskyy and Burak, 2004) 4 processor, speedup 6 3.57(enc), 4.00(dec)
(Bielecki and Burak, 2006) IDEA(ECB), speedup 6 1.65(enc), 1.70(dec)
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes), IDEA(ECB) 6 3.8(enc), 3.8 (dec)

(Beletskyy and Burak, 2004) used a PC with four Xeon processors, 2 GHz, Omni OpenMP 15 megabytes
input file and petit. They tested their results with 2, 3 and 4 processors. Three methods are performed by the
same author in different years using OpenMP. They achieved their highest speedup when they used four
processors. 

Knowing this, all the methods have been evaluated using speedup. Almost all the methods have software
implementation using OpenMP.

3.6 RC5 in Parallel:
Two researchers have worked on parallel RC5, which is presented in Table 10. This table discusses the

method and outcome of the parallel approaches on RC5. This table is followed by a brief explanation about
each presented approach.
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Table 10: State of the art parallel cryptographic approaches on RC5.
Author Method Outcome
(Bielecki and Burak, 2007) OpenMP, Petit Speedup
(Liu, et al., 2009) Using GPU Throughput

The proposed approaches for (Bielecki and Burak, 2007) and (Liu, et al., 2009) are explained in  AES
in Parallel.

A summary of the best results of existing parallel cryptographic approaches on RC5 is illustrated in the
Table 11. The table is followed by some explanations about the environment used for the methods.

Table 11: The best results of existing parallel cryptographic approaches on RC5.
Author Encryption
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes), RC5(ECB), speedup 6 3.4(enc), 4.5 (dec)
(Liu, et al., 2009) RC5, throughput rate (Mbps) 6 5300Mbps

The environment of these methods is different. (Bielecki & Burak, 2007) has used OpenMP while (Liu,
et al., 2009) has used CUDA programming. They cannot be compared because (Bielecki & Burak, 2007)'s
result is in terms of speedup while (Liu, et al., 2009)'s result is based on throughput. 

As a summary, both methods have software implementation and only have used speedup and throughput
as the evaluation metrics.

3.7 Other Algorithms in Parallel:
Table 12 presents the parallel approaches on GOST, LOKI91, Blowfish, Twofish and chaos. One work

is performed on each of these algorithms. This table discusses the methods and outcomes of the parallel
approaches. 

Table 12: State of the art parallel cryptographic approaches on other algorithms.
Author Algorithm Method Outcome
(Bielecki and Burak, 2007) Blowfish, LOKI91, GOST OpenMP, Petit Speedup
(D. Nan, et al., 2009) Chaos FGPA system, Design using Increase security

Shuffle-Exchange Network
(Liu, et al., 2009) TWOFISH Using GPU Throughput

(Bielecki and Burak, 2007) and (Liu, et al., 2009) approaches are discussed in AES in Parallel.
Researchers in (D. Nan, et al., 2009) have implemented an online and high-speed chaotic encryption system
based on the chaotic encryption algorithm. It improved the throughput capacity and avoids the conflict of
access in the chaotic encryption system. The effect of encryption and the security of the system are also
analyzed. They used multi level 8-channel 3-level Shuffle-Exchange network in their design.

A summary of the best results of other existing parallel cryptographic approaches is illustrated in the Table
13. The environment used for the methods are demonstrated in the table.

Table 13: The best results of existing parallel cryptographic approaches on other algorithms.
Author Encryption
(Bielecki and Burak, 2007) ECB, plaintext (about 10 megabytes), speedup, Blowfish 6 3.6(enc), 3.7(dec),GOST'3.1(enc),

3.2(dec),LOKI91 6 3.8(enc), 3.9(dec)
(D. Nan, et al., 2009) Chaos
(Liu, et al., 2009) 300MB input file , TWOFISH,  throughput rate (Mbps) 6 7300Mb

(D. Nan, et al., 2009) used Xilinx Virtex-II Pro (XUPV2P). Pixels have well distribution in histogram.
This work prevents being cracked by statistical method. Each of these parallel approaches is performed on a
different algorithm, and they cannot be compared to each other. They also used different environment and input
file of size. The (Bielecki & Burak, 2007) have used OpenMP, (D. Nan, et al., 2009) utilized Xilinx, used
FPGA and ASIC  and (Liu, et al., 2009) used CUDA programming. All approaches are different in all features.
It is impossible to compare them.

Analyzing all these, Blowfish, GOST and LOKI91 have just one parallel implementation and the research
on chaos has tried to improve the security. Only chaos is implemented using hardware. Finally, Twofish has
just software implementation and has used speedup for evaluation.
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3.8 Parallel Asymmetric Key:
Table 14 classifies the existing parallel asymmetric approaches into the base algorithms. It is shown that

just two algorithms in asymmetric key are implemented in parallel. RSA is more interested than A5/2 as this
algorithm is being used more than the other one. 

Table 14: State of the art parallel asymmetric cryptographic approaches.
Algorithm Authors
RSA (Nibouche, Nibouche, Bouridane, & Belatreche, 2004)  (Ciet, Neve, Peeters, and Quisquater, 2004) (Qiang,

Fangzhen, Dong, and Xu, 2004)  (Alkar, Sonmez, 2004) (Fournier & Moore, 2006) (Bielecki
and Burak, 2007) (Teerakanok and Kamolphiwong, 2009) (Sepahvandi, Hosseinzadeh, Navi, and  Jalali, 2009)
(Qing, Yunfei, and Lin, 2010 ) (Y. Li, Liu, and Li, 2010) (Fan, Chen, and Li, 2010).

A5/2 (L. M. Nan, Dai, Li, & Zhang, 2009).

3.9 RSA in Parallel:
Table 15 shows how researchers have worked on parallel approaches and implementations on RSA, which

including methods and the outcomes they have gained.  The table is followed by a brief explanation of these
techniques.

Table 15: State of the art parallel cryptographic approaches on RSA.
Author Method Outcome
(Nibouche, et al., 2004) Modified Montgomery modular multiplier better tradeoff between speed and area usage
(Qiang, et al., 2004) VLSI implementation using the systolic array Over 7% in throughput, speedup 
(Ciet, et al., 2004) Parallel implementation on FPGA Promising efficiency, less hardware requirement
(Alkar, et al., 2004) ASIC, FPGA,  Montgomery's modular Better performance, higher throughput

multiplication algorithm 
(Fournier amd Moore, 2006) Vector architecture using Montgomery modular High performance 

multiplication
(Bielecki & Burak, 2007) OpenMP, Petit Speedup
(Teerakanok and Kamolphiwong, Couple of key pairs(minor & major) with Faster, more flexible, better security
2009)PCA independent parallel process
(Sepahvandi, et al., 2009) New exponentiation technique doing parallel Speedup

squaring and multiplying
(Qing, et al., 2010 ) EAPRSA Shift some communicational burden  from Decryption speedup, higher security

decryption to the encryption
(Y. Li, et al., 2010)EAMRSA Shift some communicational burden  from Higher security, Decryption speedup

decryption to the encryption
(Fan, et al., 2010) Using CUDA programming and GPU Performance improvement, Speedup

RSA cryptographic algorithm is implemented in (Nibouche, et al., 2004) on FPGA upon a modified
Montgomery modular multiplier where the operations of multiplication and modular reduction are done in
parallel, using the bit parallel operation. It led to better performances in terms of the processing time. This was
achieved at the price of extra area usage. This provides designers with better tradeoff between speed and area.
The proposed RSA structures outperformed those structures built around the traditional Montgomery multiplier
in terms of speed and area.

VLSI implementation of the RSA algorithm using the systolic array is done by (Qiang, et al., 2004).
Parallel implementations of modular multipliers are required for High-speed applications using RSA encryption.
In addition, calculating the iterative step of the algorithm, a Carry-Save-Adder structure is used. This enhances
improvement and area saving. A block based scheme and a pipeline bus are proposed to eliminate global
communication. They achieved over 7% in throughput. In the first scheme Montgomery modular multiplication
and normal square and multiply algorithm are used and CRT is used in the other scheme.

(Ciet, et al., 2004) presents a parallel implementation on FPGA architecture to avoid side-channel analysis
such as: timing attack, differential power analysis, fault induction attack and differential electromagnetic
analysis. They use a Montgomery Multiplication based on Residue Number Systems. This work led to promise
efficiency, less than 150 ms for a 1024-bit RSA with competitive hardware resources. 

FPGA and ASIC implementation of RSA using systolic arrays with the Montgomery's modular
multiplication algorithm are issued by (Alkar, et al., 2004) to make the core of modular exponentiation
operation. The squaring systolic structure is also performed in parallel with the systolic multiplication in the
modular exponentiation. They observed a 20% better performance and higher throughput.

It is shown by (Fournier & Moore, 2006) that high performance can be achieved through parallel
computation of cryptography on a vector architecture using Montgomery modular multiplication. 

It also can be scalable, power efficient and favor design-to-cost approach where one design can be resized
to suit performance. The performance penalty decreases as the size of the data increases based on quantitative
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analysis they made. The technique in (Bielecki & Burak, 2007) is described in AES in Parallel.
In the (Teerakanok and Kamolphiwong, 2009) work, researchers used parallel-key (a couple of key pairs

including minor and major) instead of using a single key pair. They proposed a new mechanism called
"Parallel-key Cryptographic Algorithm (PCA)". This method is faster than RSA, and more flexible of sending
or transferring data through communication networks as they said. PCA provided the security against brute
force attack, factorization and replay attack as well. The encryption performed by PCA is the same as RSA
with two key pairs.

A new algorithm of exponentiation in RSA was presented that worked in parallel, needed fewer
multiplications and so had less delay (Sepahvandi, et al., 2009). Therefore, this technique is more useful in
larger key computations. According to the authors of this paper, they achieved 50% speedup where e is 2048
bit, using two processors. This approach has less multiplication operations than RSA.

Researchers of (Qing, et al., 2010 ) shifted some work to the encryption and the exponents of decryption
became small numbers. They proposed a new variant of RSA based on the reduction of the modulus and the
Chinese Reminder Theorem. They used modulus of the form N=p2q where p and q are n/3 bits each.
Decryption speedup can get higher security and higher speedup based on current multi-core devices.

The new RSA variant which can improve the performance of the decryption and signature generation was
proposed by (Y. Li, et al., 2010). The variant can obtain high performance by reducing the modulus and
private exponents. The improved variant using Chinese Reminder Theorem can be easily implemented in
parallel and can get higher security and speedup based on current Multicore devices. The big modular
exponentiation of standard RSA is decomposed into many smaller exponentiations that can be broken into
multiple tasks which can execute simultaneously.

(Fan, et al., 2010) used CUDA multithreaded programming model, which enhances the speed of RSA and
their performance improved. They fed a series of data from 5000 to 40000 characters for testing. However,
as they said GPU is not known to support multiprecision arithmetic.

A summary of the best results of existing parallel cryptographic approaches on RSA is illustrated in the
Table 16. Speedup and throughput are demonstrated in the table. The environment used for the methods and
some explanations about security and other results are issued after table.

Table 16: The best results of existing parallel cryptographic approaches on RSA.
Author Encryption
(Nibouche, et al., 2004) Struct7, Frequency 78 (MHZ) 6 6.78(ms)
(Qiang, et al., 2004) Freq 450 (MHZ), 1024 Bit,  Technology 0.18, [Non CRT, CRT] (kb/s) 6 214, 852
(Ciet, et al., 2004) Efficiency less than 150 ms for a 1024 bit RSA 
(Alkar, et al., 2004) FPGA, Frequency 290 (Mhz) Baud rate (Kb/s) 6 277
(Fournier and Moore, 2006) Performance 19.5%
(Bielecki and Burak, 2007) Size of plaintext (about 10 megabytes), Speedup RSA'3.5(enc,dec)
(Teerakanok and Kamolphiwong, 2009) PCA(512) Bits of minor key, (Seconds)  /Acceleration 6 2.945646 / 35.0559%(enc)

6 13.7334545/ 42.0102%(dec)
(Sepahvandi, et al., 2009) 50% faster than classical method (if e be a 2048bit exponent)
(Qing, et al., 2010 ) EAMPRSA, 2560 bit Key,  speedup 6 10.9 (dec)
(Y. Li, et al., 2010) EAIM4RSA 3072 bit key, speedup 6 10.75(dec)
(Fan, et al., 2010) No. of chars(40000), CPU  65782.59 (miliseconds) 6 500 threads in GPU  2134.56

(miliseconds)

In 2004, (Nibouche, et al., 2004) worked on eight different structures. They used FPGA, Xilinx XC2V8000
device, Xilinx ISE 6.2 package and World length of 1024 bit. They have compared their results with Radix2
and Radix4 in (Blum & Paar, 2001) and also RSA(Cilardo, Mazzeo, Romano, & Saggese, 2004). (Qiang, et
al., 2004) compared their results with the results of 1999, 2000, 2001, 2002 and 2003. They proposed
architectures TSMC 0.18-pm CMOS standard-cell technology using Verilog which operates at a frequency of
450 MHz and uses 148 Kilo Gates. (Ciet, et al., 2004) utilized Virtex2 xc2v6000 clocked at 50 Mhz. 9 RAM
blocks, 4956 slices of which 2788 registers and 8185 LUTs, are needed for a 512 bits exponentiation and with
FPGA Compiler 2 3.7.1 (SYNOPSYS) and the implementation with XILINX ISE-5. Their work avoids
side-channel analysis such as: timing and fault induction attack, simple/differential electromagnetic analysis.
(Alkar, et al., 2004) have compared their results with others too. They utilized Xilinx Virtex-E FPGA and 0.7μ
ASIC two single-row SA structures working in parallel, and 1024 bit registers for modular RSA algorithm.

After that, (Fournier & Moore, 2006)'s work has used multiple processors to do the cryptography in
parallel. From p = 1 to p = 16 the rate of loss in performance decreases more or less linearly. For a given
p, the more lanes exists, the smaller is the relative gain in performance, beyond p=16 there seems more
important loss. The environment is using a scalar MIPS to provide good scalar performance, vector architecture,
and assembly for implementation.
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Three years later, (Teerakanok & Kamolphiwong, 2009) have worked on different minor keys including
512, 640, 768, 896 and 1024. The PC equipped with a dual-core processor at 2.4 GHz and 3 GB of RAM on
MS-Windows OS while major key is 1024 bits. The security against Brute force and Factorization attack on
Brute force in years for PCA (512 bits minor) is 1.224×1063 + 3.596×1024 +1.497×10126  while for RSA(1024
bits) is 1.224 ×1063. 

The next year, (Qing, et al., 2010 ) have worked on different algorithms which are EARSA, MPRSA,
EAMPRSA with different key lengths such as 2048, 2560, 3072. They used 1.5GHz Intel® Celeron® M
processor with 512 MB RAM, OpenSSL cryptographic library (version 0.9.Sk) and Windows XP for
implementations. They have got better security than RSA in Brute force attack. (Y. Li, et al., 2010) have
worked on different algorithms including EAIRSA, EA2RSA, M3RSA, M4RSA, EAIM3RSA, EA2M3RSA,
EAIM4RSA, and EA2M4RSA with different keys such as 2048, 2560, 3072. They utilized 1.5GHz Intel(R)
Celeron(R) M processor with 512 MB RAM, OpenSSL cryptographic library (version 0.9.8 k) and OpenMP
Windows XP Professional for their implementations. That year, (Fan, et al., 2010) used multithread
programming on GPU using  CUDA SDK 3.0 and c language of Visual Studio 2005. They utilized Intel
Pentium Dual E2220 2.4GHZ CPU, and an Nvidia GeForce 9500GT with 512MB memory, and a 2GHZ DDR2
memory. They tested different inputs but didn't mention the key length.

Knowing these information, it can be seen that, (Ciet, et al., 2004; Fan, et al., 2010; Nibouche, et al.,
2004; Teerakanok & Kamolphiwong, 2009) have used second as their measurement unit. (Ciet, et al., 2004;
Nibouche, et al., 2004) have used hardware implementation while (Fan, et al., 2010; Teerakanok &
Kamolphiwong, 2009) has used software implementation. As it is described, a hardware solution outperforms
a software solution as it is almost the case (Celikel, et al., 2006 ; Thapliyal & Srinivas, 2005). The best value
is achieved by (Nibouche, et al., 2004) with 6.78 ms. It should be considered that (Fan, et al., 2010;
Teerakanok & Kamolphiwong, 2009) is software implementation and needs more time to execute. (Alkar, et
al., 2004; Qiang, et al., 2004) have used hardware implementation and throughput for their results. (Alkar, et
al., 2004) achieved better results in terms of throughput. (Bielecki & Burak, 2007; Y. Li, et al., 2010; Qing,
et al., 2010 ) have used speedup measurement for their software implementation. (Bielecki & Burak, 2007)
didn't indicate their key length. (Y. Li, et al., 2010; Qing, et al., 2010 ) have worked on decryption and their
best speedup is for (Qing, et al., 2010)  by 10.9 for 2560 bit key length. (Fournier & Moore, 2006;
Sepahvandi, et al., 2009) are not included in the comparison because (Sepahvandi, et al., 2009) didn't simulate
his method and (Fournier and Moore, 2006) has just explained the work and stated 19.5% performance.

To summarize these results, the greatest key length until now is 3072 and the best speedup is 10.9 using
2560 key length. CRT and Montgomery are the only methods used for modular exponentiation in hardware
implementations. The evaluation metric in these methods is speedup for most of the cases.

3.10 A5/2 in Parallel:
Table 17 shows one parallel approach on A5/2, which including methods and the outcomes it has gained.

The table is followed by a brief explanation of this technique.

Table 17: State of the art parallel cryptographic approaches on A5/2.
Author Method Outcome Encryption
(L. M. Nan, et al., 2009) High-speed parallel architecture Speedup and more Factor n = 4 bit shifts,  Freq 268(MHz),

throughput Throughput (Mbit/s) 6 1060

(L. M. Nan, et al., 2009) got their results on ASIC and FPGA with factor of 1, 2, 3 and 4 bit shifts. They
used LFSRs of lengths 19,22,23,17 bits, Altera's Cyclone EP1C12Q240C8, FPGA and ASIC Synopsys' Design
Complier to evaluate performance more accurately, 0.18μm CMOS process and Verilog language.

A high-speed parallel FPGA implementation method of A5/2 algorithm is proposed by improving the
conventional architecture by (L.M. Nan, et al., 2009). Synthesis, placement and routing of parallel design have
accomplished on 0.18μm CMOS process. This work enhanced the operating speed and the throughput rate of
the key stream without increasing the complication in the circuit and decline of the clock frequency nearly.
A5/2 is implemented using hardware.  The work on A5/2 has evaluated the results using throughput.

4. A Summary on State of the Art Parallel Cryptographic Approaches:
The study results are analyzed and illustrated in form of different charts. Paper distribution on parallel

cryptography is shown in Fig. 1. This figure shows how many articles each year on the encryption of
parallelism is presented. It shows the distribution of parallel cryptography from 2004 to 2010 on a yearly basis.
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Fig. 1: Paper distribution on parallel cryptography.

Considering that some 2010 papers have not been available yet, the paper counted for 2010 will increase.
The most research related to paralleling encryptions has taken place in 2009 and 2010. It seems that through
the time, working in parallel is becoming more interested. 

Each paper has worked on different variables. According to the articles, the most variables are throughput,
speedup and security. Fig. 2  Shows paper counts per each variable. This figure shows that how many papers
are presented on each variable and indicates that in what state variables are.

Fig. 2: Paper distribution on parallel encryption based on variables.

Some papers had ideas about security. The ones that worked on security did less on speed up and
throughput.  The most variable that papers have worked on is speedup. Researchers were thinking of making
faster with new technologies of parallelizing. They were not involved in making operations secure by
parallelism. One work found that has worked just on area efficiency, which is classified in others category.
A classification based on the number of articles on the algorithms is illustrated in Fig. 3. The interest level
of researchers on different algorithms can be obtained from this figure. 

As it can be seen in the above figure, AES algorithm is the most interested algorithm. AES is one of the
such widely used symmetric key cryptographic algorithms (Chonglei, et al., 2010). RSA is in the second rank.
RSA is a secure asymmetric algorithm but is not as fast as AES. 3DES is in the third rank. Although DES
has expired previously, researchers still work on it to achieve better results. A5/2, GOST and LOKI91 are in
the lowest rank. It should be considered that these statistics are just on parallelism. 
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Fig. 3: Paper distribution based on algorithms.

Fig. 2 indicates the number of illustrated papers based on each variable. Each algorithm is processed by
different variables. This separation is represented in Fig. 4. The following figure shows that which variable
is used to evaluate every algorithm.

Fig. 4: Paper distribution on algorithms based on speedup and throughput.

It is obvious from the figure that throughput of AES has the upper rate. IDEA, DES and 3DES have the
same rate in speedup. It seems that the only algorithm that all parameters are performed on it is AES. Three
of four parameters have done on RSA, although they are not as much as AES. A better conception can be
gotten from Table 18.

Table 18: Parallel encryption on algorithms.
Algorithm Speedup Speedup and Security Throughput Throughput and Security
3DES % × % %
A5 × × % ×
AES % % % %
Blowfish/Twofish % × % ×
DES % × % %
GOST % × × ×
IDEA % × × ×
LOKI91 % × × ×
RC5 % × % ×
RSA % % % ×

Fig. 5 shows that some papers just performed on encryption while the others worked on both at the same
time.
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Fig. 5: Paper distribution on encryption and decryption.

GOST, IDEA, LOKI91 and RSA have the same number of encryption and decryption paper. GOST, A5/2
and LOKI91 are in the lowest rank of interested papers. A5/2 is the only one that there is no work on its
parallel decryption. Most of the simulations are performed on encryption. 

Finally, Fig. 6 is showing the ratio of speedup and throughput variables to the security.

Fig. 6: Paper Distribution on Algorithms based on Speedup, throughput and Security.

The ratio of speedup and throughput variables to the security is different in various algorithms. For
instance, in AES, it is 4 while in RSA, it is 2.5.

5. Conclusion:
There are lots of available cryptographic algorithms which unfortunately are in sequential. With advances

in hardware and software, technologies such as FPGA, CA, multiprocessor and Multicore can be used to
achieve speedup and also security. One way of having more security is having greater key which using
parallelism the overall key can be greater. The problem of current parallel cryptographic approaches is lack
of an appropriate parallel architecture which has topology standards such as scalability parameter. There is also
a little work on using parallel architectures for cryptography. A standard environment with a predefined
configuration is also needed to analyze different approaches. Having this standard, a proper comparison can
be done for new ideas.
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