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Abstract: Wireless sensor network (WSN) is an emerging important research area. The variety in and
number of applications is growing in wireless sensor networks. These wireless sensor nodes are tiny
devices with limited energy, transmission range, and computational power. Because WSNs in general
and in nature are unattended and physically reachable from the outside world, they could be
vulnerable to physical attacks in the from of node capture or node destruction. These forms of attacks
are hard to protect against and require intelligent prevention methods. It is necessary for WSNs to
have security measures in place as to prevent an intruder from Inserting compromised nodes in order
to decimate or disturb the network performance. Intrusion detection in wireless sensor networks is a
much needed security measure. In this thesis we present an intrusion detection framework for wireless
sensor networks which does not require prior knowledge of network behavior or a learning period in
order to establish this knowledge. We have taken a more practical approach and constructed this
framework with small to middle – size networks in mind, like home or office networks. The proposed
framework is also dynamic in nature as to cope with new and unknown attack types. This framework
is intended to protect the network and ensure reliable and accurate aggregated sensor readings.
Theoretical simulation results indicate that compromised nodes can be detected with high accuracy
and low false alarm probability when as much as 25% compromised nodes is present in the network.
Theoretical simulation results regarding data aggregation indicates that compromised nodes will be
limited in their influence on the aggregated data even with as much as 45 % compromised nodes in
the network. We have only simulated the framework theoretically in a mathematics program and
evaluated the theoretical properties of the algorithms. The results are promising and the framework
should be simulated in a network simulator for further evaluation.
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INTRODUCTION

Wireless sensor network (WSN) is an emerging important research area. The variety in and number of
applications is growing in wireless sensor networks. They range from general engineering, environment science,
military, etc. Wireless sensor network range from sparse networks with 10,s of nodes to populated networks
with 1000,s possibly 1000,s or 10000,s of sensor collecting data from the environments.

These wireless sensor nodes are tiny devices with limited energy, memory, transmission range, and
computational power. A base station is usually present in the network, which receives the sensor data from
the sensor. Such a base station is usually a powerful computer with more computational power, energy and
memory. Currently most research in wireless sensor networks have focused on routing protocols, data
aggregation and clustering protocols. However, in most circumstances, wireless sensor networks require some
amount of security in order to maintain high survivability and integrity of the network. Many emerging and
future applications could require strong security in place, in order to function acceptably.

For military applications, WSNs could be placed behind enemy lines in order to detect and track enemy
soldiers and vehicles. In indoor environment, sensor networks could be deployed in order to detect intruders
and security violations via a wireless home security system. In office buildings, sensor networks could be
deployed as a temperature monitoring / regulating or fire alarm system, etc. Because WSNs in general and in
nature are unattended and physically reachable from the outside world, they could be vulnerable to physical
attacks in the from of node capture or node destruction. These forms of attaches are hard to protect against
and require intelligent prevention methods. It is necessary for WSNs have security measures in place as to
prevent an intruder from inserting compromised nodes in order to decimate or disturb the network performance.
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Classical intrusion prevention measures, such as encryption and authentication, can be used in wireless
sensor networks to reduce intrusion. However, they cannot eliminate them. Compromised, because the nodes
carry the private keys the attacker will then be in possession of the cryptographic keys.

2. What Is a Wireless Sensor Network (WSN):
A wireless sensor network is a network consisting of multiple wireless sensors, also called nodes, which

cooperate in sensing some sort of physical or environmental conditions, such as temperature, sound, vibrations,
light, movement etc. These networks can consist of everything from 10,s of nodes for sparsely populated
networks, up to 100,s of thousands of nodes in densely populated networks. The individual sensor nodes are
small and have limited energy, computational power and memory. This puts some restraints on the applications
and protocols which are designed for use in such networks. Wireless sensor networks posses some unique
characteristics which is listed below:

C Self – organizing
C Cooperating of sensor nodes 
C Short range communication and multhihop routing
C Limited energy, computational power and memory
C Dynamically changing topology

Self-Organizing:
The position of sensor nodes need not be engineered or pre – determined, which allows random

deployment in inaccessible terrains or disaster relief operations. In a rescue scenario, thousands, the sensor
nodes could drop from an airplane over a large area. In order for the network to function, the sensor nodes
must have network protocols and algorithms with self – organizing capabilities.

Cooperating of Sensor Nodes:
Because of the limited resource of the nodes, it is necessary for the nodes to cooperate with each other.

Several nodes, may be tasked with sensing the same phenomenon these nodes may cooperate in a “cluster“
where one node is tasked with compressing the sensor result from all the other nodes in the cluster and
produce a “ collective view “ of the cluster on the situation, this is called data aggregation.

Short Range Communication and Multihop Routing:
Because of the nature of wireless sensor networks, all nodes in the network may not have a direct link

to the base station. Hence, they use multihop communication in order to communicate (Considine, 2004).
Multihop communication in wireless sensor networks is expected to consume less power than the traditional
single hop communication, which is also desirable in order to keep the communication costs at a minimum.

Limited Energy, Computational Power and Memory:
Since the nodes are desired to be as small an inexpensive as possible , wireless sensor networks are cursed

with limited resources in the from of energy, computational power and memory.

Dynamically Changing Topology:
In wireless sensor networks nodes will fail and drop out of the network, new nodes may be inserted into

the network, hence, the topology will be dynamic and ever changing.

2.1. Applications of Wireless Sensor Networks:
Figure 2.1 shows the complexity of wireless sensor networks, which generally consist of a data acquisition

network and a data distribution network, monitored and controlled by a management center. The multitude of
available technologic makes even the selection of components difficult, let alone the design of a consistent,
reliable, robot overall system (Hu, 2003). 

2.3. Security in Wireless Sensor Networks:
Security in wireless sensor networks will and should become a hot topic in future WSN research. Security

protocols should be developed and deployed in the same time as the routing and aggregation protocols, instead
of adding them later on as patches to existing holes in order to create a robust platform to deploy Security
critical applications.
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Sensors are often deployed in accessible areas, which add the risk of physical attack. This is why wireless
sensor networks pose unique challenges. Security protocols and techniques used in traditional wired networks
cannot be applied directly. Due to the scarce resources of wireless sensor networks, sensor nodes are limited
in their energy, computation, and communication capabilities. New light weight, multi layered Security schemes
need to be developed in order to detect and prevent the new forms of attacks these networks are subject to,
while using as little as possible of the scarce resources that exist in the networks.

2.3.1. Threat Models:
Attaches come in different sizes and shapes and can be conducted from the inside and the outside of the

network.
External attackers are attackers that are not legally part of the network. They could be part of another

network which is linked to the target network using the same infrastructure or same communication technology.
These nodes can carry out attacks without being authorized on the target network. These attackers could also
be an outside node, not part of the network, but with jamming or eavesdropping capabilities.

Internal attackers are compromised nodes which are authorized on the target network. These nodes are
capable of more sophisticated attacks because they are seen as authorized by the network and fellow nodes.
As an example they can produce false routing information to the network, and in this manner decimate the
network or simply route attractive traffic through itself in order to collect data or maybe choose not to forward
the packets consequently disrupting the connection. They could also be placed in strategic positions to report
false sensor readings in order to “pollute “picture the sensor data presents.

The Attacker Can Be Either Active or Passive:
Passive attackers do not disrupt service. Eavesdropping is a good example of a passive attack, in this

attack the attacker only listens to traffic that it can intercept. The attacker does not do anything active in the
sense of attracting traffic to itself through the network.

Active attackers alter data, obscure the operation or cut off nodes from neighbors. An active attacker must
be able to inject packets to the network. A good example of an active attack is injecting false routing
information to the network in order to decimate the network or route interesting traffic through itself. Active
attackers can target the physical layer by jamming the transmissions of wireless signals or by destroying the
hardware at certain nodes. Attackers can also target the network layer protocols such as routing by injecting
false routing information, and they can target the application layer by injecting false information onto the
network. In essence wireless sensor networks need protection on multiple layers in order to make attacks more
difficult to carry out.

2.3.2 Attacktypes:
Sarma et al. (2006) gives a good, layered based, overview of the various types of attacks against wireless

sensor networks:

Physical Layer:
Jamming:

Jamming is a popular Denial of Service (DOS) attack. In this attack the attacker attempts to jam the
frequencies of the radio used for communication between the nodes in the network. In this attack, an adversary
may use e few nodes in strategic positions to effectively jam most of the communications inside the network.
In essence, an attacker needs only a few nodes in order to disseminate a large network. 

Tampering:
Because of the nature of wireless sensor networks, an adversary could easily get physical access to the

sensor nodes. This may enable an attacker to compromise sensor nodes in a DOS like manner.

Sybil Attack:
The Sybil attack is a particularly nasty attack. The Sybil attack is an attack that can span several layers

in the protocol stack. The essence of the Sybil attack is that one single compromised node can impersonate
several nodes. A node is inserted into the network and assumes identities of nodes from different parts of the
network. The base of this attack is at the physical layer (Newsome, 2004).
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Data Link Layer:
Collision:

This is a DOS attack, where a node induces a collision in some small part of a transmitted packet. The
packet will then fail the checksum check, because of the changes brought on by the collision, and the receiver
node will then ask for a retransmission of the packet.

Exhaustion:
This attack is a collision attack taken a bit further. A malicious node may conduct a collision attack

repeatedly in order to exhaust the power supply of the communicating nodes.

Interrogation Attack:
When the physical layer uses Request to Send (RTS) / Clear to Send (CTS) messages in order to conduct

medium access control, a malicious node can repeatedly send RTS messages to a target node and ignore the
CTS messages. By doing so, the malicious node can flood the network link of the target node.

Sybil Attack:
The Sybil attack becomes more prominent in the data link layer. Two types of the Sybil attack on the data

link layer are:

Data Aggregation:
In a data aggregation scheme, the sensor data is aggregated throughout parts of the network in order to

present a collective view of the monitored phenomenon. If an attacker controls a few nodes, he can have some
effect on the aggregation result. If those nodes are Sybil nodes with many identities, an attacker would have
a more prominent effect on the aggregation result.

Voting:
In voting schemes, Sybil nodes can be used to “rig the election“. The impact on the voting result depends

on the amount of identities the Sybil nodes are in possession of.

Network Layer:
Neglect and Greed:

In this attack, a malicious node that is part of a network route can drop the packets but still send ACK
to the sender. An attacker can drop just certain packets, or simply just drop all packets coming down the
routing path.

Misdirection:
In this attack a malicious node, that is part of a route, can instead of dropping packets, quite simply send

them on a different path where there does not exist a route to the destination. The malicious node can do this
for certain packets, or all packets.

Internet Smart Attack:
This attack is a DOS attack, where a malicious node can spoof the address of a victim node and broadcast

echoes and route the replies to the victim node. This way the malicious node can flood the victim’s network
link.

Black Hole Attack:
This is a DOS attack, where a malicious node advertises a zero cost route through itself. If the routing

protocol in the network is a “low cost route first “protocol, like distance vector, other nodes will chose this
node as an intermediate node in routing paths. The neighbors of this node will also chose this node in routes,
and compete for the bandwidth. This way the malicious node creates a black hole inside the network.

Sybil Attack:
In multipath routing protocols, a Sybil node can fool the protocol into thinking that multiple paths exist,

when in reality all paths goes through the same Sybil node .
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Spoofing and Altering Routing Information:
In this attack, a malicious node may be able to create routing loops, wormholes, black holes, partition the

network and etc, by spoofing, altering or replaying routing information.

Worm Whole Attack:
Jast like the theoretical wormholes in space, this attack can send packets, routing information, ACK etc,

through a link outside the network to another node some where else in the same network. This way an attacker
can fool nodes into thinking they are neighbors, when they are actually in different parts of the network. This
can also confuse routing mechanisms that rely on knowing distances between nodes. A wormhole attack can
be used as a base for eaves dropping, not forwarding packets in a DOS like manner, alter information in
packets before forwarding them etc.

Selective Forwarding Attack:
In this attack, malicious nodes can decide not to forward packets of certain types or to from certain nodes.

Transport Layer:
Flooding Attack:

In this attack, a malicious node may send continuous connection requests to a victim node effectively
flooding the victim’s network link.

2.3.3. Security Requirements:
As we have discussed previously, wireless sensor networks are subject to passive eavesdropping as well

as active interfering over several layers. This can lead to leaking of sensitive information which is observed
by a passive eavesdropper, message communication or node impersonation by an active attacker.

In this section we will examine the Security requirements which are essential for a secure, high
survivability wireless sensor network.

Confidentiality:
Unlike wired networks, an attacker does not need to gain physical access to cables / switches for

wiretapping or compromise routers and other nodes in order to conduct eavesdropping. 
Due to the fact that all signals are transmitted over the air, an attacker can eavesdrop on any node it

chooses, as long as it is within radio coverage. In order to prevent information traveling through the network
from being compromised nodes present a serious threat to confidentiality, because by compromising a node,
an attacker can gain access to the cryptographic keys used to protect the communication.

Authentication:
Authentication is necessary to distinguish legitimate sensor nodes from intruders.
Authentication is also necessary in order to determine that the received data came from a authorized sensor

node, and not injected by an attacker trying to falsify information.
Authentication is also crucial in cluster formations, where sensor nodes form clusters according to location,

sensing data etc. Authentication is needed in order to ensure that nodes inside the cluster only accept data from
authorized nodes in the same cluster.

Integrity:
Integrity is an important criterion, as information moving through the network could be altered. Without

integrity we would not be able to trust the information received from the sensor network 

Freshness:
Freshness important, because attackers could replay packets to confuse the network.
Freshness requirement ensures that only fresh unused data are accepted.

Secure Management:
Secure management is needed from the base station in order to securely manage distribution of

cryptographic keying material, securely from clusters and adding or removing member of clusters. 
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Availability:
Availability is a crucial requirement because it ensures that the services of the network are available at

the time it is needed. DOS attacks could disrupt the availability of wireless sensor networks, so it is necessary
to ensure that such attacks have as little impact as possible.

4. Data Aggregation:
4.1. What Is Data Aggregation:

Data aggregation is a process in which information is gathered and expressed in a summary form. Data
aggregation is mostly used when we want to obtain information about particular groups based on some kind
of variable. As an example we might be interested in knowing how our income compares to other people in
the same job situation and in the same location as our self. In this case the information is income and the
variables are location and jab situation. If we have a database with information about individual income and
personal information, like work place and living location, we could aggregate the data and produce a mean
value, or perhaps a max value, of the income of people in the same situation as our self.

4.2. Data Aggregation in Wireless Sensor Networks:
Data aggregation is a fundamental part of energy saving in wireless sensor networks. As a result of energy

resources being scarce and communication between nodes being the most power hungry operations, reducing
the amount of communication is essential to prolong the network lifetime. Data aggregation helps to reduce
the communication in cluster based network topologies by allowing only the cluster heads or appointed
aggregator nodes to forward data to the receiver (i.e the base station or a sink). The data aggregator node
receives sensor data results from sensor nodes and does some computations on the data to produce a collective
view of the observed physical phenomenon. This computation could be simply finding a mean value of the
observations in that nodes area. This aggregation result is then forwarded towards the destination as a single
observation instead of having every single sensor node convey their result to the destination, and by doing so
using considerably more energy resources.

Because of the energy saving potential in using in network data aggregation in wireless sensor networks,
this has been a hot research topic and several aggregation schemes have been proposed (Edith, 2005; Alberts
2002; Maronna, 2006; Liu, 2007; Brutch, 2003) are just a few examples.

4.3. Security in Data Aggregation:
As we have previously discussed, in – network data aggregation in wireless sensor networks is an essential

part in energy efficiency and helping prolong network lifetime. However, this is a potential security risk as
it introduces a single point of failure. If the sensor node in charge of data aggregation is compromised, an
attacker would be in complete control of sensor reading for all nodes which have that node as its aggregation
point.

By having a compromised aggregation node in the network, an attacker could have serious influence over
the final aggregation result, which is received by the destination, depending on the size, topology and which
node he has compromised. In the worst case scenario if a hierarchical aggregation topology, an attacker
compromises the aggregation node closest to the destination and by doing so, he could induce a DOS attack
by refusing to forward any data, or he could simply manipulate the aggregation result to his own choosing.
In a flat aggregation topology with data aggregation only being performed at the cluster head, an attacker who
compromises the cluster head would be in complete control of the sensor readings of that cluster.

An attacker does not necessarily have to compromise the aggregation node to have an impact on
aggregation result. Compromised sensor nodes could also have an impact on the aggregation result by
submitting false readings to the aggregation node. If an attacker controls several nodes, he could have a severe
impact on the aggregation result, depending on the size of the network. It is important to implement some sort
of robust aggregation in order to minimize the impact of compromised nodes.

It is important to protect the network from these types of vulnerabilities by designing security mechanisms
to counter the threat of aggregation node compromise and compromised nodes interfering with aggregation
results. As discussed previously in the intrusion detection chapter, intrusion detection systems could be used
to detect compromised sensor nodes.

Hence, intrusion detection schemes could be designed to defeat threats against the aggregation process also.
In the next section we present our proposal for an intrusion detection framework to defeat threats data
aggregation in a flat aggregation topology as well as protect the network against several of the other threats
posed by compromised nodes.
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Conclusion:
Wireless sensor network (WSN) is an emerging important research area, and the variety in and number

of applications is growing in wireless sensor networks. These wireless sensor nodes are tiny devices with
limited energy, memory, transmission range, and computational power. Currently most research in wireless
sensor networks have focused on routing protocols, data aggregation and clustering protocols.

Because WSNs in general and in nature are unattended and physically reachable from the outside world,
they could be vulnerable to physical attacks in the form of node capture or node destruction (DOS). These
forms of attacks are hard to protect against and require intelligent prevention methods. It is necessary for
WSNs to have security measures in place as to prevent an intruder from inserting compromised nodes in order
to decimate or disturb the network performance.

Data Aggregation Is a Fundamental Part of Energy Saving in Wireless Sensor Networks:
However, this is a potential security risk as it introduces a single point of failure. It is important to protect

the networks from these types of vulnerabilities by designing security mechanisms to counter the threat of
aggregation node compromise and compromised nodes interfering with aggregation results.

In this thesis we have presented a novel intrusion framework for wireless sensor networks to act as second
line of defense in conjunction with the preventive measures, such as encryption and authentication. We have
taken a more practical approach in our assumptions and tried to develop a framework for small home or office
sensor networks with few nodes.

Our IDS framework does not require prior knowledge of network behavior or a learning period in order
to establish this knowledge. The proposed framework is also dynamic in nature as to cope with new and
unknown attack types. By exploiting the similarity in behavior of nodes in proximity of each other , our IDS
framework can achieve a high detection accuracy and low false alarm probability as indicated by the theoretical
simulation study in section 6, and by using the OGK robust estimate of the mean for the sensor readings
distribution within the clusters, our framework can achieve high accuracy of aggregation results, even with
smart attackers trying to influence the aggregation result by seeding the aggregator node with slightly outlying
sensor readings. A nice property of the framework is that it can be “tailored" to fit various scenarios as a result
of the possibility of monitoring different aspects of networking behavior simultaneously.

Another nice property of our IDS framework is that it has low memory usage, as it doesn’t require a
specification file for normal behavior or a pattern recognition file for known attacks.

Due to time constraints, we have not been able to properly simulate our intrusion detection framework,
or implement it in real life situations. This should be a target for future work regarding this framework.
Another possible future research topic could be “tailoring“ the framework to detect certain attacks by choosing
which behavior attributes to monitor . Further research is needed in determining the minimum trust value in
the modified trust – based information filtering protocol, as it has been determined purely by theoretical
simulation in this thesis. 
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