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Abstract: The field of computer security education is very important in the computer security industry. 
Theory without practical learning will not be complete and perfect in the world of science and 
technology. The students should be exposed to the hardware and software commonly used in the 
information technology industry. This project will expose students to the characteristics of hackers who 
hack into security systems and study the method or methodology to be used by hackers to break 
computer security system. This paper proposes a framework process model to develop a Honeynet 
Laboratory and this framework can be use as guideline to develop a lab as an aid in the teaching and 
learning process. This lab can also be used in researching Honeynet and to study malware. Students can 
apply theoretical knowledge acquired from classes in lab rooms.  This hybrid model consists of eight 
steps; understanding the legal, security and privacy issue of Honeynet, design Honeynet architecture, 
identify hardware and software for build Honeynet laboratory, setting-up and installation hardware and 
software, deployment of a single Honeypot, construct a Honeynet, analysis of captured data and 
analyzing new signatures of attack.  The outcome of this paper shows the hybrid model which is the 
combination of academic and industrial model to develop Honeynet Laboratory in an educational 
environment. 
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INTRODUCTION 

 
Learning the security subjects in classroom are usually presented through lectures, quizzes and tests. In 

National Defence University of Malaysia (NDUM), students who take computer security degree programs are 
required to take the following subjects such as Ethics & Professionalism in ICT, Computer and Network Security, 
Cryptography, Ethical Hacker, Digital Forensics, Network Intrusion Detection System and Wireless Network 
Security. Previous research Levine, J., et al. (2003) indicates safely deployed Honeynet in the academic 
environment can be used as a tool for teaching security subject in teaching and learning in universities. This lab 
will help students identify and practice on the common security tools used in industry. This project is intended to 
reveal the actual processes that take place in the security world in terms of intrusion threats, challenges, 
techniques and tools used by hackers.  

Computer security education courses as a medical courses that requires theoretical and practical. The students 
will better understand the actual process that occurs in the Honeynet to the construction of this laboratory. The 
construction of this paper is to discuss the related work of Honeynet in education that will be further explored in 
the Section 2. Section 3 will focus on discussing Honeynets in education. Proposed framework for developing 
Honeynet Laboratory is later discussed in section 4.  Finally, Section 5 concludes the whole paper and identifies 
the further work. 

 
Definition of Honeypot and Honeynet: 

Honeypot in simple language is used to attract hackers to attack computer systems. Honeypot can be 
categorized according to their purpose and the implementation environment. There are two categories of 
Honeypots: Production Honeypots and Research Honeypots. Production Honeypots are commonly used in 
corporate organizations, government organizations, large companies or small companies. It is used to protect the 
computer network system and to reduce the risk from hacker attacks. 

 Research Honeypots are not used to protect a computer network system but rather for educational resources.  
Honeypots are commonly used by universities or research institutions. Usually it is used for research and 
development on the threat from hackers and also to obtain and collect information about the pattern of attacks or 
hackers in cyberspace.  Honeypot can be used as a platform in security education for teachers or students to learn 
about the threats. 
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Honeynet is a combination of two or more Honeypots, which are computer systems on the Internet 
specifically set up to invite and ambush people who crack to break through other people's computer systems. 
Although the major reason of a Honeynet is to gather information about attackers' techniques and intentions, the 
decoy network can help its operator in other modes, for example by diverging attackers from an actual network 
and its assets (TechTarget. Azadegan, S. and V. McKenna, 2005). 
 
Benefits of a Honeynet to Education Sector: 

Honeynet has several features (Azadegan, S. and V. McKenna, 2005; Ateeq Ahmad, M.A.a.J.M., 2011; Jian, 
Y., et al., 2003; Jones, J.K. and G.W. Romney, 2004; Resendez, M.H.y.L.a.C.F.L. 2008; Christopher Hecker, 
K.L.N.a.B.H. 2006) that provide advantages to it compared to production network , such as:- 

a. Architecture of Honeynets are very simple. They have no tables or signatures or new algorithms to 
maintain or develop. 

b. The data obtained from the Honeynet is more reliable than the production network. This is because the 
production network involves many records that  needs to be filtered. Honeynets just collect small amounts of 
information, not huge data but the information from Honeynet is of high value. 

c. Privacy policy in the production network is limited to produced data, compared to Honeynets that 
basically has no restrictions. 

d. Maintenance and alteration of the system services in Honeynets are easier and flexible. 
e. Production network requires a lot of network components to record data and this could affect the network 

performance. In comparison, Honeynet do not need a lot of components to record data. 
 
Related Work: 

Honeynet used in education for the security of information technology has been implemented in some 
universities, such as Brigham Young University, Towson University, etc. 

Talabis. R., (2006) proposed Honeynet Learning methodology. According to him, Honeynet should be 
learned practically as a real place in the world of information technology security. Students will gain skills and 
experience of what actually happens in the world of information technology security. 

According to (Romney, G.W., et al. 2005), Honeynet Laboratory was developed in the IT Security Lab at 
Brigham Young University (BYU) to assist students in research and also give students real experience in the 
Honeynet environment.  This paper proposes that Honeynet be used as a teaching and learning tool in a higher 
education institution. 

Azadegan and McKenna (2005) suggested using practical familiarity by implementing security activities 
generally used in industry to teach students in computer security courses. They proposed five steps to develop the 
Honeynet Project, there are Honeynets Legal and ethical issues, Deployment of a simple Honeypot, Building a 
Honeynet, Analysis of Captured Data and Developing signatures for the new attacks. They also suggested several 
projects using Honeynet technology to be integrated into their computer security classes. 

Jones and Romney (2004) describes the importance of the Honeynet as a source of education in educational 
institutions. Research also shows that the Honeynet is safe to used as a learning tool and it helps students learn and 
adapt in the real environment. Honeynet is an interactive approach to IT training and security education for 
students. 

Michael et al. (2006) shared their experiences in developing Honeynets for graduate education.  They used 
the Honeynet to assists university security representatives in enhancing and improved protected the university 
grounds and elevate consciousness. Other than that, they arrange to use the Honeynet as a test bed for exploring 
experiments in the area of information assurance and to integrate the outcome into their computer security 
syllabus. 
 
Educational Honeynets Laboratory Framework: 

In this section, we introduce a general framework to guide research activities to develop laboratory Honeynet 
in an educational environment. The framework was inspired from the (Azadegan, S. and V. McKenna, 2005; 
Ateeq Ahmad, M.A.a.J.M., 2011; O'Leary, M.,2006) which is the combination of academic and industrial models. 
We enhanced the existing framework, it is shown in Fig. 1. The description of the framework is as follows. 

 
(a) Understanding the legal, security and privacy issues of Honeynet: 

In NDUM, students studying in computer security course need to take subject such as Ethics and 
Professionalism in ICT, Ethical Hacker, Computer and Network Security, Operating System, Computer 
Architecture, Information Security, Digital Forensic and Network Intrusion Detection System. These subjects will 
expose students to a variety of security knowledge. Students must be educated about the concerns the ability, 
protection and confidentiality of Honeynets. Before labs are set up, student must understand and familiarize 
themselves with all the aspects of Honeynets. 
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(b) Design Honeynet Architecture:  
This phase is important because the design of the Honeynet will affect the university’s computer network 

system. Instructors and network administrators need to sit together to determine the equipments required in 
developing the Honeynet. They will need to determine whether the Honeynet should be developed virtually or 
physically. The physical placement of a Honeynet and its accessibility are critical security issues that need to be 
handled in accordance with university security policies. 

 
(c) Identify Hardware and Software to build Honeynet Laboratory: 

This project will expose students to the equipment and software needed to develop the Honeynet. In this 
phase, the specification and number of computers, switch, network cable to be used will be determined based on 
the Honeynet architecture that has been determined in the previous phase. In addition, it is also important to 
determine whether the Honeynet should run on Windows or Linux system. The execution of a Honeynet on a 
windows operating system was chosen because it is slightly easier compared to Linux operating system.  The next 
crucial step is to identify what database to be use to store all the captured data.  Using Snort as the threat database 
signature since snort is the most well known industrial standard tool and reliable to detect any threat or attack that 
goes through Honeynet. 

 
(d) Setting-up and installation hardware and software: 

After identifying the number and types of hardware and what software to be use to develop this lab. The next 
stage, will be to start the setting-up and arranging the hardware components based on the layout architecture 
design of Honeynet.  In this phase, the software installation process has to be performed. 

 
(e) Deployment of a single Honeypot: 

Before students are exposed to the construction of the Honeynet, students will be given the opportunity to 
work with a simple Honeypot. The student will use a single Honeypot system which was developed by the 
students themselves (Siti Rohaidah Ahmad, A.A., 2011). 

 
(f) Construct a Honeynet: 

This phase exposes students to build their own Honeynet. To ensure that this project can be run safely and 
practically, Honeynet is build virtual to not interfere with the university’s computer network system.  

 
(g) Analysis of captured data: 

The analysis phase, of the captured data is demanding and exciting. By analyzing the captured data, we can 
access the information or trends of the attackers action, prospective trends of potential attacks and the 
methodologies of attackers (Azadegan, S. and V. McKenna, 2005). Recommended activities for this stage, 
students should study the log files produced by detecting the attackers acts and try to figure out the weaknesses 
(Levine, J., et al. 2003).  Snort can be used as a guideline to analyze the captured data.  Students can also use the 
knowledge gained from security courses which they learned to analyze the captured data and identify new attacks 
to build new signatures. 

 
(h) Analyzing new signatures of attack: 

Analyzing new signatures of attack is not an easy task because we need the industry experts such as 
CyberSecurity Malaysia to analyze composed data and build up signature for the new attacks. In this phase, 
maybe we need to cooperate with CyberSecurity Malaysia. Students can apply their understanding and skill that 
they gained in the class rooms and apply them by analyzing new signatures of attack. 
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Fig. 1: Hybrid Framework Model for build a Honeynet Laboratory. 
Conclusion: 

The proposed framework is a proposal to develop a Honeynet laboratory in educational institutions. 
Honeynets is a valuable tool in teaching and learning. Many benefits can be derived from the development a 
Honeynet lab.  This lab will help expose students to interactive learning and the practical hands-on in the security 
courses. Researchers in universities will also get the benefit from the development of this laboratory because a lot 
of study and research can be done about hackers, security challenges and  threats in the cyber security world. 
 

REFERENCES 
 
Ateeq Ahmad, M.A.a.J.M., 2011. Benefits of Honeypots in Education Sector. IJCSNS International Journal 

of Computer Science and Network Security, 11(10). 
Azadegan, S. and V. McKenna, 2005. Use of Honeynets in Computer Security Education, in Proceedings of 

the Fourth Annual ACIS International Conference on Computer and Information Science. 2005, IEEE Computer 
Society, pp: 320-325. 

Christopher Hecker, K.L.N.a.B.H., 2006. Dynamic Honeypot Construction. in Proceedings of the 10th 
Colloquium for Information Systems Security Education. 2006. University of Maryland, University College, 
Adelphi, MD. 

Information on http://en.wikipedia.org/wiki/Honeypot_(computing). 
Jian, Y., Z. Gang, and C. Yi-Qun, 2003. Intrusion discovery with data mining on Honeynet. in Machine 

Learning and Cybernetics, 2003 International Conference on. 
Jones, J.K. and G.W. Romney, 2004. Honeynets: an educational resource for IT security, in Proceedings of 

the 5th conference on Information technology education. 2004, ACM: Salt Lake City, UT, USA. pp: 24-28. 
Levine, J., et al., 2003. The use of Honeynets to detect exploited systems across large enterprise networks. in 

Information Assurance Workshop, 2003. IEEE Systems, Man and Cybernetics Society. 
O'Leary, M., S. Azadegan, and J. Lakhani, 2006. Development of a Honeynet Laboratory: a Case Study. in 

Software Engineering, Artificial Intelligence, Networking, and Parallel/Distributed Computing, 2006. SNPD 
2006. Seventh ACIS International Conference on. 

Resendez, M.H.y.L.a.C.F.L., 2008. Honeypots: Basic Concepts, Classification and Educational Use as 
Resources in Information Security Education and Courses. in Proceedings of the Informing Science & IT 
Education Conference (InSITE). 

Romney, G.W., et al., 2005. IT security education is enhanced by analyzing Honeynet data. in Information 
Technology Based Higher Education and Training, 2005. ITHET 2005. 6th International Conference on. 

Siti Rohaidah Ahmad, A.A., Nazatul Naquiah Ahba Abd Hamid, Mohd Sharif Ab Rajab, 2011. Nor Fatimah 
Awang and Muslihah Wook. Development of A Single Honeypot Interface. in 3rd International Conference on 
Computing and Informatics (ICOCI 2011). Bandung, Indonesia: Universiti Utara Malaysia Press, Sintok. 

Talabis, R., 2006. Honeynet learning: discovering IT security. SIGCSE Bull., 38(2): 110-114. 
TechTarget. What is honeynet.  Information on http://searchsecurity.techtarget.com/definition/honeynet. 
 


