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Abstract: Lack of systematic records management is directly linked to the persistence of corruption 
and fraud. Experts in financial management control have recognised and acknowledged the fact that 
well-managed record systems are vital to the success of most anti-corruption strategies. Records 
provide verifiable evidence of fraud that can lead investigators to the root of corruption. Well-managed 
records can thus act as a cost effective deterrent. The records must be maintained to ensure that they 
are complete and they must be protected against unauthorised or accidental alteration. Integrity is the 
quality of confirming that the records have not been altered and that all authorised actions undertaken 
with a record, such as electronic opening, reading and filing have been managed and documented in 
accordance with established business requirements. In reality, records management functions are often 
neglected in the government administration system. Management of electronic medical records (EMR) 
is becoming more complicated with the usage of wireless network technology to create, manage and 
share patients’ information. The wireless network offers new potential for corruption and fraud from 
authorised personnel with the ability to create, alter and delete records electronically. In addition, there 
is no single universal framework for assessing the integrity management of electronic medical records 
(EMR) in a trusted digital repository to curb abuse and fraudulent activities. This study investigates the 
integrity management of EMR in selected Malaysian government hospitals. Questionnaire-style 
surveys were administered to medical records personnel to gather data. The findings showed that 
integrity was the primary factor in the efficient management of EMR and was strongly associated with 
EMR management and performance impact. The study was significant to hospital administrators, 
records personnel and medical practitioners to realize a necessity for integrity management of 
electronic medical records. 
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INTRODUCTION 
 

An electronic medical record (EMR) is defined as ‘the computerisation of health record content and 
associated processes usually referring to an electronic medical health record in a physician office setting or a 
computerised system of files’ (Wu & Straus, 2006). It integrates computer systems with the patient focus, 
containing electronic medical data as well as reports about patients’ conditions, images, physiological signals, 
check-up reports, medical treatment videos, and medical forms (Dolin et al., 2006; EuroRec European 
Projects-Q-REC, 2007). Chang (2012) stated that EMR can save, load, process, and analyse data concerning a 
patient’s treatment process to further support medical professionals and hospital management staff in performing 
operational functions, such as transaction control, management control, decision-making and knowledge 
management. The advent of EMR through e-healthcare has enabled physicians to improve their quality of 
patient care and also reduce the number of medical errors, which leads back to the major advantage of 
e-healthcare: cost savings. The federal government, employers, and private healthcare entities are all pushing 
providers to make fewer errors, offer higher quality patient care, be more accountable, and exhibit some form of 
cost containment; all of these factors make EMR the best tool available (Flower, 2004). As a consequence of the 
adoption of electronic medical records in the health care industry, a number of challenges and difficulties are 
introduced, such as technological dependence and obsolescence, legal admissibility, reliability, authenticity and 
high cost. Mikhail et al. (2009) also showed that computerised medical records are open to potential abuses and 
threats. Others have noted that a large amount of sensitive healthcare information held in data centres is 
vulnerable to loss, leakage, or theft. In the last few years, personal health information on hundreds of thousands 
of people has been compromised because of security lapses at hospitals, insurance companies and government 
agencies (Blaze, 1993). Valli (2006) added that another potential privacy attack relates to the issue of insider 
misfeasance using sensitive medical data. Health care delivery personnel may violate privacy rules by disclosing 
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or stealing private healthcare records for unauthorised use. When threats are not taken seriously, or networks are 
not adequately secured, patients can be harmed through security breaches leading to misuse or destruction of 
patient data. Health care administrators have often dealt with problems of data privacy. For example, there are 
many instances in which personal information and medical records were lost, stolen or made public. In March 
2008, UCLA Medical Center took disciplinary action against a dozen employees for violating patient’s rights by 
viewing the personal medical records of celebrity patients (Raths, 2008).  
    Management of EMR without a focus on integrity will soon collapse and adversely affect institutional 
reputations, resulting in the reduction of public trust. Integrity is the generally superior quality that exists as a 
whole in individuals and organisations. Integrity is closely linked to ethics. It is based on ethics and ethical 
reflection in day-to-day actions (IIM, 2004). Concerns regarding integrity among government personnel caused 
the Malaysian government to formulate the National Integrity Plan in 2004, aligned with the fourth challenge of 
Vision 2020, which forms a strong moral and ethical community where the citizens have intact religious and 
spiritual values and are anchored by noble community leaders. Similarly, the Ministry of Health in Malaysia 
(MOH) has also developed Circular No. 17/2010 (Guidelines for Management of Patients’ Medical Records for 
Hospitals and Medical Institutions) to increase the integrity of medical records personnel and medical 
practitioners. To date, the guidelines focus on the management of paper records, without addressing EMR. MOH 
is in the process of formulating an EMR policy. Integrity is crucial to produce more ethical and accountable 
medical records personnel. Little attention has been given to the management of EMR that should underpin 
security controls and thus provide a safeguard against corruption and fraud. There is little information found on 
integrity management of EMR from medical and records management literature, even though it should be a 
topic of interest for researchers at present. MIM Salleh, RAR Yaacob and MSM Saleh (2013) found that many 
hospitals are keen on investing heavily into developing and implementing HIS (hospital information systems) or 
EMR systems to manage EMR, for which the expenditure is large, and a failure to use these systems efficiently 
might affect employees’ work performance as well as the institution’s performance as a whole. There is a lack of 
investigations into the systematic use and management of these EMR systems. In view of this lack, this study 
examines the integrity management of electronic medical records in Malaysian public health care institutions. 

 
Research Objectives:  

There are two objectives of this study: 
1. To assess the effect of EMR management and performance impact on EMR management integrity. 
2. To determine the relationship between EMR management, performance impact and EMR management 

integrity. 
 

Proposed Research Model: 
The proposed model is shown in Figure 1. There are three variables, EMR management, performance 

impact and EMR management integrity. The EMR management variable was derived from the Life Cycle of 
Records Model by IRMT (1999), performance impact from the Task-Technology Fit Model by Goodhue and 
Thompson (1995) and EMR management integrity from the Theory of Planned Behavior by Ajzen (1985) so 
that integrity emerges as the actual behaviour. From the model, two research hypotheses are presented: 

H01: There is no significant effect of EMR management and performance impact on EMR management 
integrity. 

H02: There is no significant relationship between EMR management, performance impact and EMR 
management integrity. 

 
Literature Review: 
EMR Management: 

ISO 15489:2 (2001) stated that records management processes are necessarily described as if in a sequence, 
but it should be understood that in many-records systems, particularly electronic records systems, these 
processes may occur simultaneously or in a different order from that described. All the processes generate 
metadata (detailed descriptive information) that are linked to the record. The amount of metadata linked to the 
records and the records management processes depend on the elaboration of the records system, which in turn is 
determined by the business and accountability requirements of the organisation. The processes are: 

 Capture. 
 Registration. 
 Classification. 
 Access and security classification. 
 Identification of disposition status. 
 Storage. 
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Fig. 1: Proposed Research Model 
 
Performance Impact: 

Organisations and managers are continually evaluated to see how well they accomplish the company’s goals. 
Organisations are measured according to their performance, the degree to which individuals and organisations 
achieve the organisation’s goals with effectiveness and efficiency (Mohd Daud & Mohamed, 2008). Bello, 
Sorrentino and Virli (2002) predict the performance of an e-Business channel by evaluating the effectiveness 
(e.g., faster delivery and better service) and efficiency (e.g., reduced administrative costs and reduced costs of 
handling documents). Camphell et al. (1993) refer to performance as those actions or behaviours that are 
relevant to the organisation’s goals and that can be scaled (measured) in terms of each individual’s proficiency, 
i.e., level of contribution. At the conception of performance theory, most researchers began to focus on measures 
that reflected the effort, expenditure and productivity of workers (Viswesvaran, 1993). Recently, research on the 
motivations to measure performance has started to flourish. Performance-monitoring systems are being 
implemented in budget formulation and resource allocation, employee motivation, performance contracting, 
improving government services and improving communications between citizens and government as well as for 
external accountability. Kopczynski and Michael (1999) postulated that the purpose of measuring performance 
is to recognise good performance and to identify areas for improvement. In relation to records management, 
numerous studies have been performed by the IRMT on performance standards to assess whether the usage of 
ICT systems meets the records management requirements and standards. In this study, the measurement and 
prediction of performance impact is based on effectiveness and efficiency. Effectiveness is the measure of 
whether the medical records staff is accomplishing its goals. In other words, is the medical records staff doing 
what it should be doing to achieve its goals by accomplishing records management tasks and improving 
productivity? However, if the medical records staff is effective but do not consider the resources used to manage 
medical records to achieve the goals, then records management performance suffers. Efficiency is the measure 
of whether medical records staff is using the appropriate amount of resources in attaining the department and 
institution goals. In other words, efficiency relates to the cost reduction while continuing to attain the desired 
productivity. Even when they are efficient, it can be ineffective if the focus is on efficiently doing the wrong 
things. To achieve high records management performance, the records staff must be both effective and efficient.  

 
EMR Management Integrity: 

The integrity of a record refers to its being complete and unaltered. It is necessary that a record be protected 
against unauthorised alteration. Records management policies and procedures should specify what additions or 
annotations may be made to a record after it is created, under what circumstances additions or annotations may 
be authorised, and who is authorised to make them. Any authorised annotation, addition or deletion to a record 
should be explicitly indicated and traceable (ISO 15489:1, 2001). Ana et al. (2010) defined that security of an 
electronic medical record is described by three main characteristics: confidentiality, such as the prevention of 
unauthorised disclosure of information; integrity, such as the prevention of unauthorised modification of 
information; and availability, such as the prevention of unauthorised withholding of information or resources. 
From the aspect of information security, integrity is violated when an employee accidentally or with malicious 
intent deletes important data files, when a computer virus infects a computer, when an employee is able to 
modify his own salary in a payroll database, when an unauthorised user vandalises a web site, or when someone 
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is able to cast a very large number of votes in an online poll (Aich, 2009). Securing electronic health records 
could become a complex and costly activity, especially in a scenario where information is potentially maintained 
by multiple actors. The European Committee for Standardisation has released a set of information security 
standards to provide a framework for secure storage and release of health data. The European standards 
recognise four global security needs that any health information system should accomplish, i.e., availability, 
confidentiality, integrity and accountability (CEN-ENV, 2000). Blobel et al. (2006) stressed that security 
breaches are threats to the integrity of electronic health records (EHR) and their ability to provide reliable 
information for accountability purposes. Integrity of the information is not only guaranteed by incorporating 
additional security mechanisms within the system or by securing a communication channel but also by ensuring 
that only authorised users can have access, add or alter stored information. 

 
Research Methodology: 

The study was performed in the three MOH hospitals. The subjects were chosen from among the medical 
records personnel in the departments operating and managing the EMR (MIM Salleh, RAR Yaacob & MSM 
Saleh, 2013). The departments were stratified into separate job positions from which subjects were selected. The 
director of the hospitals and the heads of the medical records departments gave their approval to conduct the 
study. A survey was performed among the personnel to test their perceptions about EMR management and 
performance impact toward their EMR management integrity behaviours. Because the respondent pool 
comprised personnel from different academic backgrounds, the questionnaire was designed in two languages, 
Malay and English. Before distribution, the content validity of the items was assessed through a review by the 
heads of departments and a few items were modified to make the statements more relevant and understandable. 
The questionnaire, using a 10-point scale, was delivered to respondents via post. The respondents were asked to 
complete and return it within two months. The responses used a range of scores from 1 for “strongly disagree” 
to 10 for “strongly agree”. The survey was divided into 4 parts that consisted of demographic profile, EMR 
management, performance impact and EMR management integrity. A total of 89 completed questionnaires were 
returned for data analysis using SPSS. The relevant information was extracted to test the research hypotheses.   

 
RESULTS AND DISCUSSION 

 
Descriptive Analysis: 

In this study, 41.6% of the respondents were male and 58.4% of the respondents were female (presented in 
Table 1). The age of respondents was distributed as follows: below 25 years (4.5%), 25-35 years (41.6%), 36-45 
years (27%), 46-55 years (22.5%) and above 55 years (4.5%). Of these, only 31.5% of them have received 
degrees in higher education, but 68.5% have completed secondary education. Less than half, i.e., 36.5%, of the 
respondents were records officers and assistants, and the remainder were clerical staff (68.6%). Approximately 
83.1% had more than 5 years of work experience; 16.9% less than 5 years. The majority of the respondents had 
a gross income of more than RM1000 per month. 

 
Table 1: Descriptive Analysis Results 

Profile Frequency % Cumulative (%) 

Gender 

Male 37 41.6 41.6 

Female 52 58.4 100.0 

Age 

Below 25 years old 4 4.5 4.5 

25-35 years old  37 41.6 46.1 

36-45 years old 24 27.0 73.0 

46-55 years old 20 22.5 95.5 

56 years old and above 4 4.5 100.0 

Education level 

Secondary school 61 68.5 68.5 

Certificate 4 4.5 73.0 

Diploma 15 16.9 89.9 

Bachelor Degree 8 9.0 98.9 

Master’s Degree 1 1.1 100.0 

Job position 

Medical Records Officer 12 13.5 13.5 
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Assistant Medical Records Officer 16 18.0 31.5 

Administrative Assistant 45 50.6 82.0 

Clerk 16 18.0 100.0 

Work experience 

Below 5 years 15 16.9 16.9 

5-10 years 43 48.3 65.2 

11-20 years 13 14.6 79.8 

21-30 years 14 15.7 95.5 

31 years and above 4 4.5 100.0 

Gross income per month in Ringgit Malaysia (RM) 

Below 500 1 1.1 1.1 

500-1500 23 25.8 27.0 

1501-2500 42 47.2 74.2 

2501-3500 17 19.1 93.3 

3501 and above 6 6.7 100.0 

 
Factor Analysis: 

To ascertain the construct validity of the instrument, factor analysis was also performed on the 
questionnaire items as shown in Table 2. The data were first cleaned through separate normality, outlier and 
reliability tests. Appropriateness of the data for factor analysis was assessed using the Bartlett Test of Sphericity, 
which indicated a highly significant value of 0.000. The Kaiser-Meyer-Olkin (KMO) measure of sampling 
adequacy (MSA) also yielded a greater value of 0.926, showing a high degree of intercorrelations among the 
variables, thus ensuring an adequate sampling. To perform the factor analysis, extraction was performed using 
principal component analysis (PCA) with varimax rotation. The resulting factor loadings in the rotated 
component matrix were high for all the items; the highest value was 0.885 and the lowest value was 0.339. The 
item with the lowest value was removed from further analysis. The communalities of each item were found to be 
satisfactory, with one item having a value of 0.450. Hair et al. (2003) stated that Kaiser-Meyer-Olkin (KMO) 
values equal to and greater than 0.50, with a measure of sampling adequacy (MSA) greater than 0.7 and a factor 
loading greater than 0.50, were adequate criteria to determine data reduction relevancy and to group items. It 
was found that EMR management integrity was the main preferable factor by the respondents which indicated 
the importance of integrity while performing their works. 
 

Table 2: Factor Analysis Results 

Item Factor Loading Communality 

EMR Management 1 0.660 0.508 

EMR Management 2 0.719 0.635 

EMR Management 3 0.579 0.450 

Performance Impact 1 0.631 0.795 

Performance Impact 2 0.747 0.876 

Performance Impact 3 0.744 0.895 

Performance Impact 4 0.339 0.886 

Performance Impact 5 0.392 0.877 

Performance Impact 6 0.773 0.891 

EMR Management Integrity 1 0.360 0.875 

EMR Management Integrity 2 0.410 0.756 

EMR Management Integrity 3 0.706 0.784 

EMR Management Integrity 4 0.367 0.756 

EMR Management Integrity 5 0.855 0.914 

EMR Management Integrity 6 0.859 0.953 

EMR Management Integrity 7 0.861 0.931 

EMR Management Integrity 8 0.817 0.743 
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EMR Management Integrity 9 0.873 0.937 

EMR Management Integrity 10 0.867 0.860 

EMR Management Integrity 11 0.876 0.949 

EMR Management Integrity 12 0.858 0.925 

EMR Management Integrity 13 0.885 0.957 

 
Reliability Analysis: 

A reliability analysis using Cronbach’s coefficient, alpha, was performed on 22 questionnaire items, 
excluding the demographic items (see Table 3). The overall standardised Cronbach’s alpha value was found to 
be high at 0.983. All scales are considered reliable if Cronbach’s alpha is 0.70 or higher (Nunnally & Bernstein, 
1994). These results show that the instrument has high reliability for further analysis. 

 
Table 3: Reliability Analysis Results 

Item Cronbach’s Alpha if Item Deleted 

EMR Management 1 0.984 

EMR Management 2 0.983 

EMR Management 3 0.984 

Performance Impact 1 0.983 

Performance Impact 2 0.982 

Performance Impact 3 0.982 

Performance Impact 4 0.983 

Performance Impact 5 0.983 

Performance Impact 6 0.982 

EMR Management Integrity 1 0.983 

EMR Management Integrity 2 0.983 

EMR Management Integrity 3 0.983 

EMR Management Integrity 4 0.983 

EMR Management Integrity 5 0.982 

EMR Management Integrity 6 0.982 

EMR Management Integrity 7 0.982 

EMR Management Integrity 8 0.983 

EMR Management Integrity 9 0.982 

EMR Management Integrity 10 0.983 

EMR Management Integrity 11 0.982 

EMR Management Integrity 12 0.982 

EMR Management Integrity 13 0.982 

 
Multiple Regression Analysis: 

The linear coefficient of correlation (R) from the multiple regression model (see Table 4) was measured. 
The type and strength of the correlation yielded a percentage of 0.918 or 91.8%. This shows a strong positive 
correlation between performance impact and EMR management with EMR management integrity. The 
coefficient of determination (R2) is 0.843, which is highly significant, as indicated by the F value of 231.568 in 
Table 5. It is determined that 84.3% of the variation in the dependent variable (EMR management integrity) can 
be explained by the variability of performance impact and EMR management. These two variables are the 
significant predictors used to estimate EMR management integrity. The remaining 15.7% of the dependent 
variable might be explained by other variables not included in the study. 

 
 



Aust. J. Basic & Appl. Sci., 7(6): 237-245, 2013 
 

243 

Table 4: Multiple Regression Model 

Model R R2 Adjusted R2 SD Error of the Estimate 

1 0.918 0.843 0.840 10.92922 

 

Table 5: ANOVA 

Model Sum of Squares Df Mean Square F Sig. 

 Regression 55320.669 2 27660.335 231.568 0.000 

Residual 10272.522 86 119.448   

Total 65593.191 88    

 

Table 6: Coefficients for Multiple Regression 

Model 

Unstandardised Coefficients 

Standardised 

Coefficients 

t Sig. B SD Error Beta 

1 (Constant) 13.784 4.716  2.923 0.004 

EMR Management 0.714 0.251 0.175 2.841 0.006 

Performance Impact 1.652 0.130 0.784 12.721 0.000 

 
The significant relationship between variables is outlined in Table 7. The degree of freedom is 89 at a 95% 

confidence interval, which is equal to 1.988 or is in the range of the t-critical value of +1.988 or -1.988 that 
might be considered. The values for the t-statistic for EMR management and performance impact were higher 
than 1.988. Hamidah Karim (2013) clarified that integrity behaviour is the main criteria for performance 
appraisal of the medical records personnel to increase transparency of hospital management and public trust. 
Integrity use of EMR can be tracked from the audit trail function provided in the records systems. Level of 
access is secured through access control to specific staff position for specific task to preserve integrity.   
 

Table 7: Summary of the t-Statistic 

Variables t-Statistic Sign t-Table Relationship Decision 

EMR Management 2.841 > 1.988 Significant Reject H01 

Performance Impact 12.721 > 1.988 Significant Reject H01 

 
Correlations Analysis: 

The Pearson correlation results presented in Table 8 show that EMR management and performance impact 
are both strongly associated with EMR management integrity, with a positive linear correlation at a 0.01 level of 
significance. The correlation between performance impact and EMR management integrity is the highest (0.910) 
followed by EMR management and EMR management integrity (0.741) and performance impact and EMR 
management (0.721). The null hypothesis was therefore rejected. Ghani Yasin (2013) mentioned that EMR 
management, performance impact and EMR management integrity have to be closely related due to privacy and 
confidentiality of patient information. Medical records personnel are subjected to obey the medical ethics to 
uphold their accountability, honesty and responsiveness.     

 
Table 8: Correlation Results 

  EMR Management Performance Impact EMR Management Integrity 

EMR Management Pearson Correlation  0.721** 0.741** 

Sig. (two-tailed)  0.000 0.000 

N  89 89 

Performance Impact Pearson Correlation 0.721**  0.910** 

Sig. (two-tailed) 0.000  0.000 

N 89  89 

EMR Management Integrity Pearson Correlation 0.741** 0.910**  
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Sig. (two-tailed) 0.000 0.000  

N 89 89  

Note: **. Correlation is significant at the 0.01 level (two-tailed). 

 
Conclusions: 

As summarized in Table 9, it was found that EMR management integrity was the main determinant factor 
that was highly correlated with EMR management and performance impact. These two variables were also the 
two significant predictors influencing EMR management integrity. It was evident that hospital performance can 
increase if integrity behaviour among their personnel increases from well-managed EMR. This study contributes 
significantly to the body of knowledge with the new concepts and findings that will be beneficial for medical 
records administrators and hospital management to gain relevant information to deal with any leakage of 
information from EMR. For instance, the study has provided an opportunity for developing the best integrity 
behaviour scale for EMR in the healthcare industry. In addition, a new EMR policy to provide a comprehensive 
guideline to manage EMR in a secure digital environment can be reformed to ensure accountability, 
transparency and integrity of health care services to reduce fraud and corruption. The findings can also be 
adapted by students and researchers for similar studies. For specific or potential applications, the research is 
performed to foster integrity among the medical records personnel and medical practitioners for institutional 
sustainability and public trust in conjunction with recognising a need for trusted electronic records management. 
By referring to this study, health policy makers can improve long term strategic planning, aid in decision making 
and minimise health resource allocations for the health care industry to improve the quality of the health care 
environment and the quality of the service’s efficiency, with respect to efficient records management practices. 
This study will contribute to the implementation of an automated recordkeeping functionality, the preservation 
of corporate memory and an enhanced capability to assist patient access, auditing and research activities. 
Additionally, this study will help to improve the work flow of the hospitals and clinicians through a systematic 
recordkeeping system in the Malaysian public health care institutions. However, information acquired from the 
respondents may not reveal their true identity, and their responses may be different if they are asked individually, 
outside the hospitals. To improve the validity and reliability of the results, it is recommended that similar 
research be conducted in different countries and also that a comparative study between public and private 
hospitals be performed. Doctors, nurses, physicians and clinicians can also be involved because they are the 
actual core users of EMR. Additionally, future research must assess integrity with demographic factors. Integrity 
subjects can be further explored to investigate other potential contributing factors, such as security systems and 
records personnel competencies. 
 
Table 9: Summary of Hypotheses Test 

No Proposed Hypotheses Result 

1 H01 There is no significant effect of EMR management and performance impact on EMR 

management integrity. 

Not Supported 

2 H02 There is no significant relationship between EMR management, performance impact and EMR 

management integrity. 

Not Supported 
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