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Abstract: The rapid growth of the Internet usage has caused problem on Internet address space. IPv6 
was designed to address the problem of the adoption of IPv4 addresses by introducing a large number 
of address spaces. Currently, a lot of networking devices consider as IPv6 that are bled supporting 
including routers, notebooks, PCs, and hand phone. The devices deployed dual stack IPv4/IPv6 
mechanism as a step toward the full implementation of IPv6 in the future. Today the network security 
is becoming increasingly a significant issue. In order to exploit the networks and get all the benefits of 
IPv6, networks require to be secured in an effective and efficient manner. Security products such as 
Network Intrusion Detection Systems have less support for the IPv6 protocols than for their IPv4 
counterparts either in terms of performance or in terms of features. One of significant protocol in IPv6 
implementation that is utilized on neighbor and router discovery is ICMPv6. Nevertheless, this 
protocol also could be used by attacker to deny network services such as ICMPv6 flood attacks that 
makes network performance decreases. This paper presents a reviewing related on ICMPv6 security 
considerations and methods of detect ICMPv6 flooding attacks. 
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INTRODUCTION 

 
The world has witnessed dramatic and unpredictable changes with the appearance of the Internet and new 

networking technology(Agarwal et al., 2012). Network security has been paid much attention to personal 
computer users, organizations, and the military, whereas the rapid growth of Internet has created network 
communication become the mandatory a part of people’s lifestyle. With the emergence of the Internet, the IPv4 
protocol was introduced. This protocol had been used mostly for analysis and development purposes. 
Consequently, security problems weren't of great importance due to the use of the IPv4 protocol which was 
designed with lowest security options, and the responsibility for the protection of an application was passed on 
to the application layer. In other words, security problems weren't necessary at the lower layers of the 
networking protocol stack(Postel, 1981). Over the last decade, the Internet Engineering Task Force (IETF) has 
been standardized a new Internet protocol IPv6 designed to replace the old Internet protocol IPv4(Deering, 
1998). After the total depletion of IPv4 addresses on February 2011, the future of the computer networks and the 
Internet will depend on IPv6. Network security is increasingly becoming an important issue, particularly with 
any new technology. The initial stages of IPv6 implementation are obligatory to be exploited by cybercriminals. 

In this context, the paper is organized as follows: The first section is a brief introduction to the problems 
that occur with IPv6 network and DoS attacks. The second section describes the ICMPv6 flooding attacks. The 
third section shows in detail what the methods used to detect ICMPv6 flooding attack, and finally, the fourth 
section concludes our work and references. 

 
Ipv6 Security Threats: 

IPv6 is designed to solve several of the issues of IPv4, together with auto-configuration, mobility, and 
overall extensibility. IPv6 spreads out the address space on the Internet and supports a practically limitless 
number of devices which will be directly connected to the Internet. Presence of the IPv6 protocol brings new 
requirement for typical network protective mechanisms such as intrusion detection systems that require to be 
upgraded to support IPv6 properly(Caicedo et al., 2009). The deployment of IPv6 networks is growing 
worldwide. Complete replacement of IPv4 is predicted to require some time, because it remains the most widely 
used Internet Protocol. Some security threats against IPv4 networks may additionally affect on an IPv6 network 
(Popoviciu et al., 2006). The existence of numerous transition technologies creates a scenario during which 
network designers have to be compelled to understand the security implications of the transition technologies 
and choose the acceptable transition technology for their network such as tunneling, dual stack or translation 
technologies (Bi et al., 2007). All ICMP messages that are to be translated require that the ICMP checksum field 
be updated as part of the translation since ICMPv6 (Nordmark, 2000). 

As with any new technology, the initial phases of IPv6 implementation are bound to be exploited by 
cybercriminals. From a security point of view, the new IPv6 protocol stack represents a considerable advance in 
relation to the old IPv4 stack. Security threats of IPv6 networks such as reconnaissance attacks, routing headers, 
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fragment headers denial of service attacks, ICMPv6 spoofs, the risks of tunnels, and potential holes in dual stack 
approaches (Žagar et al., 2007).  

 
Intrusion Detection System for IPv6: 

Security products such as Network Intrusion Detection Systems have less support for the IPv6 protocols 
than for their IPv4 counterparts either in terms of features or in terms of performance (Gont, 2011). 

An intrusion detection system (IDS) inspects all inbound and outbound network activity and identifies 
patterns that may indicate a network or system detects attack from someone attempting to break into or 
compromise a system. IDS has two main intrusion detection techniques anomaly detection and misuse detection. 
The anomaly detection technique determines the abnormality by measuring the distance between the suspicious 
activities and the norm based on a chosen threshold. The misuse detection technique looks for a malicious 
signature or pattern depending on a set of rules or signatures to detect intrusive behavior. The main different 
between these two IDSs is that the misuse systems cannot detect a novel attacks but it has a lower rate of false 
alerts. The anomaly models detect the new attacks but they has a higher rate of false alert (Liao and Vemuri, 
2002; Alharby and Imai, 2005; Abouabdalla et al., 2009).  

There are two main types of IDS’s: host-based intrusion detection (HIDS) and network-based intrusion 
detection (NIDS). The HIDS usually checks the host by analyzing the audit log, user’s activities, and critical 
system files etc., looking for any suspicious changes. In addition it enables administrators to receive alerts when 
log entries that match attack signature are detected. The HIDS that looks only at their host traffic can easily 
detect attacks, since their original data resource is restricted by the operation platform, with less portability. The 
NIDS reassembles and analyzes all network packets by using one network interface card. When suspicious 
activity is noticed, an NIDS is capable of both raising alerts and terminating the offending connection 
immediately. Theoretically, it can capture all network segments benefit from the access of data link layer (if the 
traffic data not be encrypted)(Zeng, 2010).  

According to (Zeng, 2010), they employs IPv6 protocol analysis and IP security to design the 
IDSMIPv6.The protocol analysis is the new generation technology of intrusion detection, which fast detects the 
attacks from semantic layer. 

 
Comparison Between Icmpv4 and Icmpv6: 

The Internet Control Message Protocol is part of the Internet Protocol Suite, as defined in (Postel, 1981). 
ICMP messages are typically used for diagnostic, tasting, control purposes or generated in response to errors 
and report problem conditions in IP operations which are directed to the source IP address of the originating 
packet. 

ICMPv6 used similar strategy as ICMPv4. ICMPv6 has a change that makes it more suitable for 
IPv6(Conta and Gupta, 2006). ICMPv6 has absorbed some protocols that ware independent in version 4. The 
total of messages for ICMPv4 or ICMPv6 is 256 messages. In ICMPv4 there is no relationship between Type 
value and message type, but In ICMPv6 error messages have a Type value of 0 to 127, informational messages 
128 to 255 and ICMPv6 messages are transported by IPv6 packets in which the IPv6 Next Header value for 
ICMPv6 is set to 58 (Convery and Miller, 2004). The lists ICMPv4 messages and corresponding ICMPv6 
equivalents have shown in the table 1: 

 
Table 1: Lists ICMPv4 messages and corresponding ICMPv6 equivalents 

ICMPv4 message ICMPv6 Equivalent 
Destination unreachable - Network unreachable (Type 3. Code 
1). 

Destination unreachable - No route to destination (Type 3. Code 0). 

Destination unreachable - Host unreachable (Type 3. Code 1). Destination unreachable - Address unreachable (Type 3. Code 1). 
Destination unreachable – Protocol unreachable (Type 3. 
Code 2). 

Parameter problem unrecognized next header field (Type 4, Code 1). 

Destination unreachable – Port unreachable (Type 3. Code 3). Destination unreachable – Port unreachable (Type 1. Code 4). 
Destination unreachable – Fragmentation needed and DF set 
(Type 3. Code 4). 

Packet Too Big (Type 2, Code 0) 

Destination Unreachable-Communication with host 
administratively prohibited (Type 3, Code 10). 

Destination Unreachable-Communication with destination 
administratively prohibited (Type 1, Code 1). 

Source Quench (Type 4, Code 0). This message is not implemented in IPv6. 
Redirect (Type 5, Code 0). Neighbor Discovery Redirect message (Type 137, Code 0).  
Time Exceeded-TTL expired (Type 11, Code 0). Time Exceeded-Hop Limit exceeded (Type3, Code 0). 
Time Exceeded-Fragmentation timer expired (Type 11, Code 
1). 

Time Exceeded-Fragmentation timer exceeded (Type 3, Code 1). 

Parameter Problem (Type 12, Code 0). Parameter Problem (Type 4, Code 0 or Code 2). 

 
Icmpv6 Security Considerations: 

ICMP is a very important part of the communication between hosts on IP networks. It is used by routers and 
endpoints (clients and servers) ICMP communicates error conditions in networks and provides a means for 
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endpoints to receive information about a network path or requested connection(Kumar et al., 2010). According 
to (Conta and Gupta, 2006) ICMPv6 protocol is used by IPv6 nodes to report errors encountered in processing 
packets, and to perform other Internet-layer functions, such as diagnostics (ICMPv6 "ping"), it takes the role of 
ICMP and ARP in that of IPv4. 

Using ICMP in IPv4 is optional and not require for normal network operation. Therefore, many IPv4 
network administrators may block ICMPv4 messages for security reasons. This blanket locking is not possible 
for IPv6 networks because IPv6 network operation require the use of ICMPv6 messages as illustrated by the 
following examples: 
• The discovery of Path Maximum Transmission Unit (PMTU) requires a "Packet Too Big" response in an 
ICMPv6 message. This helps the sender to either send smaller packets or to fragment them. 
• An invalid option in the hop-by-hop options header requires the routers to send a "Parameter Problem" 
response to the sender in an ICMPv6 message. The sender can then either correct the option in the 
retransmission or not use it if the router generated the "Parameter Problem" message because of an unrecognized 
option. 
• SLAAC requires ICMPv6 solicitation and advertisement messages for its operation. 
• SEND requires ICMPv6 for solicitation and advertisement messages as well as for authentication and 
certification path messages(Choudhary, 2009; Choudhary and Sekelsky, 2010). 

Because of the essential role of ICMPv6 in IPv6 networks, a blanket filtering of ICMPv6 messages is no 
longer possible in IPv6. The firewalls must allow specific ICMPv6 traffic, complicating the filtering policies 
and mechanisms (Davies and Mohacsi, 2007). Furthermore, many ICMP messages are designed to be sent to 
multicast addresses instead of only unicast addresses. Therefore, ICMP in IPv6 gains a whole new importance 
along with a new set of security concerns. 

The big benefits of IPv6 protocol is waited by Internet users, thus securing IPv6 networks is very important. 
In addition, the number of DoS attack is increasingly day to day, it can affect the ICMPv6 as following: 
 
Icmpv6 Threats: 

One of the advantages of IPv6 is auto-configuration mechanism. If an IPv6 host plugs in into IPv6 network, 
it will generate its own IPv6 address without manually configuration. This mechanism is done using Neighbor 
Discovery Protocol (NDP) (Narten et al., 2007). NDP uses five ICMPv6 (Conta et al., 2006) messages to do 
router discovery and neighbor discovery. Therefore, the ICMPv6 is the most important protocol associated with 
IPv6 protocol especially in auto-configuration mechanism. There are two categories of ICMPv6 messages as 
error messages and informational messages. The messages are used in NDP as a part of the informational 
messages. However, ICMPv6 is classified as a simple protocol and lack of awareness of security issues. Thus, it 
is vulnerable to attack exploitation. A possible attack vector is simply sending lot of illegal ICMPv6 messages to 
a network device (Hogg and Vyncke, 2009). The network device such as an IPv6 host has to respond each of the 
ICMPv6 message received that will increase the node’s load. It may drive the CPU utilization that causes 
performance degradation.  

As the ICMPv6 is an important protocol in IPv6 implementation, the good understanding of this protocol 
and its security vulnerability is also important.  

 
Distributed And Denial Of Service In Ipv6 Network: 

The denial of service attack is one of the most significant threats in the IPv4 and IPv6 networks. These 
attacks consume the network bandwidth and computational resources of the victim and the other users on the 
same network. The denial of service attack generated by utilizing the vulnerabilities in the network protocols, 
affect the performance of the victim as well as the other hosts sharing the network (Meenakshi and Srivatsa, 
2007). A targeted device is unable to process such large amount of network traffic and becomes unavailable or 
out of service. A flooding attack can be local or a distributed denial of service attack (DDoS), when the targeted 
network device is being flooded by network traffic from many hosts simultaneously. This type of attack can also 
affect the IPv6 networks, because the basic principles of the flooding attack remain the same. New types of 
extension headers in IPv6, new types of ICMPv6 messages and dependence on multicast addresses in IPv6 (e.g. 
all routers must have site-specific multicast addresses) may provide new ways of misuse in flooding attacks 
(Durdağı and Buldu, 2010). Moreover, one of the major challenges in the fast networks security management is 
the detection of suspicious anomalies in network traffic patterns because of Distributed Denial of Service 
(DDoS) attacks. A distributed denial of service attack DDoS, only differs with DoS from the method. A DoS is 
made from a system or network, while a DDoS attack is organized to happen simultaneously from a large 
number of systems or networks(Tixteco et al., 2012). 
 
Denial-Of-Service Attacks Using Icmpv6: 

ICMPv6 can be used to cause a denial of service (DoS) in a number of ways, including simply sending 
excessive numbers of ICMPv6 packets to destinations in the site and sending error messages that disrupt 
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established communications by causing sessions to be dropped. Also, if spurious communication establishment 
or maintenance messages can be infiltrated onto a link, it might be possible to invalidate legitimate addresses or 
disable interfaces. Denial of Service Attacks (DOS) can be classified into five categories based on the attacked 
level, one of those categories is data flooding, In data flooding attacks, an attacker attempts to use the bandwidth 
available to a network, host or device at its greatest extent, by sending massive quantities of data and causing it 
to process extremely large amounts of data. An attacker could attempt to use up the available bandwidth of a 
network by simply bombarding the targeted victim with normal, but meaningless packets with spoofed source 
addresses. An example is flooding pinging. Simple flooding is commonly seen in the form of DDoS attacks 
(Douligeris and Mitrokotsa, 2004; Safa et al., 2008), as illustrated in figure 1. 

 

 
 
Fig. 1: Classification of DoS attacks 

 
This attack floods the target host with the intention to prevent the valid traffic from reaching the host. 

Because of DoS attacks, the intended users cannot communicate in the network. Example of DoS attacks is 
broadcast flooding attack. Because of many types of extension headers in IPv6, various ICMPv6 messages and 
multicast dependency in IPv6 open doors for many flooding attacks (Oliveira et al., 2012; Shanmugaraja and 
Chandrasekar, 2012).  
 
 Flooding Attack Using Icmpv6: 

One of the most frequent attack types present in IPv4 networks is a flooding attack. It connotes flooding a 
network device (e.g. a router) or a host with large amounts of network traffic. A targeted device is unable to 
process such large amount of network traffic and becomes unavailable or out of service. A flooding attack can 
be local or a distributed denial of service attack (DDoS), when the targeted network device is being flooded by 
network traffic from many hosts simultaneously. This type of attack can also affect the IPv6 networks, because 
the basic principles of the flooding attack remain the same (Zagar and Grgic, 2006; Radhakrishnan et al., 2007; 
Yang et al., 2007; Choudhary, 2009). New types of extension headers in IPv6, new types of ICMPv6 messages 
and dependence on multicast addresses in IPv6 (e.g. all routers must have site-specific multicast addresses) may 
provide new ways of misuse in flooding attacks (Durdağı and Buldu, 2010).  

A flooding attacker typically seeks to somehow multiply the packets, it generates for the purpose of its 
attack because bandwidth is an ample resource for many victims. An attacker can often cause unamplified 
flooding by sending packets to its victim, either by directly addressing the victim in the packets, or by guiding 
the packets along a specific path by means of an IPv6 Routing header, if Routing headers are not filtered by 
firewalls(Arkko et al., 2011). 
 
Tools Used In Icmp Flooding Attack Type Dos/Ddos: 

There are many tools available to launch an ICMP flooding attacks type DoS/DDoS attack (Glenn, 2003). 
Using these tools attacker(s) can launch a successful DoS/DDoS attack easily because these tools are easily 
available online and are easy to use. Some of the most used tools are listed below. 
 TFN: TFN uses a command line interface to communicate with master-slave and the attacker; it doesn’t 
protect master and slaves with passwords. It can implement SYN flood, ICMP flood and UDP flood attacks. 
 TFN2K: It is more advanced version of the primitive TFN network. It uses TCP, UDP, ICMP or all three to 
communicate between the control master program and the slave machines. 
 TFN2K: It can implement Smurf, SYN, UDP, and ICMP Flood attacks. Communication between the real 
attacker and control master is encrypted. In addition to flooding, TFN2K can also perform some vulnerability 
attacks by sending malformed or invalid packets(Lau et al., 2000). 

 
Scenario Of Ipv6 Neighbor Discovery Flooding Attack (Nd) Protocol: 

NDP messages are part of the Internet Control Message Protocol for IPv6 (ICMPv6), which provides 
functionalities for reporting error messages, performing network diagnostics, and handling multicast 
memberships(Caicedo et al., 2009). A flooding threat was recently discovered in the IPv6 Neighbor Discovery 
(ND) protocol. The ND-DoS attack consists of flooding a target subnet with bogus packets destined for random 
interface identifiers; a different one for each malicious packet, this attack causes packets for the victim, both 
hosts and routers, to be sent to some other link layer address. In its simplest form, this attack makes the victim 
unreachable (Durdağı and Buldu, 2010) (Mutaf and Castelluccia, 2005). According to (García-Martínez et al., 
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2010), the attacker uses the Shim6 protocol to re-home the communication to a victim’s locator, causing the 
server’s flow to flood the victim. 
 
The Methods Used To Detect Icmpv6 Flooding Attack: 

The attacks attempt to disable networking services on the victim device. Therefore, IPv6 packets 
transmission may get failure. This situation invited a number of researchers to find out a methodology to detect, 
classify and mitigate the networks from DoS attacks, especially ICMPv6 flooding attack. According to (Žagar et 
al., 2007), they suggested approach and also simulated an intrusion detection approach using Ethereal, an open 
source packet capture application, the testing environment was done on both MS Windows and Linux platform. 

 
The Snort Reaction To Icmpv6 Flooding Attack: 

Snort (Marques and Baillargeon, 2007) is very flexible detection, open-source, multi-platform intrusion 
detection solution. It’s a Network Intrusion Detection (NIDS) that was considered to be a lightweight Intrusion 
Detection System IDS (Peikari and Chuvakin, 2004). Nevertheless, technology has developed and Snort has 
been considerably improved (Beale et al., 2007). Snort remains an open source network intrusion detection and 
prevention. It is based on a language rule-driving used in combination with signatures; signatures and protocol 
anomaly based inspection methods (oberta Bragg et al., 2004). In spite of the huge improvement over the years, 
Snort stills struggle to keep up with the fast growing network industry and attacks(Alserhani et al., 2010).The 
basic structure is described in Figure2. When a packet arrives at the network, Snort listens and captures packets. 
Then the packet parsed and sent to the appropriate preprocessor for more analysis. The minfrag preprocessor is 
another example of pre-processor and it deals with mini (tiny) fragments. Any tiny fragment found on the 
network is then sent to the minifrag reprocessor for more analysis. The preprocessors are also referred to as 
plugins. There are currently three types of plugins in Snort which are preprocessors plugins, detection plugins 
and output plugins. Once the preprocessors job done, the packets are passed to the detection engine that will 
cause Snort to either fire an alert, or log an alert in the case of IDS or drop the packet in the case of IPS(De 
Muila and Ferdinand, 2010). 

 
Fig. 2: Basic Snort Architecture for IDS dataflow 

 
Snort has widely used IDS (Roesch, 1999), and the core technology of the IDS has extended to provide the 

IPv6 protocol. A new technique called IPv6-Plugin was created to extend the Snort IDS that supports IPv6-
specific attack’s detection. In addition, it provides some rule options which deal with the IPv6 header to be 
exposed for the Snort detection module. The Neighbor Discovery tracking is also embedded in the IDS Snort 
that gives an alert when new hosts or routers occur on-link. Moreover, the writing of new detection signatures is 
applied via these rule options using the Snort’s rule language. Plugin’s functionality can detect flooding and 
neighbor discovery attacks, this has been proved in a number of test cases(Schütte et al., 2012). 

 
Conclusion: 

Several IPv4 network administrators may block ICMPv4 messages for security reasons. This blanket 
locking is impossible for IPv6 networks because IPv6 network operation requires the use of ICMPv6 messages 
such as the discovery of PMTU, hop-by-hop options header, SLAAC and SEND requires. In order to security 
products such as Network Intrusion Detection Systems have less support for the IPv6 protocols than for their 
IPv4 counterparts either in terms of performance or in terms of features. One of important protocol in IPv6 
implementation is ICMPv6 that is used on neighbor and router discovery. However, this protocol also could be 
used by attacker to deny network services such as ICMPv6 flood attacks that makes network performance 
decreases. Snort uses a rate-based attack prevention feature to alert or block attacks in real time when hosts 
initiate or receive several connection attempts, or abnormal match for a single rule. 

In the current study, investigates several types of the characteristic of the ICMPv6 flooding attacks in order 
to come out the best mitigation method to detect the ICMPv6 flooding attacks by using statistical methods 
or artificial intelligence techniques such as neuro-fuzzy and data mining technique. 
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