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Abstract: Random Number Generators(RNGs) are an important building block for algorithms and 
protocols in cryptography. They are paramount in the construction of encryption keys and other 
cryptographic algorithm parameters. The generalized feedback shift register (GFSR) algorithm 
suggested by Lewis and Payne is widely used pseudorandom number generator, but has the following 
serious drawbacks: 1. Each bit of the generated words constitutes an m-sequence based on a primitive 
trinomial, which shows poor randomness with respect to weight distribution. 2. Large working area is 
necessary.3. The period of sequence is far shorter than the theoretical upper bound. In this paper a 
mechanism for random number generation based on some operations used in SAFER Family of ciphers 
is introduced. It is shown how some kind of 32-bit shift register can be designed that has a nearly 
maximum possible period. That design is not based on traditional feedback primitive polynomials but 
is based on special XOR shift operation using nonlinear operational blocks used in SAFER Family. 
The presented mechanism can be used for generation’s random 256-bit keys (or more) used in 
symmetric encryption algorithms by combining some of them such shift registers.These new 
generators are most suitable forsimulation of a large distributive system, which requires a number of 
mutually independent pseudorandom number generators with compact size. 
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INTRODUCTION 
 

Random numbers are useful for a variety of purposes, such as generating data encryption keys, simulating 
and modeling complex phenomena and for selecting random samples from larger data sets. Generation of 
random numbers plays a crucial role in cryptographic applications and many other related areas.  They have also 
been used aesthetically, for example in literature and music, and are of course ever popular for games and 
gambling. When discussing single numbers, a random number is one that is drawn from a set of possible values, 
each of which is  equally probable, i.e., a uniform distribution. When discussing a sequence of random numbers, 
each number drawn must be statistically independent of the others.One of important problems in cryptographic 
implementations is a very fast generation of possibly maximum number of different keys from some master key 
which are not correlated with each other. 

The generalized feedback shift register (GFSR) generator is a widely used pseudorandom numbergenerator 
based on the linear recurring equationxl+n:=xl+m⊕xl, (l = 0, 1, . . .),where each xl is a word with components 0 
or 1 of size w, and ⊕denotes bitwise exclusive-or operation. Thereby, this algorithm generates the same number 
of m-sequences as the word length in parallel. Thus, by regarding one word as a real number between 0 and 1, 
the algorithm generates uniform pseudorandom real number sequences.  

 
This algorithm has the following merits: 
(m1) The generation is very fast. Generation of one pseudorandom number requires only three memory 
references and one exclusive-or operation. 
(m2) The sequence has an arbitrarily long period independent of the word size of the machine. 
(m3) The implementation is independent of the word size of the machine 
However, the algorithm has the following serious drawbacks: 
(d1) The selection of initial seeds is very critical and influential in the randomness, and good initialization 
is rather involved and time-consuming. 
(d2) Each bit of a GFSR sequence can be regarded as an m-sequence based on the trinomial tn+tm+1, 
which is known to have poor randomness (Brillhart, J. et al. 1988; Compagner, A., 1991). 
(d3) The period of a GFSR sequence n2 −1 is far smaller than the theoretical upper bound. 
(d4) The algorithm requires n words of working area, which is memory-consuming if a large number 
of generators are implemented simultaneously. 
This paper describes a new generalized feedback shift register Base on SaferFamily of Ciphers(named 

GFSR_BS for short), which solves some the above four drawbacks.We will show how to design some kind of a 
32-bit shift register which is not based on traditional feedback shift registers based on primitive polynomials, but 

http://en.wikipedia.org/wiki/Uniform_distribution_%28discrete%29�
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is based on some nonlinear operations used in SAFER family of ciphers (James, L. Massey, 1994; Massey, J., 
G. Khachatrian, M. Kuregian  1998; Massey, J., G. Khachatrian, M. Kuregian, 2000; Massey, J., 1995).  

The GFSR_BS generator improves on the above some drawbacks of the GFSR generator as follows: 
(Tm1) The initialization is carefree. Any initial seed except for all zero produces the identical sequence 

disregarding the phase, and hence no special initialization technique is necessary. Moreover, since the working 
area is far smaller, initialization is very fast. 

(Tm2) Recurrence is based not on a trinomial, but on a primitive polynomial with many terms. 
The GFSR_BS generators are most suitable for simulation of a large distributive system, which requires a 

large number of mutually independent pseudorandom number generators, for the following two reasons: (1) The 
GFSR_BS generators consume a far smaller amount of working area than do the GFSR.  

(2) A large number of distinct GFSR_BS generators can be implemented by merely changing the 
parameters Primitive number (called Q in table1)and Shift numbers (called J1 and J2 in table1). This is different 
from the case of the GFSR_BS, where the basic recurrence is determined by a primitive, which is rarely found. 

Safer Family has two nonlinear byte to byte transformation tables which will be used in our design. One 
table denoted by EXPis based on exponentiation function 45X≡Y mod 257where X and Y are any numbers 
between 0 and 255. The second one denoted by LOG is based on logarithm function log45(X) ≡Y mod 257.  





=
≠

=
0128
0257mod)(log

)( 45

a
aa

aL  

256mod)257mod45()( aaX =  
 The algorithm used by the generator is based on common cryptographic primitives, SAFER. 
 

GFSR_BSGenerator: 
As a preliminary step, we describe the GFSR_BS algorithm based on nonlinear Operation in 
SAFER.  
Step 1.B← 0   (0 is seed and can change to another number in 32 Bits). 
Step 2.Set B as four Bytes witch called b3, b2, b1, b0. 
Step 3.Output B as b3 and b0 with L function AND b2 and b1 with X function. 
(X and L functions are described above). 
Step 4.B’← (B>>j1). 
(Notation: symbol (>>) meaning circular Shift) 
Step 5.B’’← (B>>j2)   
Step 6.f(B)=  B  XOR  B’  XOR  B’’ 
Step 7.Go to step 2. 
In continue we describe GFSR_BSalgorithm by figures. 
We have investigated the following scheme of transformation of 32 bits as 4 blocks witch called B. The 

first and forth byte of an input combination are processed by using EXP function ( )(aX ) and second and third 
bytes are processed by using LOG function ( )(aL ).  

In this step we can change primitive number 45 witch used in SAFER cipher with another primitive 
numbers 257. We called this primitive number Q .After this transformation all 32 bits vector at the output 
(Figure A) are shifted 2 times, first 32 bits circular shift J1bits (Figure B) 

Obviously for each initial state there will be some number of different 32 bits generated after which the 
machine comes back to the initial state. All different 32 bits vectors generated after an initial state will be called 
to be a cycle.  
 
Merits of GFSR_BSBSGenerator: 

In this section we investigate how the GFSR_BS algorithm turns drawbacks (d1-d2) of the GFSR algorithm 
into merits (Tm1)–(Tm2) without loss of the original merits (m1)–(m3), as stated in the introduction. 

For (m1), the number of memory references, which has the greatest effect on the speed, is unchanged. 
Only one bit operation, one conditional operation, and one exclusive-or operation is requiredto be added. 

Thus, the operation >> (cycle Shift)can be implemented with a few machine instructionsusing an assembler 
language. One can also write an efficient and portable code in any languagepossessing bitwise exclusive-or 
operation. 

The merit (m2) is virtually preserved. In fact, in this paper we implement useful and practicalexamples of 
sufficiently long periods. The merit (m3) is partially affected in the following sense. Thealgorithm itself is valid 
for any word size. 
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Fig. A: 

 
Fig. B: 

 
Second circular shift J2 (Figure C), and then make XOR main 32 bits with result of J1 and J2 circular shift. 

So the schematic of transformation is depicted below. 
The quality and performance of GFSR_BS are comparable to other algorithms. (e.g. ADD–WITH–CARRY 

(AWC)and SUBTRACT–WITH–BORROW(SWB) (Fushimi, M., and S. Tezuka, 1983)). 
The period of AWC (or SWB) is nearly maximal with respect to the memory area, hence these generators 

have similar properties to (Tm2). Strictly saying, the period of GFSR_BS generators isnearer to the maximal, 
hence GFSR_BS is a bit superior to AWC (SWB) from the view point of the easyinitialization and the 
uniformity, but there seems to be no significant difference. As for the generationspeed, there would be no great 
difference. From the view point of portability, AWC (SWB) is slightlysuperior to GFSR_BS, since the former 
does not use exclusive-or. 

 
Fig. C: 

 
In Continue, make new B witch is 

 
f(B)=  B  XOR  (B>>j1)  XOR  (B>>j2) 

 
(Notation: symbol (>>) meaning circular Shift) 
After that each of the new bytes goes to the corresponding input and overall transformation is repeated 

again (Figure D). 
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Fig. D: 

 
 

Experiments On Our Generator: 
We have written a program to generate all possible cycles with all primitive numbers of  257(called Q) and 

try on different J1 and J2

 So this model can generate more than %99.98 numbers in one loop. Quite surprisingly an initial 32 bits 
state is 0,0,0,0. 

 bits cycle shift, and find out that there is one major cycle that has “almost” all 32-bit 
combinations, if q=53, J1=9 and j2=30 namely 4294277363out of 232 =4294967296. 

We have also investigated the same schematic but with other primitive number of 257 and different bit 
shifts and different Primitive number; the resulting are show in table 1 and figure E. 
 
Table 1: Show 3 Max loops  of Some Primitive Numbers of number 257 With J1 And J2 Shift. 

Q 
(Primitive 
number 257) 

J1 
Bits Shift 

J2 
Bits 
Shift 

 
Max Loop 

 Q 
(Primitive 
number 257) 

J1 
Bits 
Shift 

J2 
Bits 
Shift 

 
Max Loop 

3 4 24 4249497032 63 2 30 4274370348 
3 1 2 4059243809 63 6 18 4246018945 
3 3 21 4148477419 63 17 29 4258712811 
14 12 15 4278791901 83 5 8 4289800954 
14 2 17 4287028661 83 2 26 4281600581 
14 5 26 4283573490 83 4 6 4289012706 
33 2 12 4187225831 85 1 7 4280006102 
33 2 7 4114115451 85 1 8 4026114288 
33 1 18 1114239420 90 3 16 4270402651 
40 13 2 4293881554 90 5 23 4257197424 
45 2 14 4254291916 90 3 16 4270402651 
45 11 22 1257416335 91 7 29 4281357057 
45 17 27 3249034756 91 8 21 4279902442 
47 12 20 4260862948 91 19 21 4239834067 
47 2 23 4279421986 93 2 21 4288381423 
47 15 29 4287017349 93 3 4 4271542297 
48 19 22 4286902987 93 8 9 4281752869 
48 9 29 4208453676 94 2 10 4243509002 
48 8 22 4205931804 94 5 10 4290534086 
51 15 30 4237169501 94 26 31 4290288692 
51 18 20 4279631474 96 3 20 4262875087 
51 20 29 4222856768 96 7 30 4264094092 
53 2 6 4255602289 96 9 10 4268379948 
53 6 13 4271633434 97 3 26 4287060132 

9 53 30 97 4294277363 4 28 4288836347 
53 10 14 4270575187 97 7 15 4283443469 
54 9 19 4292623854 101 1 20 4292073598 
54 4 25 4287499907 101 2 24 4291367407 
54 5 12 4258899210 101 5 18 4263925207 
55 3 7 4253438879 102 4 12 4099313048 
55 14 24 4291539176 102 4 29 4003666641 
55 13 21 4292979968 102 5 27 4247083971 
56 3 15 4276654854 138 1 20 3801511394 
56 11 18 4250327546 138 1 23 4209300131 
56 12 29 4262152275 138 1 31 4023592886 

 
In figure E we show line chart witch show Table 1 Content  
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Fig. E: 

 
Implementation of  GFSR_BS in C: 

Good theoretical work on algorithms is often defeated by a poor computer implementation. This is 
particularly true of random number generators for two reasons: the overwhelming concern for speed and the 
inherent ill-conditioning of the problem. The emphasis on speed has often resulted in shortcuts. These shortcuts 
often accept approximations, which can be disastrous in random number generation. Other shortcuts are very 
machine-specific, and then often get used in the wrong environment. In continue we implement GFSR_BS 
algorithm in C witch show the simple implementation to generate random number very faster than other 
implementation. 
 
Table 2: Implementation of GFSR_BS 

main() 
{ 
unsigned int x[256],y[256],i,j1,j2,a,Counter,X,x1,x2,x3,x4; 
for(a=3;a<257;a++)   
if(primitive(a,257)==1) // a is primitive number of 257 
   { 
x[0]=1; 
x[1]=a; 
for(i=2;i<256;i++) 
x[i]=(a*x[i-1])%257; 
x[128]=0; 
for(i=0;i<256;i++) 
y[x[i]]=i; 
for(j1=1;j1<32;j1++)           // j1 Bits First cycle Shift  
for(j2=j1+1;j2<32;j2++)   // j2 Bits Second cycle Shift  
      { 
Counter=0;   X=0;                  // X is seed Number 
do{ 
x1=X%256; x2=(X>>8)%256; 
x3=(X>>16)%256;   x4=(X>>24)%256; 
 
x1=x[x1]%256;   x2=y[x2]%256; 
x3=y[x3]%256;   x4=x[x4]%256; 
 
   X=((x4 <<24)^(x3<<16)^(x2<<8)^x1) % 4294967296; 
        X=(X^(X>>j1)) ^ (X<<(32-j1)) ^ (X>>j2) ^ (X<<(32-j2))% 4294967296 ; 
Counter++; 
}while(X!=0);} 
} 

Notation:function primitive (a,n)  return True if a is primitive number of  
 

n. 
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Conclusion: 
An m-sequence-based pseudorandom number generator GFSR algorithm was proposed. Thisalgorithm 

retains most of the merits of the original GFSR algorithm, and shows improvements in threearea: 
(1) Fast and carefree initialization.  
(2) The number of termsof characteristic polynomial. 
(3) Memory efficiency. 
It is interesting to see how we were able to generate a shift register without using any primitive polynomials 

but getting a period of repetition close to maximum possible. It would be very interesting also to investigate 
some additional structural properties of combinations inside a largest cycle. We can use above mentioned 
schematic to generate 256-bit keys (or more), a typical setting for the key lengths, by combining 8 above 
described generators. 
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