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 Background: Vehicle communications play a significant role in providing safety 

transportation by means of safety message exchange. Vehicular ad hoc networks aim at 

enriching road safety by providing vehicle-to-vehicle communications and safety 

related applications. Objective: To detect the insider attackers with the valid key, and 
identify the attacker who insert or chage malicious information into VANET. Results: 

The novel approach to protect vehicular communication is based on entity-centric trust, 

which is accomplished by PKI. But this method fails to detect the attackers with valid 
key. Current proposal for solving this problem is based on the data redundancy 

approach which is one of the promising approaches for data consistency checking. It 

detects inconsistencies in the received messages by comparing redundant messages 
received from multiple paths. In case of attackers having large share on the incoming 

edges, dynamic thresholds are used to detect the attacks. This approach is suffered by 

colluding attackers and removal of attacker nodes. Conclusion: In this paper we extend 
the data redundancy approach by enabling location-based misbehaviour detection 

(LBMD) scheme. In this scheme each vehicle on the path can independently decide 

whether the information received is correct or false. The decision is based on stability 
of recent messages and new alert with reported and estimated vehicle locations. This 

method reduces the communication and computation costs involved in detecting 

attacks. 
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INTRODUCTION 

 

Cooperative collision avoidance, local danger warning and road hazard notification are the safety related 

applications that could save lives. Indeed alerts from these applications enable the drivers to react to dangerous 

situations such as obstacles or bad road conditions, hence reducing the risk of an accident. It is essential to make 

sure that the life critical information in these applications cannot be forged or modified by an attacker.  

Vehicular networks are especially susceptible to fake attacks where misbehaving vehicles inject erroneous 

information into the network to affect the behaviour of other drivers for their selfish objectives. For example, in 

traffic congestion optimization honest drivers may be misled and driven to congested area by incorrectly 

injected information or modify the original information, while the attacker vehicle can enjoy less traffic on its 

own path. More dangerously, the drivers may be misled into crucial accidents. 

To prevent spreading of malicious information all protocols that are used for disseminating information 

must be properly secured. Otherwise attackers could be able to insert malicious messages into the traffic 

information systems. Due to this attackers could be able to cause accidents due to false information. Current 

proposal uses data-centric approach, which detects attacks based on data consistency rather than entity-centric 

trust. Among various data consistency approaches data redundancy is identified as a promising approach. In this 

approach message transfer is represented as a directed graph. Only the final receiver of the message could be 

able to detect the attack. This method is not applicable to find the attackers and not immune to Sybil attack. 

To handle this problem in this paper we propose the misbehaviour detection scheme in data redundancy 

approach. This scheme detects and identifies the attackers based on vehicle movement after sending the alert 

message. This method is greatly immune to Sybil attack, because this method does not require voting scheme.  
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Related Work: 

Bissmeyer et al (2009) proposes an innovative signature based intrusion detection method that verifies 

vehicle movement data by applying plausibility model. This model assumes that only a single physical vehicle 

can occupy a certain space at a certain time. The attacker is detected based on vehicle mobility data available 

from cooperative awareness messages (CAMs) that are sent periodically by all nodes in VANET. But the 

position information obtained from these messages could not be assumed 100% accurate. 

Petit et al (2008) uses a consensus mechanism to increase the trustworthiness of received messages. Thus, 

vehicles make a decision when a threshold is reached. Kalman filter is used to model the threshold; kalman filter 

is a set of mathematical equations that provides an efficient computational means to estimate the state of a 

process, in a way that minimizes the mean squared error. But the selection of default and best threshold value is 

difficult in this method, it should be chosen carefully. 

Wang et al (2008) defines the radio connectivity between nodes s and d as the minimum number of 

jammers needed to disrupt all communication between s and d. Networks with high node connectivity are more 

robust against node failures. This paper assumed external attackers that aim at destroying links and choose their 

position in the network. Due to the exponential nature of the exact solution, we were only able to simulate 

networks with no more than twenty nodes in this method. 

Studer et al (2011) focused on threshold-based event validation where an event is considered valid if the 

number of reports exceeds a certain threshold. This scheme requires much less overhead to accurately detect a 

threshold number of alerts. This method can output an accurate decision based on an inaccurate estimate. But an 

attacker could subvert the decision of this scheme by a single special message that represents a high count in a 

probabilistic threshold-based validation scheme. 

Cao et al (2011) presents the notion of proof-of-relevance (PoR), which consists in proving that the event 

report is authentically relevant to the event it has reported. PoR is accomplished by collecting authentic 

consensus i.e. digital signatures on the event from witness vehicles in a cooperative way. Reports with less than 

T signatures will be discarded. Currently this scheme is not used in realistic applications of vehicular networks.  

  

Proposed Model: 

In VANET security is provided by means of public key infrastructure (PKI). In this paper PKI is used to 

detect the unauthorized vehicles from entering into the VANET. PKI is used to provide one (and only one) valid 

public key and private key pair at a time for each vehicle. For example, auto manufactures can act as certificate 

authorities to generate and sign key pairs. Each key pair will then be stored in an OBU of each vehicle. But 

some vehicles change as malicious after getting into VANET; PKI fails to detect such malicious vehicles. 

In this paper we are proposed data redundancy approach with location-based misbehavior detection scheme 

to detect insider attacks and identify the attackers. After find out the attacker, it is broadcasted to all other 

vehicles in VANET by RSU using beacon messages. 

 

Data Redundancy With Location-Based Misbehavior Detection: 

In this method not only the destination every node in the path from source to destination vehicle can 

identify the attacker and report it to the nearest RSU. This method is based on the position of attacker after 

sending the alert messages. 

 

A) Dissemination of Messages: 

In this method two types of messages are used, they are alert messages and beacon messages. Alert 

messages contain the type of event occurred, the location of the event e, the time at which the message had been 

sent and the location of vehicle which sends the message. It is represented as, AM= {Te, Le, t, Ls} Where, e can be 

any event. All these messages have the highest priority than other messages. Beacon messages are periodic 

messages, they are used to carry out acknowledgement, or some other information about vehicle. In our 

approach beacon messages used to carry the location of sender and time at which the beacon was sent. It is 

represented as, BM= {t, Ls}. 

 

B) Rebroadcast the Safety Messages: 

Every node in the path that receives the alert message (AM), add its own location in that message and 

forwards it to the destination d. After forwarding the message it waits for the beacon message from the sender of 

the message.  

 

C) Data Redundancy approach at destination: 

Data redundancy is one of the promising approaches for data consistency checking. The main idea of 

consistency checking is to allow multiple sources to create and deliver the messages, and enables the destination 

to detect inconsistencies in the different received safety messages. In this approach the messages are delivered 

via multiple paths. Message transfer is represented as directed graph where each node represents vehicle. 
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Fig. 3.1: Example graph showing data redundancy approach 

 

Consider the fig.3.1 where source s creates and sends messages to destination vehicle d via multiple paths 

such as through (1, 2), (3, 4) and (5, 6). So that it could be able to detect inconsistencies in case of attackers in 

any of these paths.  Then metrics are derived from this graph that is used to estimate the supportability of 

protocols for redundancy approach. 

For example, if source s creates a message; “There is traffic at location X” and sends it via (1, 2), (3, 4) and 

(5, 6) to destination d. If vehicle 3 turns out to be an attacker then it modifies the message as “There is no traffic 

at location X”. But destination d able to detect the modification by comparing the messages received from all 

three paths.  Metrics are used to measure the probability of attack and attack detection. 

  
Table I: Metrics 

a) Redundant Paths 

    This metric refers to the number of paths that does not contain any common nodes between them. These paths are determined by 

using modified edmondskarp algorithm. 

 b) Critical nodes 
    This metric refers to the node that is common in all paths between source s and destination d. The presence of critical nodes denotes 

the highest probability of attack. It is denoted by “C”. If R>2, then C is automatically 0. 

c) Distribution of information 

    This metric refers to the number of vehicles that are successfully receives the message from source s. This metric is denoted by “S”. 

   

But this approach is not able to detect the attack if there are only two redundant paths, because the 

destination vehicle could not be able to identify the original message. To solve this problem dynamic thresholds 

are used in this approach, in which decision is made after receiving a threshold number of same messages. But 

still now there is no proper method of determining best and default threshold value. This method is affected by 

colluding attackers and it increases delay in decision making. To handle this problem and identify the attacker 

we propose location-based misbehaviour detection scheme with redundancy approach. 

 
Table II: Notations 

Notations Meaning 

N Number of nodes in the network 

ni ith node in the path 

Ri ith RSU 

FI Freshness Interval 

AM Alert Message 

BM Beacon Message 

D Distance  

SD Safety Distance 

D(Lst1,Ldt2) Distance between the source and destination vehicle 

T Time 

Le Location of event 

Te Type of event e 

                               

D) Applying Timestamp and Location Verification: 
In this step we are applying a method that consisting of a sequence of steps. The alert message forwarded is 

considered valid if it satisfies all the steps given below. If it fails even in one step the message is discarded. 

1. Suppose if node i in the path forwards the alert message at time t1 then the next node j receives the 

message at time t2. Node j verifies the reception time t2 by using the formula, 

c

LLD
tt tt dS ),(

21

12  --------------- equation          (1) 
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Where c is the speed of light, D(Lst1,Ldt2) is the distance between source and destination location. The 

distance between node i and node j is calculated using GPS. The message is considered valid if t1<t2 and t2-t1<FI. 

FI is called freshness interval, it is a threshold time after which the message becomes stale. FI is different for 

different alert messages. It is high for high priority messages. 

2. After receiving the alert message at t2 node j calculates the distance between its current location and 

location of the event in the alert message denoted as D(Ldt2, Le). If D(Lst1,Ldt2) < D(Ldt2,Le) then the message is 

considered valid. Then node j waits for beacon message from node i. 

3. If node i fail to send the beacon message then node j assumes that node i is an attacker. Otherwise the 

beacon message received is verified for validity similar to step 1. That is if node j receives the beacon message 

at time t4, which is send by node i at time t3, t4 is verified by using the equation (1). 

4. Finally the distance is verified by using the condition D<SD, where D is the distance travelled by node i 

at time t3, SD is the safety distance which denotes the distance travelled by node j after receiving the alert 

message (AM) and before receiving the beacon message(BM). 

If this condition holds then node j consider this message as valid and broadcasts this message to all other 

nodes in VANET. Otherwise node j creates the negation of message and forwards it to the destination d and 

reports it to the nearest RSU. 

 After receiving such message, RSU compares the received message with its own observation. If the 

match is found then RSU creates the warning message about the attacker and broadcast it to all other nodes. 

 

                                
Fig. 3.2: Accident Notification Send to Destination 

 

In fig.3.2 we can see that the vehicles are moving in highways with three lanes. After the accident has took 

place in the second lane, the vehicle that observes the event creates and broadcast alert to all vehicles or forward 

it to the requested vehicle. Then each vehicle that receives the message applies data redundancy with location-

based detection scheme to verify the reliability of messages. 

 

RESULTS AND DISCUSSION 

 

In our simulations we are using various protocols for disseminating information such as AODV, Geocast 

and other protocols. In this paper we are assuming that apart from vehicles that are participating in forwarding 

process between source and destination, all other remaining vehicles create and disseminating messages as well. 

Our simulations are done using Network Simulator-2. Simulations are done by not considering node mobility 

because we focus only on single message transfer. 

 

Simulation Parameters: 

Metrics in table I is used as simulation parameters. Each metric is simulated against number of nodes.  
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Fig. 4.1.a: Number of nodes Vs Node-disjoint paths b) Number of nodes Vs Critical nodes  

 

Number of node-disjoint paths is used to estimate the possibility of detecting attacks in VANET. In fig 

4.1.a) we can see that when the number of nodes increased, number of paths is increased in existing data 

redundancy approach(DRA). When the number of paths increased if the attacker having large share on incoming 

edges the attack cannot be detected. Since our proposed DRA with location-based misbehaviour 

detection(LBMD) scheme provides better results than existing data redundancy approach.  

 Number of critical nodes is used to understand the success rate of attacker. From the fig.4.1.b) we can 

understand that the success rate of attacker is reduced in our proposed redundancy with location-based detection 

scheme than existing Data Redundancy Approach. It is because of the use of timestamp and location 

information in beacon messages. In figure 4.2 we can see that in the data redundancy approach alone the 

distribution of correct information is low. But in the proposed method which combines redundancy with 

Location-Based Misbehavior Detection scheme provides high degree of distribution of information because it is 

resilient to sybil attack. 

 

 
Fig. 4.2: Number of nodes Vs Distribution of Information (DoI) 

 

Conclusion: 

In vehicular ad hoc networks the design of security solution attracts more and more attention from research 

groups. In this paper we have discussed the limitations of existing PKI approach. We have extended the 

proposed data redundancy approach with location-based misbehavior detection scheme. This extension allows 

the vehicle to detect the attack and identifies the attacker. This scheme allows RSU to inform the position of 

attacker to all other vehicles in VANET. This scheme is applicable to vehicles moving in a single direction. The 

simulation results show that all protocols that are used for disseminating information able to detect the attacks 

much better than existing approach.  
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