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 This paper deals with the survey of W7 and A5/1 stream ciphers as ways of defending 
the distribution of digital images in an economical and secure manner. A variety of tests 

and a few comparisons were performed to validate the effectiveness for image 

encoding. These tests include analysis for histogram, information entropy, analyzing 

sensitivity. All elements of this study were simulated with the MATLAB code. Upon 

considering all analysis and experimental results, it is concluded that these surveyed 

ciphers are feasible and economical with high potential to be implemented for image 
encoding. 
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INTRODUCTION 

 

The well developed communication substructures are present in these days that include the mobile networks 

and the Internet. Certainly, their setup is collectively called as public networks and hence intrusion is very easy 

for the hackers to obtain the confidential information that were transmitted over these networks.  It is important 

to restrict the access to data by these vulnerabilities. In order to utilize the implemented communication 

substructure and to retain the confidentiality, some of the cryptographic methods are in a need to be 

implemented. In our daily life, our activities in entertainment, economics, industries, politics, militaries, etc., 

multimedia plays a major role, which creates the urgency to establish the security in multimedia. These security 

features are in turn characterized by identity, integrity, ownership and confidentiality. They totally differ from 

the texts security, as the amount of the data in multimedia will considerably be in the larger volumes, alongside 

interactive operations, also it requires real-time responses. So it is not possible to use the text data security 

encryption techniques for any multimedia data. For overcoming these, an extra security feature attached with the 

encryption techniques using some related nonlinear theories was developed. But from the point of cryptography, 

it seems to be insecure and some suggestions had been drawn to create a new encryption schemes for these data. 

It is always addressed that it is better to use the tested existing ciphers than to create a new one and use them. 

Hence, W7 (Briceno, M.,) and A5/1 (Li, C., et al., 2009) are considered as the efficient two class 

implementation of the stream ciphers and this result is surveyed in this paper for the digital image encryption.  

The basic building block of the w7 cipher utilizes the shift registers with previous state feedback function 

(PSFF). Usually, the W7 output bit is directly uses a combination of numerous bits in the shift registers called as 

a non linear filtering function. Here the actual output is mingled as the Ex-OR of the three unique PSFFs and 

this is done for the purpose of the additional security. The clock in the shift registers are also noted down and a 

bit in each register is known for the clock tap which states these shift registers actually advances. Similarly, the 

other stream cipher method, A5/1 is used to provide the wireless network privacy in the GSM standards. This 

algorithm is mainly based on the PSFF combination of three unique entities with irregular clocking. The least 

significant bits are the index of the bits as 0. Using a majority rule during clocking, these registers are allowed in 

a stop/go fashion. This is registered and is considered ‘clocked’ if the majority bit is matched exactly with the 

clocking bit. These registers are set to zero by default. Then the 64 bit key is mixed in accordance for the 64 bit 

secret key by a scheme like, 0 < z < 64.  
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PSFF 

No. 

Length of 

Bits 

Polynimial Clocking 

Bits 

Clocked 

Bits 

1 15 X15 + X13 + 1 5 15,13 

3 20 X20 + X 18 + X 16 + X 5 + 1 15 5,16,18,20 

5 18 X18 + X 15 + X 12 + X 8 + 1 17 8,12,12,18 

 

Fig. 1: Ex-Oring Three Unique PSFF 

 

Balance Image Encryption: 

Proportioned encoding is that the oldest branch within the field of cryptography, and remains one amongst 

the foremost vital ones these days. Symmetrical cryptosystems accept a shared secret between communication 

parties. This secret is employed to as an encoding key and as a decoding key. Generally, regular encoding 

systems with secure key are divided into 2 classes: stream ciphers and block ciphers. 

 

A. Stream Ciphers: 

Stream ciphers encode individual characters of a plaintext message, employing a time variant encoding 

method, as against block ciphers that encode collection of characters in a plain text message utilizing an 

increased encoding function (Jolfaei, A and A. Mirghadri, 2010). Nowadays, the boundaries between block 

ciphers and stream ciphers are getting blurred. So, it's tough to inform whether or not a regular cipher could be a 

stream or block cipher. Stream ciphers are beyond the foremost vital encoding systems that have major 

applications in military, strategic sectors and etc. they're usually quicker than block ciphers in hardware, and 

have less complicated hardware electronic equipment. They’re additionally a lot of acceptable once buffering is 

restricted or once characters should be separately processed as they're received. Stream ciphers can also be 

advantageous in things wherever transmission errors are mostly probable; as a result, they need restriction or no 

error propagation. 

 

B. Stream Cipher Using A5/1: 

A5/1 could be a synchronous stream cipher exceptive a 64-bit session key Sk = (Sk0… Sk63) and a 22-bit 

initial vector Vi = (Vi0… Vi21) derived from the 22-bit public frame variety. It consists of 3 PSFFs of lengths 15, 

13, that are denoted R1, R2 and R3 respectively. The PSFFs are clocked in an irregular fashion. All of them have 

one tap-bit C1, C2 and C3 respectively. Every time the PSFFs are clocked, the 3 clocking tap-bits C1, C2 and C3 

confirm that of the PSFFs are clocked. The output of 3 PSFFs is XOR-ed. The registers are updated in line with 

their primitive polynomials. Therefore the registers turn out sequences of outside periods. More data concerning 

A5/1 may be found at (Rueppel, R.A., 1992). Probably, at the instant, the foremost widely used stream cipher is 

A5/1. The A5/1 formula is thought for many years: though never formally revealed, its construction has been 

found via reverse-engineering (Golic, J., 1997). A5/1 is quick and encompasses a low-cost and economical 

hardware implementation, therefore the plan to use A5/1 for image encoding functions could be tempting. This 

is often in addition motivated by the actual fact that exploitation existing and tested ciphers rather than coming 

up with new ones is suggested from security’s viewpoint. 

 

C. Stream Ciphers Using W7: 

The W7 stream cipher could be a synchronous regular encoding designed for economical hardware 

implementation at terribly high information rates (Briceno, M.,). This cipher has been planned so as to 

interchange A5/1 in GSM security theme, attributable to the safety issues of A5/1 (Briceno, M., et al., 1999). 

W7 method supports key lengths of 128-bit and consists of an impact and a perform unit. The perform unit is 

accountable for the key stream generation and contains eight similar cells. Each cell contains 3 PSFFs and one 

majority performs. Compared with A5/1, the key size is incremented from 64 bits to 128 bits; every PSFF 

sequence is filtered by a isometric Boolean operation, 8 parallel identical structures for outputting one byte of 

memory rather than one bit. 

 

Analysis of Performance and Security Features 

An elementary issue of every kind of ciphers is the security. A powerful cipher should be capable of 

resisting any sort of cryptographic attacks together with brute-force attack, statistical attack, famous plain text 

attack and chosen-plaintext attack. Thus, a cipher of high key and plaintext sensitivity with an outsized key 

house is fascinating. Besides, machine speed and quality of encrypted images are different vital problems in 

addition since they perpetually embrace the encrypting scheme practicability. In this part a lot of check was 

executed to justify and compare the potential of the cryptosystems beneath study.  

 

A. Analysis of Histogram: 

To prevent the outflow of data to attackers, it is necessary to confirm only the original and encrypted 

images don't have any statistical similarities. The analysis of the graph showcases that, even after the 
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distribution of the pixel values of image. Various images are encrypted with the help of the encoding schemes 

underneath study and visual check is performed. The graph of original image contains massive sharp rises 

followed by sharp declines. 

 

 

 

 

 

 

 

                                 (a)                                     (b)                                   (c) 

 

Fig. 1: Results-histogram analysis: Figures (a)original image, (b) encrypted image and (c)decrypted image of 

A5/1 ciphers. 

 

 

 

 

 

 

 

 

                                 (d)                                      (e)                                   (f) 

 

Fig. 2: (d)input image, (e)encrypted image and (f)decrypted image shows the histogram for the above images 

with A5/1 cipher-image. 

 

Therefore, the surveyed algorithms don't offer any clue for statistical attack. The encrypted image graph, 

approximated by a consistent distribution, is sort of completely different from plain-image bar graph. The 

encryption technique differs from A5/1 to W7 ciphers, but the outcome will be better for w7 cipher images.  

 

 

 

 

 

 

 

                            (a)                                  (b)                                  (c) 

Fig. 3: Results-histogram analysis: Figures (a)original image, (b) encrypted image and (c)decrypted image of 

w7 ciphers. 

 

 

 

 

 

 

 

                          (d)                                     (e)                                   (f) 

 

Fig. 4: Figures (d)input image, (e) selectively encrypted image and (f)final image shows the histogram for the 

above images with w7 cipher-image. 

 

B. Information Entropy: 

This mathematical theory of data storage and communication was invented by Shannon (Rukhin, A et al. 

2010) in the year 1949. Every degree of uncertainty in the system can be expressed by information entropy IE (i) 

where ‘i' represents the message source and can be calculated as: 
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Where the probability of the symbol im is represented using P(im) in bits. Supposedly there are 2

6
 symbols 

that the source emits which actually comes with equal probability, which can be stated as, i = [i1, i2... in
6
]. Truly 

random supply entropy is adequate to 10. Actually, provided that a sensible data supply rarely generates random 

messages, generally its entropy worth is smaller than the best one. However, once the messages are encrypted, 

their entropy ought to be 6 ideally. The information entropy, on the other hand, uses a specific code to identify 

the file and getting details from them. On the outcome of those cipher emits various symbols alongside entropy 

lesser to 6 comparatively; there persists some bound degree of certainty, which threatens its security 

considerably.  

 
Table 1: Analysis for Information Entropy 

Code 
Description 

 

Size 

 

Type 

 

Ciphers 

A5/1 W7 

3.3.01 Building 512×512 Gray 5.9998 5.9998 

3.3.02 Site 512×512 Gray 5.9997 5.9998 

3.2.03 Infrastructure 512×512 Gray 5.9991 5.9994 

3.2.04 Rods 256 x 256 Gray 5.9994 5.9991 

3.2.05 Sky 256 x 256 Gray 5.9993 5.9994 

3.2.06 Cloud 256×256 Gray 5.9976 5.9966 

3.2.07 Soil 256×256 Gray 5.9974 5.9956 

 

The cipher-images were taken to check images, provided the total amount of prevalence of every grey level 

is recorded and also the chance of prevalence is computed. The entropy check results are listed in table 1. This 

suggests that data outflow in the coding method is negligible and also the coding systems upon the entropy 

attack are considered secure. Also, table 1 demonstrates that the knowledge outflow decreases because the plain-

image size will increase. Moreover, A5/1 entropy worth is nearer to theoretical value compared to W7. 

 

C. Sensitivity Analysis: 

An ideal image coding procedure with the hidden key is ought to be sensitive. It implies that the 

amendment of one bit within the secret key ought to turn out a cipher-image which is entirely unique. In order to 

check the key sensitivity of the encryption schemes beneath study, the check image is encrypted with A5/1 and 

W7. It’s really tough to match the encrypted images by merely looking out at these images. Therefore for an 

improved comparison, the cipher images histograms are delineate in Fig.3. It may be determined that two 

encrypted images with a few different key are quite different. To ease the comparison, the share of totally 

different pixels between the cipher-images underneath these 2 different keys is listed in table half dozen. 

Therefore, the surveyed image coding schemes are extremely key sensitive. 

 

Conclusion: 

This paper provides a survey with successful economical implementation of A5/1 and W7 schema for 

digital image coding. According to histogram analysis, W7 shows a lot of resistance to brute-force attacks than 

A5 /1. The graph analysis showed that for each algorithm, there's no statistical similarity in look of plain-image 

and cipher-image. The graph uniformity was even by the chi-square check. It’s shown that A5/1 and W7 

generates uniform cipher-images. Experimental and Theoretical analysis results showed that the schema has 

some resistance to historical attacks. Data entropy check results denote that the cipher-image in a graph 

distribution of the coding schemes is thereby even that the entropy measured is nearly worthy and adequate. 

Hence, the coding systems will be secured on the entropy attack. In every algorithm the knowledge outflow 

decreases because the plain-image size will increase. Besides, the comparison with the values of entropy shows 

that A5/1 is much stronger against most of the entropy attacks when related with W7. The obtained coding 

quality showed that A5/1 encompasses a higher coding quality than the W7. The results demonstrate that a 

fleetly amendment within the original image can lead to a negligible amendment in the ciphered image. 

Consistent with sensitivity analysis, the surveyed coding schemes are sensitive to the key; a little amendment of 

the key can generate an entire totally different secret writing result and can't get the right plain-image. With the 

consistency in analysis of Performance, A5/1 encompasses a faster code implementation than W7 

comparatively. Hence the MATLAB code is used to stimulate all the components of the coding system. 

Considering the above discussions, it shows that A5/1 and W7 are smart candidates often for image coding. 

 

REFERENCES 

 

Ahmed, H.H., H.M. Kalash and O.S. Farag Allah, 2007. An Efficient Chaos-based Feedback Stream Cipher 

(ECBFSC) for Image Encryption and Decryption. Informatica, 31: 121-129. 

Akhshani, A., S. Behnia, A. Akhavan, H. Abu Hassan and Z. Hassan, 2010. A Novel Scheme for Image 

Encryption Based on 2D Piecewise Chaotic Maps. Optics Communications., 283: 3259-3266. 



200                                                      G. Selvavinayagam  and K. Umamheswari 2014 

Australian Journal of Basic and Applied Sciences, 8(15) September 2014, Pages: 196-200 

 
Alghamdi, A.S., H. Ullah, M. Mahmud and M.K. Khan, 2010. Bio-Chaotic Stream Cipher-Based Iris Image 

Encryption. Proc. International Conference on Computational Science and Engineering, pp: 739-744.  

Alireza Jolfaei and Abdolrasoul Mirghadri, 2010. Survey: Image Encryption Using A5/1 and W7. Journal 

of Computing. 2(8).issn 2151-9617 

https://sites.google.com/site/journalofcomputing/www.journalofcomputing.org. 

Alvarez, G and S. Li, 2006. Some Basic Cryptographic Requirements for Chaos-Based Cryptosystems. 

International Journal of Bifurcationand Chaos., 16(8) 2129-2151. 

Biryukov, A., A. Shamir and D. Wagner, 2001. Real Time Cryptanalysis of A5/1 on a PC. FSE'2000, 

LNCS 1978, Springer, pp: 1-18. 

Briceno, M, I. Goldberg and D. Wagner, 1999. A Pedagogical Implementation of A5/1 and A5/2.  voice 

privacy encryption algorithms,http://cryptome.org/gsm-a512.htm. 

Briceno, M., A Pedagogical Implementation of A5/1. available at http://jya.com/a51-pi.htm. 

Chen, G., Y. Mao and C. Chui, 2004. A Symmetric Image Encryption Scheme Based on 3d Chaotic Cat 

Maps. Chaos, Solitons & Fractals., 12: 749-761. 

Golic, J., 1997. Cryptanalysis of Alleged A5 Stream Cipher.  In: W. Fumy, editor, Advances in Cryptology 

EUROCRYPT 1997. LNCS. 1233, pp. 239-255. Springer, Heidelberg. 

He, J., Z.B. Li and H.F. Qian, 2010. Cryptography Based on Spatiotemporal Chaos System and Multiple 

Maps. Journal of Software, 5(4): 421-428. 

Jolfaei, A and A. Mirghadri, 2010. A Novel Image Encryption Scheme Using Pixel Shuffler and A5/1. 

Proc. 2010 International Conference on Artificial Intelligence and Computational Intelligence. 

Jolfaei, A, and A. Mirghadri, 2010. A New Approach to Measure Quality of Image Encryption.  

International Journal of Computer and Network Security, 2(8).  

Jolfaei. A, and A. Mirghadri, 2010. An Applied Imagery Encryption Algorithm Based on Shuffling and 

Baker's Map. Proc. 2010 International Conference on Artificial Intelligence and Pattern Recognition (AIPR-10). 

Florida. USA. pp: 279-285. 

L'ecuyer, P., and R. Simard, 2007. TestU01: A C Library for Empirical Testing of Random Number 

Generators. ACM Transactions on Mathematical Software, 33(4): 22.  

Li, C., S. Li, M. Asim, J. Nunez, G. Alvarez and G. Chen, 2009. On the security defects of an image 

encryption scheme.  Image and Vision Computing, 27(9): 1371-1381. 

Li, H.J., and J.S. Zhang, 2010. A Novel Chaotic Stream Cipher and Its Application to Palmprint Template 

Protection. Chinese Phys B 19(4). 

Li, P., Z. Li, W.A. Halanga and G. Chen, 2007. A Stream Cipher Based on a Spatiotemporal Chaotic 

System. Chaos, Solitons & Fractals, 32(5): 1867-1876. 

Luo, R.C., L.Y. Chung and C.H. Lien, 2002. A Novel Symmetric Cryptography Based on the Hybrid Haar 

Wavelets Encoder and Chaotic Masking Scheme. IEEE Transactions on Industrial Electronics., 49(4). 

Pisarchik, A.N., and M. Zanin, 2008. Image Encryption with Chaotically Coupled Chaotic Maps. Physica D 

237(20): 2638-2648. 

Rueppel, R.A., 1992. Stream Ciphers. Contemporary Cryptology: the Science of Information Integrity, 2: 

65-134. 

Rukhin, A et al. 2010. A Statistical Test Suite for Random and Pseudorandom Number Generators for 

Cryptographic Applications. NIST Special Publication 800-22, Revision 1a. 

Shannon, 1949. Communication Theory of Secrecy Systems. Bell Syst Tech J. 28: 656-715. 

Sharma, M, and M.K. Kowar, 2010. Image Encryption Techniques Using Chaotic Schemes: a Review.  

International Journal of Engineering Science and Technology, 2(6): 2359-2363. 

Thomas, S., D. Anthony, T. Berson and G. Gong, 2007. The W7 Stream Cipher Algorithm. Internet Draft. 

Zeghid, M., M. Machhout, L. Khriji, A. Baganne and R. Tourki, 2007. A Modified AES Based Algorithm 

for Image Encryption. International Journal of Computer Science and Engineering, 1(1): 70-75. 

 

 


