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 Background: Recent days have seen steep rise in the concern for preserving privacy of 

sensitive information during publishing. When publishing microdata such as patient 

medical record, census information, data publishers need to be more vigilant to prevent 

information disclosure. Presence of Full Functional Dependencies in microdata is 
considered to be a reasonable adversarial knowledge. Objective: The objective of this 

paper is to review methods to protect privacy of sensitive data for the past 30 years. 

Also this paper aims to propose a novel recurrence based anonymization algorithm for 
creating anonymization groups which is considered to be NP-hard. Results: 

Experimental results show that recurrence based anonymization algorithm is 15.91% 

more efficient when compared to conventional bottom up partitioning algorithm applied 
to skewed CENSUS dataset and 5.88% more efficient when applied to CENSUS 

dataset also, numerous research problems are identified based on the survey of 30 years 

of evolution of privacy preserving strategies for publishing microdata.  Conclusion: In 
order to minimize the information loss and to improve the time performance, the 

proposed recurrence based anonymization algorithm considers frequency of sensitive 

attribute values for choosing split points. Also, this survey would promote a lot of 
research in the area of privacy preserving data publishing.  
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INTRODUCTION 

 

Disclosure of confidential data always turns out to be risky. In a secured environment, the user should be 

allowed to access the database to certain extend with the prior knowledge to his/her higher authority. If the user 

extends his knowledge beyond the limit then the data confidentiality as well as data privacy is lost. The 

confidential data may also include some personal data which affect people emotionally since their personal 

information is revealed. There is a definitive need to protect personal sensitive data. According to Sumit Dutta 

Chowdhury et al., (1999), indirect disclosure is difficult than the direct disclosure. The author specifies a 

structural approach to detect the disclosure of linked tables. For this LP Linear Programming methods are used 

in various confidentiality research projects. In this paper a detailed investigation is made on strategies evolved 

over past 30 years for preserving privacy of functionally dependent sensitive data. Evolution of privacy 

preserving mechanisms over a period of years is discussed substantiating the incremental improvements in 

solution devising methodologies. Increasing levels of risk involved in different levels of functional dependency 

disclosure is depicted. User-based mechanisms to protect the transactional sensitive information are explored. 

The V-repair algorithm and Bayesian network based mechanisms are examined as effective solutions to 

maintain consistency of sensitive database. Data disclosure by Conditional Functional Dependencies(CFDs) and 

corresponding protection mechanisms including pruning and realization techniques are examined in detail. 

The rest of the paper is organized as follows. Basic Definition and primitives are presented in Section 2. 

Section 3 outlines the various confidentiality problems addressed in literature. Various database anonymization 

techniques and information retrieval mechanisms prevailing in literature are studied in Section 4. Section 5 

describes the perturbation technique in functionally dependent data. A detailed literary review on  strategies for 

protecting personal information is presented in Section 6. Section 7 describes the breaches caused by conditional 

functional dependency. Role of data dependencies in improving data quality is discussed in Section 8. Section 9 
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describes the methods of discovering variants of conditional functional dependencies. Pruning techniques in 

literature with an intention of discovering conditional functional dependencies is dealt in Section 10. Section 10 

describes the exact correlation between data publishing and functional dependencies. Several grouping strategies 

to achieve (d,l)-inference in discussed in Section 12. A novel recurrence based anoonymization algorithm is 

proposed in Section 13. Section 14 speaks about the experimental results and evaluation. Section 15 concludes 

the paper and outlines the direction for future work.  

 

Basic Definitions and Primitives: 

Data refers to organized personal information in the form of rows and columns. Row refers to individual 

tuple or record and column refers to the field. Tuple that forms a part of a single table are not necessarily unique. 

Column of a table is referred to as attribute that refers to the field of information, thereby an attribute can be 

concluded as domain. It is necessary that attribute that forms a part of the table should be unique. According to 

L.Sweeney et al., each row in a table is an ordered n-tuple of values <d1,d2,....dn> such that each value dj forms a 

part of the domain of j
th

 column for j=1,2,...n where 'n' denoted the number of columns. 

 

Attribute: 

Consider a relation R(a1, a2,... an) with finite set of tuples. Then the finite set of attributes of R are {a1, a2,... 

an}, provided a table R(a1, a2,... an), {a1, a2,... aj}{a1, a2,... an} and a tuple l  R, l[ai,... an] corresponds to 

ordered set of values vi,...vj of ai... aj in l. R [ai... aj] corresponds to projection of attribute values a1, a2,... an in R, 

thereby maintaining tuple duplicates.                 

According to Ningui Li, Tiancheng Li et al.(2010), attributes among itself can be divided into 3 categories 

namely 

1. Explicit identifiers- Attributes that clearly identifies individuals. For eg, Social Security Number for a US 

citizen. 

2. Quasi identifiers- Attributes whose values when taken together can potentially identify an individual. Eg., 

postal code, age, sex of a person. Combination of these can lead to disclosure of personal information. 

3. Sensitive attributes- That are attributes needed to be supplied for researchers keeping the identifiers 

anonymous. For eg, 'disease' attribute in a hospital database, 'salary' attribute in an employee database.  

  Removal of explicit identifiers is the first step in the anonymization process as it will directly lead to 

identity disclosure and attribute disclosure. 

 

The Quasi Identifier: 

As proposed by L.Sweeney et al.(2002), a single attribute or a set of attributes that, in combination with 

some outside world information that can identify a single individual tuple in a relation is termed as quasi-

identifier. Given a set of entities E, and a table B(a1,…,an), fa: EB and fb: B  E', where E  E'. A quasi-

identifier of B, written UE, is a set of attributes {ai,…,aj}  {a1,…,an} where: si U such that fa(fb(si)[UE]) = 

si.  

 

k-Anonymity: 

  Let RT(A1,A2,….An) be a table and QIRT be the Quasi identifier. RT is said to be k-anonymous if and 

only if each sequence of  values in  RT[QIRT] appears atleast k-times in RT[QIRT]. In short, the Quasi identifier 

must appear at least 'k' times in RT, where k=1,2,3,... where 'k' is termed to be the anonymity of the table.  

 
Table 1: Microdata 2-anonymous Database containing sensitive Information 

Race Birth Gender Zipcode Disease (Sensitive Information) 

Black 1965 M 0213 Shortbreath 

Black 1965 M 0213 Shortbreath 

Black 1965 M 0214 Hypertension 

White 1964 F 0213 Obesity 

White 1965 F 0214 Chestpain 

White 1967 M 0213 Shortbreath 

White 1964 M 0214 Chestpain 

 

In the above table, Black occurs thrice and white occurs 4 times 1965 occurs 4 times,1967 occurs 1 

times,1964 occurs 2 times. The minimum occurrence of the Quasi identifier data is 2. So we conclude that the 

table is 2-anonymous.  

 

Functional Dependency: 

Let X and Y be two attributes of a database instance D. Functional dependency between the two attributes 

X and Y denoted by F: X→Y is defined as a constriction that for every pair of tuple t1 and t2 in D, if t1[x] = 

t2[x], then t1[y] = t2[y]. This implies that attribute values of Y on a tuple in D are determined by the attribute 
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values of X. X is termed to be the determinant attribute and Y is the dependent attribute and the attribute values 

of X are termed as determinant values and attribute values Y are dependent values. According to R.Elmasri et 

al.(2004)  it is not possible to make an automatic inference of a FD from a relation extension. A FD must be 

clearly specified by a person who is knowledgeable about the semantics dependency if FD X→Y is true for all 

values of X and Y. 

 

Confidentiality Problems Addressed In Literature: 

C. Goetz, R. Engelbrecht (1984) address the problem of handling and analyzing routing electronic data. The 

authors worked on the project "Monitoring of Trends and Determinants in Cardio Vascular Diseases" 

abbreviated as MONICA. The objective of the work is to find new data collection and storage strategies. 

Emphasis is also laid on statistical analyses and determinants of sickness. The authors also predicted the 

outgrowth of MONICA till 1994. The study was carried out by taking random samples from Augsburg 

population, affected by cardio vascular diseases. The demographic data of the region was obtained from local 

state registrar's office. Authors also addressed the problem of event detection that occurs in registration portion 

of MONICA project.  

Wagner.G. (1985) worked on the problem of protecting data of people in Federal Republic of Germany. 

The authors proceed on to the solution to the problem by warranting the protection of individualism and 

individual rights to expose their personal data. Also the freedom level of a researcher to access the medical data 

is also taken into consideration. Author also quotes that conflict between data protection and data publishing for 

research has not been considered while the Federal Privacy Act was laid. Federal Privacy Act applies to all 

private hospitals, hospitals sponsored by churches and other welfare agencies.  Apart from Federal Privacy Act, 

there are eleven Lander laws that is applicable to universities and university hospitals. The authors presented a 

detailed investigation privacy laws as well as Lander laws. In the very next year Dillaway, B. B., and J. Thomas 

Haigh (1986) described the inherent problems in secure database management systems and also proposed a new 

approach. The problem in securing multilevel databases are addressed with respect to data from Department of 

Defense (DoD). Other organizations that focused on solving the problem of securing multilevel databases during 

1986 were Honeywell's Secure Computing Technology Centre (SCTC) and Computer Sciences Centre (CSC). 

The design of secured DBMS allowed creation, manipulation and sharing of databases hosting information that 

spreads among multiple individuals.   

Stone, Dianna L., and Eugene F. Stone (1987) employed a 3 x 2 x 2 experimental design for data from 188 

managers and professionals in realtime. Their study dealt with interactive effects of information management 

problem, applicants race, their job nature, their educational qualification and likelihood to job success. Authors 

consider significant constraints on generalizability in finding the personnel decisions in actual organizational 

contexts. Ahituv, Niv, Yeheskel Lapid, and Seev Neumann (1988) expelled about the problems that arise during 

the illegal use of statistical databases by retrieving the private information about the individuals. Authors also 

demonstrated the potential possibilities of such retrieval process. A generalization algorithm is proposed, which 

covers the retrieval procedures. Several protective measures were also discussed and also the enhancement of 

those measure through encryption techniques were reviewed, criticized and certain new techniques were 

suggested. 

Guynes, Carl Stephen (1989) say that the analysis of data from different sources provide a variety of 

challenges, since more data yield better results, after they are merged. The data can be identified with the 

background knowledge of the individual which may also arise to disclose the confidential datum. To overcome 

the disclosure of the data the author proposed new algorithms and techniques. Straub Jr, Detmar W., and Rosann 

Webb Collins(1990) described that new and old legislations in 1990, does not clearly define the legal electronic 

data computer based system. Authors identified key issues, relevant laws and highlights implications for 

information scientists. Authors provide a detailed discussion on Intellectual Property Rights (IPR) protection 

mechanisms and protecting individual rights to secured data stored in computer based system. Inorder to deal 

with these issues, authors proposed specific methods to help companies in establishing satisfactory legal 

posture. Duncan, George T., and Robert W. Pearson (1991) represented criteria for the future access to the 

federally collected metadata. The desirable access to government database were analyzed. Author also considers 

and addresses the problem faced by the statistical community. The author has proposed the ―law of data access‖  

in this paper. 

 

Database Anonymization Techniques And Information Retrieval Mechanisms: 

Bethlehem, Jelke G., Wouter J. Keller, and Jeroen Pannekoek (1992)  presented a new model for the 

assessing disclosure of risk of a microdata set. The model is an extension of the previously presented model 

developed by Bethevehemental in 1988. The objective of this model is to assess the risk involved in anonymized 

data set. The risk is in turn dependent of two factors namely the ―coarseness‖ and size of data set. The author 

yields guidelines for the usage of the two dependents to control the risk of disclosure. Relationship  between  the 

confidentially  and privacy concerns with reference to mail returns to 1990 census is dealt by Singer, Eleanor, 
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Nancy A. Mathiowetz, and Mick P. Couper (1993). The author expels that  the confidentiality  and privacy  

concerns will considerably  affect the mail returns of demographic census data, even though the demographic 

variables are known. The impact of demographic variables is reported to be considerably small for black and 

white respondents. 

Bibas Steven A (1994) proposed certain strategies to limit the dissemination of data. In specific, authors 

focused on developing dissemination mechanisms for databanks and credit card bureau. Authors confine 

through their research that Americans have no compromise on their personal privacy issues. Certain solutions 

involving legislation, administrative regulation, state constitutional rights and fort law is proved to be inefficient 

because of ignorance of individual preferences and valuations. The legal basis for contractual approaches and 

certain contractual solutions to balance individual privacy and information economy is also dealt by authors. 

Klosgen, Willi (1995) proposed a genetic programming frame work for two important mining tasks such as 

classification and generalized rule induction. The genetic programming framework emphasizes the integration 

of GP algorithm and relational databases. This paper also propose some genetic operators needed for 

classification and generalized rule induction. The author conclude that this GP frame work leads to mitigation of 

data redundancy and improves scalability , data privacy control  and portability. 

Publishing  of the contingency  tables  containing  official  statistical  needs is dealt by Ferrer, Josep 

Domingo (1996). Contingency table publishing aims to preserve statistical  confidentialities and prevent 

statistical  disclosure. The problem of the usage of anonymized  data to  compute  exact  statistics is addressed . 

The approach  is based  on privacy homomorphism technique synergized with certain other anonymization  

techniques. Conflicts allies between  preserving  privacy and providing  additional  information is dealt in detail 

by Duncan, George T., and Stephen E. Fienberg(1997). The approach  is to provide disclosure of limited data 

that uses its utility. For this, Markov  perturbation is employed which allows cross-classified  marginal  totals to 

be maintained. Authors  focus on attempts  to preserve  bias-free  post  perturbation. The proposed method  

gives  workable disclosure limitation for data.  

Private Information Retrieval (PIR)  involves the main cost  measure  as its communications complexity. 

Gertner, Yael, Yuval Ishai, Eyal Kushilevitz, and Tal Malkin (1998) introduced a model of Symmetrical Private 

Information Retrieval (SPIR) when both privacy of data is  guaranteed . These  schemes require only single 

round of interaction and flexible to any fraudulence by the user. Author explains that Private Information 

Retrieval  (PIR) schemes which allows the user to get back the ith  bit of an n-bit string x, imitate in k ≥ 2 

databases or in k ≥1 databases , where the value of i  is private which in turn results in communication 

complexity. The author introduced a model of SPIR in which the privacy of data as well as the user is 

guaranteed . The SPIR model is been introduced to meet some goal which  has been failed to meet the goal by 

PIR. The goal is that, for every invocation of SPIR protocol , the user can retrieve the details only about a single 

bit of x and nothing  other than that information will be released. To preserve this information, a fundamental 

cryptographic technique of secrets is employed. For k databases, the SPIR scheme complexity is O(n
1/(2k-1)) 

for 

k≥2, and O(log n)- database SPIR scheme of complexity O(log
2
n.log log n) 

 

Perturbation in Functionally Dependent Data: 

R. Agrawal and R. Srikant (2000), dealt about the future of data mining research and developed certain 

techniques that address privacy issues. The author also observes that, developing and publishing accurate data 

records without generalizing or modifying it would create a huge amount of overhead in preventing privacy 

breaches.  In order to retrieve the original data, the author proposed a novel reconstruction procedure to evaluate 

the distribution of real values. The mining and changing of data from the database will also lead to exchanging 

the value of the data between data publisher and intruder. Pervasive research in the statistical information like 

sum, count and average without the concession of sensitive data is also dealt by authors. This technique is 

broadly divided into query restriction and data perturbation. The query restriction will avoid overlapping against 

queries and will also restrict the size of the query. The data perturbation includes swapping of data values with 

some other generalized data. The approach for processing privacy is to modify the values for sensitive attributes 

and it is done by techniques such as encryption and custom code. The author concluded that the sensitive 

attributes can be perturbed using randomization based Gaussian perturbation. The author put forth his work to 

check out the effectiveness of randomization and to derive a metrics that directly estimate the original 

information. 

Calvanese, Diego, Giuseppe De Giacomo et al., (2001) in their paper on functional dependencies in 

description logic, reported Description Logic with an n-ary Relations(DLR) that suits for minaturing database 

schemas. DLR serves for identifying the constraints and functional dependencies. In this paper the author 

extends DLR and fully captures the definitions of such conditions and problem of reasoning the logic which can 

be done in EXPTIME tool. The author concluded that this paper by employing DLR for retrieving identification 

constraints. Extensive work could be carried out by introducing a notion of functional dependency between the 

properties of concepts, specifying identification constraints, query containment and query answering. 
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Adriaan W.Velhuisen (2002) explains about the system for managing data privacy in his patent. He also 

states that the data is accessed or retrieved without the knowledge of consumers that present in the table. Author 

proposed a method in which the personal data will be maintained and also it provides modification and 

corrections to the original database system through filters by the means of storage. The proposed method also 

allows us to modify the personal data if we are authenticated and also to access, change of protection for data in  

the metadata system. 

 

Strategies For Protecting Personal Information: 

Su, Joseph Chung-Yu (2003 a) in their paper developed methods for calculating functional dependency and 

also to arrange the paired tasks in design with the intention to improve the process. The basic step is to rearrange 

the design matrix using portioning algorithm to provide the structure and its sequence of process. The next step 

deals with Analytical Hierarchy Process (AHP) to measure the strength of coupled tasks. The intruder can 

disclose the personal information by comparing the details with other. To overcome this comparison effort in 

AHP, a comparison scale assignment algorithm is designed. Then the best sequence of coupled task is identified 

and demonstrate with the example of one-time-use camera. 

Kargupta, Hillol, Souptik Datta (2003 b) stated that the privacy concern is been an increasing issue in data 

mining which gives raise to many preservation or protecting algorithm. The author also quoted that the original 

data is been modified by using additive noise or some unrelated information. The authors proposed a random 

value distortion technique with predictable structures in spectral domain. Then the filtering algorithm is used to 

get back the original information by adding some random values. Author substantiates with a strong theoretical 

foundation for this filtering method. In this paper, the author stimulated a development of a class of data mining 

algorithm. In this algorithm, a randomly chosen perturbed values is used for data hiding. The author proposed 

two algorithms namely, value-class membership and value distortion.  

Chen, Kuanchin, and Alan L. Rea (2004), demonstrated the mechanisms for protecting personal 

information at the time of transaction which is a complex problem in the latest e-business environment. There is 

an increasing need for establishing personal information to increase profit in business marketing. A new user-

based technique is proposed to protect the sensitive data. The authors also discussed about the type of user 

control and also the control measures for safeguarding personal information. 

 

Privacy Breach By Conditional Functional Dependency: 

Duck, Gregory, and Tom Schrijvers et al., (2005) expelled that as in confluence analysis for optimization 

and further program analysis, CHR compilers use information about the functional dependencies.  Former stages 

of this work depended on ad-hoc analysis for functional dependencies for searching and storage. The author 

assures that the new analysis will be accurate enough than the previous ad-hoc analysis.  During the 

implementation and evaluation, for most of the programs the new analysis technique yield results equivalent to 

the ad-hoc analysis.  This proves that the new analysis possess great improvement as against other analysis 

process proposed in literature. Authors took an initiative to replace the ad-hoc functional dependency analysis 

with a simple but fairly strong result producing analysis technique. 

Xiangdong, Dawn Jutla, and Nick Cercone (2006) described about the privacy preservation of sensitive 

data. In recent years, the privacy preservation algorithm was developed in order to preserve or safeguard 

sensitive information. The disclosure of the context of confidential data is through the exchange of information 

between each other. The gathered information will be useful to obtain the unreleased data. For these problems, a 

Bayesian network based mechanisms is developed. The algorithm has some disadvantage namely the data may 

be historic data which may differ from day-to-day life and thus the data stored in this problem was static. So to 

overcome this problem, the author proposed new mechanism called dynamic Bayesian network which assures 

safe data release. 

Bohannon, Philip, Wenfei Fan et al., (2007) in their paper on conditional functional dependencies, proposed 

a class of CFDs and its application. As earlier, functional dependency method for schema design and CFD is to 

control the disclosure by binding some related datum. In this algorithm, a large set of data is stored in a 

relational database so that it is difficult for the intruder to identify the original data. With the help of Structured 

Query Language(SQL) some novel techniques are developed to check the multiple constraints in a single query. 

This paper not only provide method for detection but it has put forwarded a step towards a practical constraint 

based methods to improve the quality of the data. The author focus on two problems namely, to determine 

whether the data is clean and methods to model data consistency. Checking whether the data is clean or not can 

be done either manually or by using a low-level program. Low-level progamming approach of checking exhibits 

maintenance difficulty. The previous work has  also concentrated on eliminating the duplication of data or 

structural conflicts. Constraint repair is based on the functional dependencies which is insufficient to capture the 

semantics of data. The author extended the traditional dependency to CFD which is used to get the exact data or 

correct values. Authors proved that task of identifying conditional functional dependency is NP-Complete. The  
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author concluded the paper stating that CFD will provide good quality data and also developed some SQL-based 

techniques based on detecting inconsistencies and also experimented the same. 

 

Role of Data Dependencies in Improving Data Quality: 

Fan, Wenfei (2008) proceeded with a framework of revisiting all the traditional dependencies to find out the 

inconsistencies to improve the quality of the data dependencies. Query based approach is employed to prevent 

invalid updates and repairs to ensure the quality of normalized data. The purpose of revisiting is to find out the 

conflicts and errors. Error rates reported are approximately between 1% to 5%. Dirty datum cost and risk are 

increased day-to-day and it costs US 600 billion dollars annually. The author also addressed two approaches to 

handle inconsistencies namely repairing, consistent query answering.  

Kolahi, Solmaz, and Laks VS Lakshmanan (2009) studied about the repairing of inconsistent database 

which breach a set of  traditional dependencies by making some modification in the value. An optimum repair 

mechanism is designed to minimize the repairs based on distance measure in database. The problem of checking 

of existence of a repair within a distance is considered to be NP-complete problem and finding the constant-

factor approximation for that repair is also NP-Hard. The author proposed an algorithm that can efficiently be 

used in data cleaning using CFD. The author focuses on the problem of repairing the database by modifying the 

value of an attribute to operate towards this problem. A novel concept of V-repairs have been introduced by the 

author which a database that contain variable representing incomplete information. The V-repair concept 

provides two types of changes, the first thing is that the constant value is replaced with another new constant 

value and then the variable also is replaced with a constant value whenever there is enough information.  The 

repair checking problem is NP-complete even when functional dependencies are unary. The author concluded 

his work towards the approximation algorithms to handle CFDs. 

Colrain, Carol, and Andrey Gusev (2010 a) in their patent, explain about the flow of the application with 

CFDs. If the resources of a computer cluster satisfies CFD, then the operation is performed automatically. The 

conditional dependencies make use of state of operation, load, performance metrics of the resources. When the 

conditional dependency is satisfied then the resource stores the profile of the resource and sends a command to 

the agent for those resources. The policy engine receives the notification of operating state. Agents manage the 

resources in cluster. The policy engine checks whether the conditional dependency is satisfied even after change 

of state of the clusters.  

Fung, Benjamin, Ke Wang, Rui Chen, and Philip S. Yu (2010 b) keenly explains in their book about the 

information collected by the government sectors is used to take some valuable decisions. For some 

governmental purposes the information is been published. The data published may contain sensitive information 

like phone numbers, salary. If that data is been published the privacy of the individual is violated. The current 

trend is to safeguard the original data, this problem gives raise to privacy preserving data publishing (PPDP). In 

PPDP mechanism, the original data is been masked or generalized by adding some noise to it. 

 

Discovering Variants of Conditional Functional Dependencies: 

Fan, Wenfei, Floris Geerts, Jianzhong Li, and Ming Xiong (2011) in the paper on discovering conditional 

functional dependencies, postulated the CFDs which is an extension to functional dependencies. The finding of 

the quality of CFD is a complex task which involves excessive manual effort. For identifying the object, the 

constant CFD plays an important role. The author provides three methods for discovering quality CFDs. First 

method is CFDMiner for mining closed itemset and is utilized to discover constant CFD. It is also used for the 

identification of objects that is essential to data cleaning and integration. Second method, CTANE is a level wise 

algorithm as which is popular in mining FDs. Third method, Fast CFD is based on the depth-first approach used 

in Fast FD. It chooses the itemset which is nearer to the attribute in order to reduce the search space. By 

comparing the above mentioned algorithm, it is observed by the author that CFDMiner is faster than the Fast 

CFD and CTANE for constant CFD discovery. CTANE does not scale the arity of relation but Fast CFD can do 

this. These algorithm provides a cleaning tools for the users to select different application. 

Diallo, Thierno, Noel Novelli, and Jean–Marc Petit (2012 a) discussed about finding the constant 

conditional functional dependencies (CFDs). The techniques developed namely functional dependency and 

Association Rule (AR) is been employed for finding constant CFDs. The author focuses on types of sets one is 

to extend the notion of agree sets and another is about the notion of non-redundant sets, closure and quasi-

closure. The first technique is to extract CFDs without frequency constraints and the second technique can easily 

handle frequency constraints. The author concluded  the paper by implementing the technique with the real 

world and finally put forth his work towards the approach to address the problem of variable CFDs discovery. 

Bauckmann, Jana, Ziawasch Abedjan, Ulf Leser, Heiko Müller, and Felix Naumann (2012 b) focused on 

Conditional INclusion Dependencies(CINDs). In general, the objective of the dependencies is to improve the 

quality of database schema and to ensure the consistency of a database. The CFD is developed in order to 

improve the quality of data and has some conditions over the attributes. A new algorithm is proposed for solving 

complex data quality task with CINDs. In general term, CINDs is distinguishing covering and completeness 
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condition and the author developed an algorithm for the above two to a given limit. The algorithm which is been 

developed not only focuses on condition values but also to the conditional attributes. The concept of inclusion 

detection CINDs has come from the problem of defining the links between objects on the web. The definition of 

CINDs distinction is important while discovering CFDs over denormalized relation. To find CINDs, the author 

proposed two algorithms namely CINDERELLA(Conditional INclusion Dependency Recognition Leveraging 

deLimited Apriori) which uses an Apriori algorithm, and PLI(Position List Intersection). By comparing both the 

algorithms it is observed that CINDERELLA is faster than PLI and PLI consumes less memory.  

In the same year Nadimpalli, Sandeep Varma, and Vatsavayi Valli Kumari (2012 c) demonstrated the 

increased disclosure of the sensitive data and also developed new techniques and algorithms for the same. 

Intruders may gain the information with the help of background knowledge. Based on the dependencies of data 

the information about a particular individual can easily be identified by constructing a belief network based on a 

sensitive attribute or quasi identifier. As the solution to this, the author proposed a Bayesian belief network 

which is capable of reducing the information gain of sensitive data even in the presence of dependencies. 

 

Pruning Technique For Discovering Semantic Conditional Functional Dependencies: 

Li, Jiuyong, Jixue Liu, Hannu Toivonen, and Jianming Yong (2013 a) depicted the extension of traditional 

dependency called CFD which is designed to repair inconsistent data. According the review, CFDs render 100% 

confidence association rules. The author proposed an algorithm for confining pruning criteria and to prune the 

search space. The author also proposed an algorithm based on number of medium to large datasets which is 

faster than constant CFD and exhibits a linear time performance in the size of dataset. The pruning algorithm 

also aims to prune or remove the search space, unnecessary closures and generators. This pruning criteria were 

evaluated on real datasets and the proposed algorithm was found to be faster than the constant CFD. The author 

also showed how chi-square can be used to measure the interestingness of CFDs. 

In the same year, Wellman, Michael P (2013 b) described about exploiting functional dependencies in 

qualitative probabilistic reasoning. The authors started the paper by explaining the general concept of functional 

dependencies. The functional dependencies are used because they will protect the communication between the 

variables when they are in network. This type of protection is taken as the advantage in qualitative probabilistic 

reasoning by introducing the variables and modifying it with the use of graphical transformation. 

 

Examining Correlation Between Data Publishing And Functional Dependencies: 

Prasoona, P. V. N., M. Vasumathi Devi, and KV Narasimha Reddy (2013 c) explains about recent 

technologies and algorithm towards preservation of data mining. One of the method is anonymization which 

needs that there should be atleast k-1 un-identical tuples. Another major issue in releasing the data is the 

background knowledge which makes the data unsafe. The authors designed an algorithm which exhibits 

negligible information loss. Gathering the information is a big task for the organizations to focuss. Different 

algorithms like decision tree and nearest neighbor method are used in organizations for knowledge discovery. 

Popular anonymization techniques are Generalization and Bucketization. Generalization is a principle which 

provides security, but it is to be noted that increasing the level of protection will inversely decrease the 

utilization level of the data. Generalization is a technique where the datum is stored in the common name. The 

attributes in the records can be split into three parts. Firstly, identifier which is used to uniquely identify 

something like name, security number. Secondly, the sensitive attributes like phone number, zip code. If this is 

been identified by the intruder then it will result in physical and emotional problems to the individual pertaining 

to the data. Thirdly, Quasi Identifier(QI) is an identifier, when this data is been released, the possibility of 

getting the original data is high. 

Some of the encryption and decryption techniques with keys that protect the privacy of data are also dealt in 

detail. The disclosure of data to a certain level is not a problem but beyond the boundary level it may lead to 

proximity breach. The generalization is applied on frequently used constant value tuple. Author explains about 

k-anonymity where QI group should contain atleast k-1 rows which is identical to each other. The paper also 

reveals about the background knowledge which also create problem in the real world scenarios. The author 

concludes the paper by explaining the existing algorithms for privacy preservation which contains full 

functional dependencies. Authors guided the future work on heuristic approaches in phase-1 partition step.   

Beskales, George, Ihab F. Ilyas, Lukasz Golab, and Artur Galiullin (2014) states that it is a common 

practice that violations occur in both functional dependencies and conditional functional dependencies which 

indicates the derivations from data semantics.  The examples of such violation are found in data integration and 

web data extraction. Authors try to resolve these violations with the help of results obtained from previous 

research work. A data cleaning approach is proposed which aids in finding not only a single repair but also 

several scenarios of conditional functional dependencies repairs. The author has experimentally evaluated the 

algorithm against previous approaches and has proved the optimal utility and efficiency. The author has 

described a realization technique and also has extended sampling algorithm to provide user defined hard 

constraints which must be unaltered during the repairing process.   



360                                                               Balamurugan Shanmugam et al, 2014 

Australian Journal of Basic and Applied Sciences, 8(15) September 2014, Pages: 353-365 

 
 

 

 
Table 2: Analysis of Privacy Problems addressed in literature and the proposed methodologies 

S.No Year Authors Problem Addressed Proposed Solution Methodology 

1 1984 C. Goetz, R. Engelbrecht Analysis and Handling of Statistical 

Medical Data 

MONICA-Monitoring of Trends and 

Determinants in Cardio vascular 
diseases, in collaboration with WHO 

2 1985 Wagner, G Protection of Cancer Patient Data Rules proposed in Federal Law Act 

Federal Privacy Act 

3 1986 Dillaway, B. B., and J. 
Thomas Haigh 

Multilevel Secure Database 
Management 

Trusted Computer System Evaluation 
Criteria(TCSEC) by Department of 

Defense 

4 1987 Stone, Dianna L., and Eugene 

F. Stone 

Missing Information in Database Generalizability of Personnel Data 

5 1988 Ahituv, Niv, Yeheskel Lapid, 

and Seev Neumann 

Abuse of Statistical Databases Generic Algorithm employing 

Encryption Methods 

6 1989 Guynes, Carl Stephen Background Knowledge Attack New Algorithm applying genetic 

linkage tool 

7 1990 Straub Jr, Detmar W., and 

Rosann Webb Collins 

Protecting Information Liabilities of 

Managers and Organizations 

Intellectual Property Rights(IPR)  

8 1991 Duncan, George T., and 

Robert W. Pearson 

Access to Federally Collected Data Law of Data Access 

9 1992 Bethlehem, Jelke G., Wouter 

J. Keller, and Jeroen 

Pannekoek 

Disclosure Risk of Microdata set Controlling the disclosure risk 

through 'coarseness' and 'size' of 

dataset 

10 1993 Singer, Eleanor, Nancy A. 

Mathiowetz, and Mick P. 

Couper 

Distinction between confidentiality 

and privacy 

Formal Distinction based on 1990 

census 

11 1994 Bibas, Steven A Privacy Preservation on Centralized 
Data 

Contractual Approach Solution 

12 1995 Klosgen, Willi Classification and Generalized Rule 

Induction 

Genetic Algorithm(GA) based 

Genetic Programming Framework 

13 1996 Ferrer, Josep Domingo Usage of Anonymized Data to 
compute statistics 

Privacy Homomorphism Technique 

14 1997 Duncan, George T., and 

Stephen E. Fienberg 

Maintaining balance between data 

privacy and utility 

Markov Perturbation Method 

15 1998 Gertner, Yael, Yuval Ishai, 
Eyal Kushilevitz, and Tal 

Malkin 

Balancing Cost and Data Privacy Symmetric Private Information 
Retrieval(SPIE) 

16 1999 Sumit Dutta Chowdhury, 

George T. Duncan, Ramayya 

Krishnan, Stephen F. Roehrig, 

Sumitra Mukherjee 

Controlling Inference Disclosure in 

Multidimensional Categorical 

Databases 

Transportation Flow Algorithm 

17 2000 R. Agrawal and R. Srikant Accurate Data Publishing and 
Retrieval 

Novel Reconstruction Evaluation 
Procedure 

18 2001 Calvanese, Diego, Giuseppe 

De Giacomo, and Maurizio 
Lenzerini 

Retrieving Identification Constraints Description Logic with n-ary 

Relation(DLR) 

19 2002 Adriaan W.Velhuisen Preventing unauthorized 

access/retrieval of data 

Filters by means of storage 

20 2003a Su, Joseph Chung-Yu, Shi-Jie 
Gary Chen, and Li Lin 

Calculating Level of Functional 
Dependency 

Portioning Algorithm applying 
Analytical Hierarchical 

Process(AHP) 

21 2003b Kargupta, Hillol, Souptik 
Datta, Qi Wang, and 

Krishnamoorthy Sivakumar 

Controlling Modification to Original 
Data 

Filtering Algorithm- A Privacy 
Preservation Data Mining Algorithm 

22 2004 Chen, Kuanchin, and Alan L. 

Rea Jr 

Protecting Sensitive Data during 

Transaction 

A new user-based technique 

23 2005 Duck, Gregory, and Tom 

Schrijvers 

To improve ad-hoc analysis for 

Functional Dependency 

A strong result-producing analysis 

technique 

24 2006 An, Xiangdong, Dawn Jutla, 

and Nick Cercone 

Strategy to Preserve Sensitive 

Information 

A Bayesian Network based 

mechanism 

25 2007 Bohannon, Philip, Wenfei 

Fan, Floris Geerts, Xibei Jia, 

and Anastasios 
Kementsietsidis 

Maintaining clean data and 

consistency 

Class of Constraints on Functional 

Dependency 

26 2008 Fan, Wenfei Finding Inconsistencies to improve the 

quality of data dependence 

Normalization based approach to 

handle inconsistencies 

27 2009 Kolahi, Solmaz, and Laks VS 
Lakshmanan 

Finding optimum repair of inconsistent 
databases 

V-repair algorithm 

28 2010a Colrain, Carol, and Andrey 

Gusev 

Controlling flow of application 

containing Conditional Functional 

A hardware model employing policy 

engine and agents 
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Dependencies(CFDs) 

29 2010b  Fung, Benjamin, Ke Wang, 

Rui Chen, and Philip S. Yu 

Safeguarding original private data Privacy Preserving Data 

Publishing(PPDP) 

30 2011 Fan, Wenfei, Floris Geerts, 

Jianzhong Li, and Ming Xiong 

Discovering Conditional Functional 

Dependencies 

3 Methods: CFDMiner, CTANE, 

FastCFD 

31 2012a Diallo, Thierno, Nöel Novelli, 

and Jean–Marc Petit 

Finding Constant Conditional 

Functional Dependencies 

Association Rule(AR) based CFD 

extraction technique 

32 2012b  Bauckmann, Jana, Ziawasch 

Abedjan, Ulf Leser, Heiko 

Müller, and Felix Naumann 

Improving quality of data containing 

CFDs-Conditional Inclusion 

Dependencies (CIND) 

2 Algorithms: 

CINDRELLA-Conditional INclusion 

Dependency Recognition Leveraging 
deLimited Apriori 

PLI-Position List Intersection 

33 2012c Nadimpalli, Sandeep Varma, 

and Vatsavayi Valli Kumari 

Reduce information disclosure in the 

presence of Functional Dependencies 

Bayesian belief network based 

approach 

34 2013a Li, Jiuyong, Jixue Liu, Hannu 

Toivonen, and Jianming Yong 

To detect and repair inconsistent data 

containing CFDs 

Pruning Algorithm to remove 

unnecessary disclosures 

35 2013b Wellman, Michael P Employing FDs to protect 

communication between variables in a 
network 

Qualitative Probabilistic Reasoning 

based approach 

36 2013c Prasoona, P. V. N., M. 

Vasumathi Devi, and KV 
Narasimha Reddy 

Maintaining balance between privacy 

and utility while data publishing 

Multi-attribute based data publishing 

37 2013d Balamurugan Shanmugam, 

Visalakshi Palaniswami 

Choosing split points in 

partitioning 

Modified Top Down Partitioning 

Algorithm where frequency 

distribution of sensitive values act as 
a deciding factor for 

38 2014a Charanyaa Subramanian 

Balamurugan, Sangeetha K 

Anonymization with minimal tuple 

Distortion 

Term Frequency Based Sequence 

Generation Algorithm (TFSGA) 

39 2014b Charanyaa Subramanian 

Balamurugan, Sangeetha K 

Detecting attacks in graph based data Algorithms to detect homogeneity, 

background and similarity attacks  

40 2014c Charanyaa Subramanian 

Balamurugan, Sangeetha K 

Effective graphical data 

anonymization at marginal information 
loss 

Novel Synergized K-Degree L-

Diversity T-Closeness (KDTDTC) 
Model 

41 2014d Beskales, George, Ihab F. 

Ilyas, Lukasz Golab, and 
Artur Galiullin 

Finding multiple CFD repairs Realization Technique and extended 

sampling algorithm 

 

Grouping Strategies to achieve (d,l) inference: 

For a database D let D* denote the anonymized version of the database satisfying (l,d) diversity. An FFD, 

F: A→B where A, B ⊆ (QI ∪ S), is said to induce FFD based privacy attack, if there exists at least one non - 

empty set among the four of the following that does not obey (l,d) diversity:(1)G1∩f G2  (2)G2∩f G1 (3)G1- F 

G2 and (4)G2- F G1. In all the other cases we term the FFD is safe. Let the QI groups after anonymization be 

G{G1, G2,............Gn}. Consider Si to be set of distinct sensitive values of A in the QI group. According to Hui 

Wang et al.,(2011) the anonymized database satisfy (d,l) inference in the presence of F if the following three 

properties hold:  (1) for each Gi ⊆ G, the sensitive values are d-close (d - close property) (2) for every Gi⊆G, let 

O{Gj,............Gk} be the largest overlapped QI groups then |Si∩Sj∩......∩Sk| ≥ l. (l - overlapping property) (3) for 

two QI groups Gi, Gj ⊆ G, |Si- Sj | ≥ l. (l - non overlapping property). In order to achieve (d,l) inference three 

grouping strategies proposed  by Hui Wang et al.,[1] are as follows: 

1. Disjoint grouping DG: non overlapping partitioning of sensitive values. 

2. Containment grouping CG: a partitioning of sensitive values such that it pertains to containment 

relationship. 

3. Intersection grouping IG: overlapped partitioning of sensitive values. 

 

Recurrence Based Anonymization Algorithm: 

In this section, we explain the proposed greedy algorithm that will construct the QI-groups for 

anonymization. Applying CG/DG/IG grouping strategies alone can incur a huge information loss due to tuple 

suppression. Hence to tackle this problem and reduce the information loss we design a heuristic algorithm based 

on frequency of distribution of sensitive attributes which is formulated in greedy style. In order to construct QI 

groups for anonymization in the presence of unsafe FFD's , a two phase anonymization algorithm is proposed by 

Hui Wang et al.,(2013) that apply DG, CG and IG grouping strategies on all distinct sensitive values for 

sensitive attribute A. The objective of applying grouping strategies is to minimize  information loss caused by 

tuple suppression. For a set of distinct sensitive values S {S1, S2,............Sn}, a typical partitioning scheme of S is 

a group {P1, P2,............Pt} such that the following conditions hold: (1) ∀i≠j Pi∩Pj = {} and (2) ∪i=1..t Pi= S. The 

top down approach for partitioning specified by Hui Wang et al.,(2013) does not take into account the frequency 

of sensitive values of attribute. In this paper we propose a prototype algorithm which constructs the group based 

on frequency of sensitive values of attributes. 
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Starting from the set of all unique values S{s1,…, sn} of the sensitive attributes in A is split into multiple 

disjoint segments based on recurrence of distribution of sensitive attribute values, with each segment containing 

l distinct sensitive values. After splitting of disjoined segments based of recurrence of sensitive attributes, for 

every partition P {s1,…, sj}, we calculate the number of removed tuples and the information loss incurred is 

calculated by IL(P)=min(DG(1,n),CG(1, n), IG(1,n)) by applying CG/DG/IG on P. Then right from first 

segment we merge adjacent segments as Pi'<--- Pi ∪ Pi+1. We calculate the information loss incurred in IL(Pi) and 

IL(Pi+1) and make a comparative analysis of the information loss incurred in IL(Pi') and based on it the decision 

is made either to merge or not. This procedure is repeated until no further merge is possible. Algorithm 1 

illustrates the recurrence-based bottom up anonymization algorithm procedure. Given an unsafe FFD F : A→B, 

set of all unique sensitive values P {s1,…, sn} of the sensitive attributes in A, the recurrence-based bottom up 

partitioning algorithm is given below: 

 

Algorithm 1: Recurrence Based Bottom Up Anonymization Algorithm 

Input: An unsafe FFD F : A→B, set of all unique sensitive values P {s1,…, sn} of the sensitive attributes in A 

1. split: n=recurrence_based_multiple_disjoint_segments() 

2. goto split; 

3. Repeat for every partition P {s1,…, sj}:  

4.Calculate the number of removed tuples and IL(P)=min(DG(1,n),CG(1, n), IG(1,n)) 

5. Repeat until no further merge is possible 

6. merge: Pi and Pi+1 (Pi'<--- Pi ∪ Pi+1) 

7. Calculate IL(Pi) and IL(Pi+1) 

8. If IL(Pi') ≥ IL(Pi) +IL(Pi+1) 

9.goto merge; 

10.else 

11.Unchange(P); 

 

The bottom up approach proposed in the literature Hui Wang et al., (2011) proceeds from examining the set 

of unique values of a sensitive attribute and calculating the information loss thereof. Although splitting helps in 

minimizing the information loss by suppression a substantial amount of information loss occurs, since there is 

no consideration of frequency of sensitive attribute values in the choice of split point. In order to address this 

problem, we propose a recurrence-based bottom up partitioning which considers the frequency of occurrence of 

sensitive attribute values which substantially minimizes the information loss and thereby increasing the 

performance of a conventional bottom up approach. The fact is illustrated in the next experimental section. 

 

Experimental Results and Evaluation: 

We have conducted an extensive set of experiments to evaluate both the effectiveness and efficiency of our 

the proposed recurrence-based and bottom up partitioning algorithm. In specific, we have evaluated the impacts 

of varying ℓ values as proposed in Hui Wang et al.,(2013), spectrum of data distribution on both the 

performance and utility of the anonymized data. We also evaluated the effectiveness of our heuristic approach 

with the scratch of Mondrian approach (K. LeFevre, D. DeWitt, R. Ramakrishnan,2006). We employed a 

workstation machine equipped with 2.53 GHz Intel i5 core, 6 GB of RAM, and Windows XP. We implemented 

the algorithms in Netbeans IDE. To measure the impact of considering frequency of occurrence of sensitive 

attributes we conducted experiments on the CENSUS data set and a skewed dataset (S-dis) generated from 

CENSUS dataset with single full functional dependency. 
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 Time performance of Recurrence based Bottom-up Approach 

 Time performance of Conventional Bottom-up Approach 

Fig. 1: Time performance of Recurrence based Bottom-up Approach vs Conventional Bottom-up Approach for 

varying l value for S-dis dataset 

 
 Time performance of Recurrence based Bottom-up Approach 

 Time performance of Conventional Bottom-up Approach 

Fig. 2: Time performance of Recurrence based Bottom-up Approach vs Conventional Bottom-up Approach for 

varying l value for Census dataset 

 

The experiments were conducted on CENSUS as well as skewed dataset. The performance is stable and not 

sensitive to varying d value for all datasets in both recurrence based top down and recurrence based bottom up 

approaches. Fig 1 illustrates the time performance of Recurrence based Bottom-up Approach is 15.9 % more 

efficient when compared to Conventional Bottom-up Approach for varying l value for S-dis dataset. The 

performance comparison of Recurrence based Bottom-up Approach and Conventional Bottom-up Approach for 

varying l value for Census dataset is carried out and results are depicted in Fig 2. Fig 2 illustrates that time 

performance of Recurrence based Bottom-up Approach is 5.88 % more efficient when compared to 

Conventional Bottom-up Approach for varying l value for Census dataset. 

 

Conclusion And Future Work: 

In this paper a survey has been made on techniques evolved in the past 30 years for ensuring privacy for 

sensitive data. Detailed investigations on functionally dependent sensitive data and strategies to ensure privacy 

for the same are reported. Variants of perturbation techniques prevailing in literature for privacy preservation 

are discussed. There is a huge volume of privacy breach faced while considering the full functional dependency 

and conditional functional dependency as adversarial knowledge. Certain techniques to overcome the breaches 

are depicted from literature sources of the past 30 years. Variants of CFDs and pruning techniques and strategies 

to prevent breaches are portrayed. The following open research problems are identified: 

(1) Developing algorithms for maintaining balance between privacy and utility while publishing graph 

based functionally dependent data. 

(2) Finding strategies to prevent homogeneity attack, background knowledge attack and similarity attack. 

(3) Synergizing other anonymization techniques such as (α,k) anonymity and (c,l) safety with KDLDTC 

model to achieve reduced information loss. 

(4) Developing novel partitioning based algorithm for privacy preserving publishing of fully functionally 

dependent sensitive data. 

(5) Mechanisms to reduce information disclosure by conditional functional dependencies and its variants. 

Apart from the afore mentioned problems, this survey would trigger lot of other research directions in the 

area of privacy preserving of functionally dependent sensitive data. Recurrence-based bottom up anonymization 

algorithm is proposed, which considers the frequency distribution of sensitive values act as a deciding factor for 

choosing split points in partitioning is robust when compared to existing top-down approach. Experimental 

results show that recurrence based bottom up anonymization algorithm is 15.91% more efficient when compared 

to conventional bottom up partitioning algorithm applied to skewed dataset and 5.88% more efficient when 

applied to CENSUS dataset 
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