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 Nowadays Mobile Adhoc Network is growing drastically for wide range of 

communication. Nodes in MANET are created and deployed randomly, as well as 
nodes having mobility in nature. Since the nodes in MANET having mobility it is 

difficult to analyze the next hop individualities dynamically in the route. Possibilities 

are high for any one of the end node in the pair wise communication may be a 
malicious node. Where the malicious node collects all incoming data and possesses all 

the data and this kind of node behavior is called as Sinkhole attack. To avoid sinkhole 

attack an acknowledgement based and enhanced acknowledgment based approaches 
were discussed earlier. In this paper a Time Adaptive Enhanced Acknowledgement 

[TAEACK] approach is proposed to find and discard malicious node in the route. 

TAEACK approach will send and receive the acknowledgement before and after data 
transmission among the pair of node within a time interval and distance, Security-Key 

verification. Where the nodes location are estimated and computed by ALWadHA 
approach. TAEACK is more efficient than earlier approaches. The simulation result 

shows the proposed approach efficiency. 
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INTRODUCTION 

 

 Today rapidly growing network technologies 

more sectors understand the merits and demerits of 

computer networking. The networks are made by 

fixed or temporary connections. Fixed connections 

are made up of cables. This connection is also called 

as wired connection. And the second one is 

temporary connection are made of modems. In recent 

years, wireless ad-hoc network playing a major role 

in communication networks. An ad-hoc network is a 

local area network (LAN) is built spontaneously as 

devices connect. A MANET is one type of ad-hoc 

network and this network infrastructure less. It has 

no base station and it has no fixed network 

infrastructure. It can change the location and 

configure itself during run time. This can be a 

standard Wi-Fi connection or another medium, such 

as a cellular or satellite transmission. Nodes in these 

networks will generate both user and application 

traffic and carry out network control and routing 

protocol. The advantages of MANETs are, self-

configurable, cost effective, it consumes less time, 

more robust than cellular system, mobility and rapid 

deployable. 

 

Attacks in MANET: 

 Attacks can be classified into active and passive. 

In active attack the attacker attempts to modify the 

data being transmitted in the network. In passive 

attack the attacker generally used to gather the 

information about the network. Some of the attacks 

are black hole attack, wormhole attack, Byzantine 

attack, resource consumption attack, flooding attack, 

sink-hole attack, etc. 

 

Sinkhole Attack: 

 Sinkhole attack is one of the dangerous attacks 

in mobile ad-hoc networks. In sinkhole attack a 

compromised node attracts all the traffic from its 

neighbor by revealing that it has a shortest path to 

base station after that it collects the data. There are 

various security issues and challenges are discussed 

in various papers and some of the discussion is given 

in the related works.  
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Background Study: 

 A secured data binding with the people was 

obtained by secure name resolution in (Javad Pashaei 

Barbinand, 2013). It was independent on the system 

names and it can be used with any earlier designed 

identification scheme to improve the security of 

name resolution even if the link failure or in the 

offline. An efficient position-based opportunities 

petal routing protocol is proposed in (Johnsi, J., G. 

Abija, 2013), which uses stateless property of the 

geographic routing and the broadcast nature of the 

wireless medium for mobility based nodes. An 

energy efficient topology control problem was 

proposed (Krishna K. Pandey, 2013) for co-operative 

communication which uses the optimum relay nodes 

selected for CC network. It reduces the energy 

consumption in the network. In (I-Wei Lai, 2013), 

two coding schemes were proposed for a virtual 

MIMO scenario which can enhance the end-to-end 

communication, and it is reliability by exploiting the 

path delivery. VANET architecture and the relevant 

protocols with the corresponding applications are 

discussed in (Saif Al-Sultan, N.,). Same VANET is 

introduced with data collection and aggregation 

based real-time speed with the position information 

on the separate vehicles. Also in this paper (Kartik 

Pandit, 2013), the signal is optimized to control the 

traffic intersections with the help of OAF and OJF 

algorithms. A decentralized algorithm is proposed for 

message forwarding in (Rene L. Cruz, 2013), and the 

author considers a novel message format for message 

transmission. Various routing protocols are proposed 

for MANET, helps to choose the appropriate routing 

protocol for various networks according to the 

network conditions. Paper (Dhenakaran, S.S., A. 

Parvathavarthini, 2013) provides a detailed 

discussion of various routing protocols which gave a 

comparative study among the protocols. Security for 

genuine nodes can be obtained by providing a secure 

privacy preserving approach in (Muthumanickam, 

Kandhasamy, 2013). Whenever a node 

communicates to other node, they should prove the 

confidentiality for secured communication. A BFD-

[Bellman-Ford-Distributed] algorithm and k-shortest 

path algorithm is applied to find a better solution for 

ASWP problem in the network (Sasikala, G., L. 

Rajalakshmi, 2013). This also can be achieved by 

utilizing the TDMA scheduling method to improve 

the bandwidth, delay and throughput of the network 

to provide QoS.  

 In (Renato M. de Moraes, 2013), a new 

communication scheme was introduced, based on the 

co-operative MIMO–MANET, where this network 

has M antennas connected with the end users. The 

nodes under Receiver Consensus, they can 

autonomously achieve agreement for forwarding the 

strategies discussed in (Junliang Liu1, 2013). (Pietro 

Michiardi and Refik Molva, 2001) Provides a 

detailed study about the security issues in MANET 

and relevant threats affecting the performance of the 

network under DSR protocol. A watch dog based 

security s provides with pathrater to eliminate or 

avoid malicious nodes in the network is proposed in 

(Sergio Marti, 2000).The malicious node activities 

are detected by various IDS, cooperative-IDS, 

watchdog and pathrater is briefly explained in (Isha 

V. Hatware, 2012). The most recent safekeeping 

standard, 802.11i, allows for the amalgamation of 

such roaming endorsement methods, which may be 

based on public-key certificates or other testimonial. 

EAP was proposed for apply with the PPP protocol 

in Blunk et al. In Aboba et al. discussed the TLS 

expansion for EAP. Rigney et al formed the present 

RADIUS standard. Then, Rigney et al. (2012) 

discussed EAP as a RADIUS enlargement. Stanley et 

al describe necessities for EAP methods used in 

IEEE 802.11 wireless LAN in (Aboba, B. and D. 

Simon, 1999). But in this paper to overcome the 

time, more number of keys, wastage of memory the 

TAEACK method is proposed and shows the 

simulation result for better performance in security.  

 

Problem Statement: 

 Due to dynamic and random nature of node 

deployment in MANET there is a possibility of 

various packets dropping attack. In MANET the 

source node sends the data packet with the help of 

intermediate nodes. Here the security mechanism is 

essential for ensuring the behaviors of the nodes and 

availability in the route. TAEACK provides detecting 

and preventing sinkhole attack by investigating the 

node-ID, location and TTL with the security Key and 

it is shown in Figure-1.  

 

System Model: 

 The overall system model simulated for 

TAEACK is shown in figure-1. It shows the source 

node, destination node and the intermediate nodes in 

a route for data transmission. Next hop selection, 

location estimation and route selection is given 

clearly in the above figure. 

 

Proposed Approach: 

 TAEACK concentrates on the REQ-TIME 

[request time], RES-TIME [response time], and 

compute the distance using the location of each node 

in the route. The location of the nodes are estimated 

and compared with the computed distance with the 

help of ALWadHA approach. This process confirms 

that the nodes location, original distance among the 

nodes by applying Euclidean formula.  

 

Network Model: 

Network 𝐺 consists of 𝐾 number of nodes. 

Source node 𝑆transmits the data packets to the 

destination node𝐷.Where 𝑛𝑖 , 𝑛𝑖+1, … … . , 𝑛𝑘 , is k 

numbers of nodes are available in the route between 

𝑆 to 𝐷. Before transmitting the data to 𝐷 the route 

construction will be carried out by investigating 

entire nodes on the route from 𝑆 to 𝐷. The network 
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area is imagined in a rectangular shape and the entire 

network is divided into sub regions in column wise 

depicted in Figure-2 and it is treated as levels from 

the source node to destination node. Each level of the 

network consists of many nodes and the source node 

initially sends a REQ packet to the next hop from its 

position and receives ACK message. Each packet 

sending time and the ACK receiving time are 

calculated. It is assumed that the node one who is 

taking less ACK time will be treated as the next 

neighbor node and their approximate distance also 

calculated. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Proposed System Model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2: Neighborhood Management for Route Discovery. 

 

 While REQ sent to the next level nodes, the 

ACK is received from all the nodes available in the 

next level. The ACK message is provided with the 

TTL, node ID and location. The ACK time and 

distances is computed for choosing the fast replied 

and less distance based node as the next neighbor 

node and mark it in a table.  The distance among the 

nodes can be obtained by the bandwidth, local node 

time; remote node time using the corresponding 

equation-1 is given below. 

distance=
 𝒔𝒑𝒆𝒆𝒅×𝒕𝒓𝒆𝒎𝒐𝒕𝒆−𝒔𝒑𝒆𝒆𝒅×𝒕𝒍𝒐𝒄𝒂𝒍 

𝟐
𝒔/𝒎   

--Equation [1]. 
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𝒅𝒊𝒔𝒕𝒂𝒏𝒄𝒆 →is the distance among nodes 

𝒕𝒍𝒐𝒄𝒂𝒍          → is the time of the source node [𝑆] 
𝒕𝒓𝒆𝒎𝒐𝒕𝒆       → is the time of remote node [𝐷] 
𝒔𝒑𝒆𝒆𝒅      → is the bandwidth of the data  

    transmission 

According to the distance the location of the 

neighbor node will be calculated using 

 
 𝒙𝒓𝒆𝒎𝒐𝒕𝒆, 𝒚𝒓𝒆𝒎𝒐𝒕𝒆 = [ 𝒅 − 𝒙𝒍𝒐𝒄𝒂𝒍 , 𝒅 − 𝒚𝒍𝒐𝒄𝒂𝒍  ]   
--Equation [2]. 

 

 Once the distance, locations are calculated it is 

stored in the [RTABLE] for future reference after 

comparing the location with the estimated location 

using ALWadHA approach. The location of the 

neighbor node is estimated by nearest reference 

method using ALWadHA algorithm. In this 

algorithm a set of nodes are taken as a reference set, 

where the location of the reference set is already 

predefined or those nodes are initiated as Beacon 

nodes. The nearest reference method increases the 

accuracy of the location estimation.  

 This nearest reference approach is an easiest 

approach, where a set of nearest neighbors are 

chosen as a subset to compute the position of each 

nodes. The position of the neighbor node is 

computed by selecting nearest 3 beacon nodes and by 

APS computation method [i.e. triangulation method].  

Any attacker provides incorrect location reference to 

the other nodes it can be find out by ALWadHA 

approach whether the location is correct or not. 

 

 
Table 1: RTABLE  

SEQ.NO NODE-ID DURATION LOCATION Node-Key 

1 2 5sec 120, 140 Uu 

2 6 4sec 130, 160 Uu 

3 7 7sec 210, 170 9 

: : : : : 

K I M sec X, Y Uu 

 

 The complete functionality of the proposed 

approach is given in stages as  

 Node Registration 

 Route Discovery 

 Data Routing 

 Cross verification by Location Estimation. 

 All nodes in the network are assigned by an ID 

[starting with Single digit random umber] and the 

location of the birth place X, Y. In the entire network 

the number of nodes in the first level is assumed as 

single node named as S [i.e. source] and from the 

next levels the number of nodes is K. In the initial 

process the node S sends REQ message to all the 

nodes in the first next level and receives RES 

message separately from those nodes and compute 

the time using TTL of the message sending time and 

receiving time. It chooses the next nearest neighbor 

and updates its information into routing table with 

REQ-RES time. The above process repeated to find 

next neighbors for the route until reaching the 

destination node and update the information about 

these nodes [ID, TTL, Location] in the routing table. 

 To provide more security a Key is generated for 

entire node available in the route while route 

discovery and updated in a RTABLE. While data 

transmission the entire node available in the route 

information is verified for validating the nodes in 

terms of TTL, ID, X, and Y values. The key is 

generated for each node in the route dynamically 

while route discovery and it is obtained by Equation-

[3]. 

Key [𝑵𝒐𝒅𝒆𝒊] =  𝒂𝒑𝒑𝒆𝒏𝒅 𝑵𝒐𝒅𝒆𝑰𝑫, 𝒉𝒐𝒑𝒄𝒐𝒖𝒏𝒕            
- Equation [3] 

For example: 

Key (Node-7) =append [7,2] = 9 is the key for 

Node-7. 

 Node-7 is one of the intermediate hop in the 

route. Where node-7 is discovered as 2
nd

 hop node in 

the route. Since the key of node-7 is 7 + 2 = 9. The 

same way the node security Key are generated and 

assigned to intermediate nodes and updated in the 

RTABLE. 

 While data transmission the node information is 

cross verified by providing Node-ID, TTL and 

location to the next-hop with the RTABLE. Once the 

route discovery process is completed successfully, 

the source node ‘S’ start sending the data packets 

though the nodes in the routing table, by comparing 

their information once again with the routing table 

and pass the data. If the node submitting information 

is not matching with the routing table information, 

the node will be detected as malicious node and 

eliminated from the network and broadcast about the 

malicious information to all other nodes in the 

network for further security.  

𝒑𝒂𝒄𝒌𝒆𝒕𝒔𝒊𝒛𝒆𝒊𝒔 → 𝒑 

𝒏𝒖𝒎𝒃𝒆𝒓𝒐𝒇𝒑𝒂𝒄𝒌𝒆𝒕𝒊𝒔 → 𝒑𝒏 

𝒕𝟎 →time of packet delivery at node0 to node1 

𝒕𝟏→time of packet received at node1 from node0 

Then  𝒕 =  𝒕𝟎 − 𝒕𝟏 and the distance among the 

node is 𝒅 = 𝒑 ∗ 𝑷𝒏 / 𝒕 

 If the distance computed is not accurate then the 

location of the node is not submitted correctly by the 

reference node or the malicious node is not providing 

all the information correctly and especially the 

location. So that location can be computed and 

estimated accurately by the Location Estimation 

algorithm ALWadHA for suspecting nodes. 
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Location Estimation: 
 For estimating and computing the location of 

nodes, some of the nodes are assumed as special 

nodes named as beacons which are need for location 

discovery. Beacon nodes are getting their location 

with the help of GPS receiver or by manual 

configuration. The remaining nodes can compute 

their location with the help of beacons and currently 

their location are called as unknowns. There are three 

necessary components such as angle or distance, 

position estimation and a localization algorithm 

available in a localization system. 

 Some of the nodes are always trustable nodes in 

a network, as same some nodes are assumed as 

trustable beacon nodes in this paper. Since beacon, 

the nodes know its location by itself and they 

broadcast their location to the other nodes while 

transmitting messages. Using these characteristics of 

the beacon nodes, all the nodes location is computed 

accurately in the beginning stage itself. This location 

is used to verify and compared with the nodes 

submitting locations whenever it is needed. For 

various states like receiving a data packet, 

transmitting a data packet, idle, listening and sleep, 

wakeup different amount of energy is reduced from 

the initial energy of the node. Those energies are 

updated in each round of the data transmission. The 

initial energy is initialized as 100 joules. And for 

each state some amount of energy is predefined and 

assigned.  

 

 
 

Fig. 3: Localization system using ALWadHA Model. 

 

Initial Energy = 100 joules 

Transmitting Energy = 0.26 joules 

Receiving Energy = 0.08 Joules 

Idle Energy = 0.01 Joules 

Sleep Energy = 0.005 Joules 

Wakeup Energy = 0.005 Joules 

In each round the initial energy is updates using the 

following formula like 

𝑰𝒏𝒊𝒕𝒊𝒂𝒍_𝑬𝒏𝒆𝒓𝒈𝒚
=  𝐼𝑛𝑖𝑡𝑖𝑎𝑙_𝐸𝑛𝑒𝑟𝑔𝑦–  [𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑖𝑛𝑔𝐸𝑛𝑒𝑟𝑔𝑦  + 𝑅𝑒𝑐𝑒𝑖𝑣𝑖𝑛𝑔𝐸𝑛𝑒𝑟𝑔𝑦 +  𝑆𝑙𝑒𝑒𝑝𝐸𝑛𝑒𝑟𝑔𝑦 
+ 𝑊𝑎𝑘𝑒𝑢𝑝𝐸𝑛𝑒𝑟𝑔𝑦 +  𝐼𝑑𝑙𝑒𝐸𝑛𝑒𝑟𝑔𝑦  + 𝐿𝑖𝑠𝑡𝑒𝑛𝑖𝑛𝑔𝐸𝑛𝑒𝑟𝑔𝑦 

 

Algorithm TAEACK( ) 

{ 

1. Network G = {𝒏𝟏, 𝒏𝟐, 𝒏𝟑, … … … , 𝒏𝑵},  
BS is the Base station 

2. For I = 1 to N 

a. Key(𝑵𝒊) = append[Node-ID, hop count] 

3. End 

4. For J = source to destination 

5. If ( Key[𝑵𝒐𝒅𝒆𝒊] == 𝑲𝒆𝒚 − 𝒕𝒂𝒃𝒍𝒆 −
𝒓𝒐𝒘 𝒊  ) 𝒕𝒉𝒆𝒏 

6. If (Node-ID . exist(𝑹𝑻𝑨𝑩𝑳𝑬) then 

7. If (Node-X, Node-Y . exist(𝑹𝑻𝑨𝑩𝑳𝑬) then 

8. 𝒅𝒂𝒕𝒂 𝑵𝒐𝒅𝒆𝒊+𝟏 =  𝒅𝒂𝒕𝒂(𝑵𝒐𝒅𝒆𝒊) 

9.                          Else 

10.                 Else 

11.           Else 

12. 𝑵𝒐𝒅𝒆𝒊. 𝑽𝒂𝒍𝒊𝒅 == 𝒇𝒂𝒍𝒔𝒆 

13.                     Delete(𝑵𝒐𝒅𝒆𝒊) 

14.        End 

15.      End 

16. End 

17. End 

18.  

} 

 

Simulation and Result: 

 Some of the parameters are much important to 

make and run any simulation in network simulator-2. 

The channel is a wireless channel, and the 

propagation model is radio propagation model and 

the MAC rule is following IEEE-802_11 protocol 

and communication is through two ray ground 

method communication. Also the other parameter 

settings are given in the following Table-2.

 

Beacon Node 

Normal Node 
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Table 2: Simulation Settings. 
Parameters Value 

Network Size 1500 x 1500 

Number of Nodes Deployed 10, 20, 30, 40 and 50 

Routing Protocol AODV 

Sensing Region 50m 

Total Simulation Time 50 ms 

 

 Our simulation is conducted within the Network 

Simulator (NS) 2.34 environment on a platform with 

GCC 4.3 and Redhat Linux. TAEACK is simulated 

on a laptop with core i
5
CPU and 8-GB RAM. 

 

RESULTS AND DISCUSSION 

 

 The algorithm defined in this paper is 

implemented using TCL language in NS2 and the 

results are investigated. Initially in the network there 

are 15 numbers of nodes are deployed and Sinkhole 

attack is simulated and verify the quality of the 

network in terms of throughput, delay, and energy, 

data loss.  

 The nodes are placed randomly in the network 

and it is depicted clearly in Figure-4. During the 

simulation, Node-13 try to communicate with the 

Node—4 by changing its ID as Node-8. The time, 

location, key and the original distance are verified 

from the Node-13 and it detected as Sinkhole node in 

the network and it is shown in Figure-4.  

 In order to measure and compare the 

performances of TAEACK approach we prolong to 

approve the following two performance metrics. 

𝑷𝑫𝑹: It means the ratio of number of packets 

received by the destination node which is sent by the 

source node. 

𝑹𝑶: It means the ratio of the amount of routing -

related transmissions.  

[𝑅𝑜𝑢𝑡𝑒𝑅𝐸𝑄𝑢𝑒𝑠𝑡(𝑅𝑅𝐸𝑄), 𝑅𝑜𝑢𝑡𝑒𝑅𝐸𝑃𝑙𝑦 (𝑅𝑅𝐸𝑃),  
𝑅𝑜𝑢𝑡𝑒𝐸𝑅𝑅𝑜𝑟 (𝑅𝐸𝑅𝑅), 𝐴𝐶𝐾, 𝑆 − 𝐴𝐶𝐾, 𝑎𝑛𝑑𝑀𝑅𝐴]. 

 In the simulation S node broadcasts a 𝑅𝐸𝑄 

message to the neighbor nodes within its 

communication span. Upon receiving 𝑅𝐸𝑄 message, 

each neighbor attaches their information with 

message and broadcast to the next level neighbors. In 

case of receiving the same REQ message twice it 

ignores. The failure node cannot detect the same 

message so that DSR sends RERR message to source 

node. It is so called routing overhead and it is shown 

in Figure-6. 

 To evaluate the performance of the TAEACK in 

terms of energy the remaining energy of each node is 

computed. The numbers of nodes are changed in 

each round and the remaining energy is computed 

using Equation-[1] and compared before deploying 

the TAEACK and after deploying the TAEACK 

approach. For all the rounds the energy is gradually 

reduced and the remaining energy is more in after 

deploying the TAEACK approach and depicted in 

Figure-7. 

 The throughput of the simulation result is 

obtained by executing an awk script for the trace file 

of the simulation output. The throughput is increased 

according to the number of nodes. Since throughput 

is high the packet loss is very less. In each round the 

throughput is getting increased and shown in Figure-

8. 

 The delay taken to transmit the data packet in 

TAEACK is comparatively less than the existing 

approaches. The Figure-9 shows the delay taken by 

the network after and before deploying the TAEACK 

approach. It shows that the TAEACK takes very less 

time and hence it is efficient. 

 

 
 

Fig. 4: Sinkhole Activity in NS2. 
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Fig. 5: Sinkhole Node Detection Rate Comparison. 

 

 
 

Fig. 6: Routing Overhead Comparison. 

  

 
Fig. 7: Energy Comparison. 

 

 
Fig. 8: Throughput Comparison. 
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Fig. 9: Delay Comparison. 

 

Conclusion: 

 In this paper we propose TAEACK approach for 

detecting and preventing Sinkhole nodes in mobility 

based MANET. We develop a comprehensive 

approach under DSR protocol where this approach is 

enabling for effectively detecting and preventing the 

sinkhole nodes without affecting the perpetual 

operation of the network. TAEACK provides good 

result in detecting malicious nodes and it provides 

prevention also. The efficiency of the TAEACK 

approach is making QOS of the network better in 

terms of malicious detection rate, throughput, delay 

and energy. The extensive simulation results 

demonstrate the efficiency and effectiveness of 

TAEACK, and the close match of energy neutral 

analysis with simulation results. 
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