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 Organizations release the information about individuals in public for resource sharing 
as per law of the country. But the confidential information of an individual may be 
compromised using the various releases of data. The privacy preserving mechanisms 
such as k- anonymity, l-diversity are unable to avoid the composition attack. This attack 
can be avoided by the dLink model, where the equivalence classes between two 
releases which have greater than constant value d are combined and rest are merged 
with other weaker classes. But, these are not combined and the chance for intrusion gets 
higher in worst cases. So the t-closeness anonymization method can be applied over 
dLink algorithm to avoid such intrusions. We conclude that this model through the 
enhancement process using t-closeness provides better performance, assessed by the 
disclosure rate which is minimal when compared to dLink model. 
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INTRODUCTION 

 
Privacy preserving data publishing (PPDP) is the 

process of developing methods and algorithm to 
ensure the published data remains useful and 
protected. Even though the PPDP methods remove 
the identifying information like name, disease and 
salary, but the other attributes like gender, age, 
zipcode are combined to identify the individual and 
the confidential information. The information 
disclosure has been classified as identity disclosure 
and attributes disclosure. Identity disclosure 
identifies whether an individual is linked to a 
particular record in the released dataset. Attribute 
disclosure reveals the information about the 
individuals i.e., the released data makes it possible to 
infer the characteristics of an individual more 
accurately than it would be possible before the data 
release. These disclosure attacks can be mitigated by 
the anonymizing method called   k-anonymization. 
(Samarati, P., and Sweeney, L., 1998). But the 
background knowledge attack cannot be prevented 
by the k-anonymization. The next level of privacy is 
provided using the improvised privacy method called 
as l-diversity. It provides the privacy factor by 
ensuring the l number of diversified values or distinct 
values within an equivalence class of a sensitive 
attribute.           

 Though the privacy is protected in the l-

diversity method, it suffers from similarity attack. t-
closeness is model introduced to overcome similarity 
attacks which were possible on l-diversity. The 
dLink model is a protection model that is designed to 
increase the likelihood that an adversary will have 
multiple confidential values to link with an 
individual’s record after combining disparate k-
anonymized data sets. But the disclosure rate is not 
minimal in the dLink model which leads to lack of 
privacy. Also increase in the d factor limits the utility 
of data. Hence, the t-closeness is applied over the 
dLink model to ensure the balance between privacy 
and utility factors in this paper. 

A release of data is said to have the k-anonymity 
property (Sweeney, L, 2002) if the information for 
each person contained in the release cannot be 
distinguished from at least k-1 individuals whose 
information also appear in the release. But the k-
anonymization suffers from Background knowledge 
attack. To avoid this attack, privacy model k-
anonymity evolved as l-diversity (Ashwin 
Machanavajjhala et al., 2007 and Gabriel Ghinita et 
al., 2009), An equivalence class is said to have l-
diversity if there are at least “l-well-represented” 
values for the sensitive attribute. A table is said to 
have l-diversity if every equivalence class of the 
table has ‘l’ different sensitive values. As the l-
diversity does not consider overall distribution of 
sensitive values, it is vulnerable to similarity attacks. 
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Information is revealed by the attackers by 
combining the various releases of the multiple 
organizations which are not co-ordinate to each other 
called as composition attack. (Srivatsava R., et al. 
2008) 

(Ninghui Li et al., 2007) Another anonymization 
method evolved to solve the attacks of earlier model, 
t-closeness model to provide the privacy for 
published datasets. It requires that the earth mover's 
distance between the distribution of a sensitive 

attribute within each equivalence class does not 
differ from the overall earth movers distance of the 
sensitive attribute in the whole table by more than a 
predefined parameter t. The model uses Earth 
Mover's distance EMD, which is based on the 
minimal amount of work which has to be done to 
transform one distribution to another by moving 
distribution mass between each other. Table I 
represents the original dataset and Table II represents 
t-closed data set.  

   
Table I: Original Data Set 

ID  Name Weight  Age Disease 
1   Mike 60   40 SARS 
2   Alice 70   50 Intestinal cancer 
3   John 60   60 pneumonia 
4   Bob 50   50 bronchitis 
5   Beth 80   50 gastric flu 
6   Carol 70   70 gastric ulcer 

 
Table II: T – Closed Data Set 

EC Weight Age Disease 

1 
[50–60] [40–60] SARS 
[50–60] [40–60] Pneumonia 
[50–60] [40–60] Bronchitis 

2 
[70–80] [50–70] Intestinal cancer 

[70–80] [50–70] Gastric Flu 
[70–80] [50–70] Gastric ulcer 

 

Related works: 
Existing privacy preserving data publishing 

techniques focus on one-time publication and 
multiple views of the same data; Main focus of 
Privacy preserving data publishing is on single 
release of dataset. If multiple release of same dataset, 
then it may from same publisher.(Xiao.X and Tao.Y, 
2007)  Differential privacy is an algorithm deals with 
probabilistic concept, necessarily be random (C.Yao 
et al., 2005) but it did not address the composition 
attack. This was firstly identified by (Agarwal.R et 
al., 2000), the privacy breach of existing methods in 
multiple independent releases. The intersection of 
these two independent releases in a non-coordinated 
environment increases this privacy breach. However, 
the solution of (Yang.B et al., 2010) supports only 
for coordinated environment and it is not applicable 
for non-coordinated environment.  Most of the recent 
work focused on coordinated model which will be 
communicated before releasing their dataset. Two 
broad classes of anonymization techniques are 
Randomized-based schemes and Partition-based 
schemes. In Randomization, the uncertainty was 
introduced either by randomly perturbing the data 
(Hardt et al., 2012) or by injecting randomness into 
the algorithm used to analyze the data. In Partition-
based scheme, the entire dataset is partitioned based 
on the criteria such as k-distinguishable records in 
each partition (Sweeney.L et al., 2002), l-different 
values in each partition (Ashwin Machanavajhala et 
al., 2007)as well as several recent variants. These 
methods release the exact information, so it is subject 
to composition attacks. In some of the paper it is also 

termed as intersection attack (Srivatsava R.Ganta et 
al., 2008). Randomness in anonymization algorithm 
is whether necessary to resist the complex side 
information such as independent release. 

In a non-coordinated environments, 
randomization based schemes can be applied to 
reduce the effect of composition attack in a data set. 
An efficient method differential privacy can prevent 
such attack but the utility in the data set may be very 
low. Differential privacy is developed to mask the 
quasi identifier and the sensitive attributes. To mask 
the values either the generalization or suppression is 
used with quasi identifiers. But for confidential 
attributes, the noisy values were introduced in all the 
equivalence classes.  It leads to information loss 
consequently the utility goes down. When the 
organizations collaborate, the composition attack can 
be resolved (Sarowarsattar, A.H.M., et al., 2014). In 
Partition-based scheme like k-anonymization 
technique, after anonymization, the organizations 
may check the common confidential values between 
different equivalence classes of data sets and take 
actions locally. Here we are considering non-
coordinated environment. For the composition attack, 
the risk is associated with the frequencies of sensitive 
values in the data sets. They have proposed a privacy 
model called (d,α)-linkable model which requires 
that probability of a k-anonymized data set and 
linking data set sharing d confidential values in 
matching equivalence classes is α. This verifies that 
the risk of individuals with shared records is 
sufficiently low with high α. 
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In this privacy model, it applies generalization, 

in a worst-case scenario; this may lead to suppression 
of the entire data set, when none of the equivalence 
classes provides the privacy requirement. It provides 
a theoretical foundation for reducing the risk of the 
composition attack. To achieve privacy, it proposes 
the probabilistic approximation technique. K-
anonymization can be implemented using various 
techniques. By considering the attribute hierarchical 
tree structure the generalization is performed to form 
the equivalence class (Jiuyong ., Li et al., 2006). For 
comparing the equivalence class with minimum 
distortion is computed. Based on this value the 
closest common generalizations between the classes 
are considered. The distance is equivalent to the 
distortions of the generalization and therefore the 
choice of merger should be those equivalence classes 
with the smallest distances. 

The algorithmic strategy followed in dlink 
model is to transform a data set to meet the (d,α)-
linkable requirement. When an equivalence class 
fails to satisfy the requirement given in dlink model, 
then it is merged with its nearest equivalence class. 
This step is repeated until it is satisfied with the 
requirement.  But in a worst case scenario, this may 
lead to the suppression of the entire data set which is 
not handled in the dlink model. (Sarowarsattar, 
A.H.M., et al., 2014) Merging process, generalize the 
records to common values in each equivalence 
classes (EC). Consider the equivalence classes which 
are satisfying the requirement, combine them. This 
may increase the size of the EC. Also we have 

identified the EC which are not satisfying the 
requirement, those EC are merged and verified with 
the criterion. 

 
Proposed Model: 
T-Closeness over dLink: 

The dLink model provides privacy among the 
published data set, the privacy is restricted to limited 
boundary. So, there is a room for privacy breach by 
adversary. The privacy in the dLink model is 
bounded by the factor, ‘d’ , i.e. the number of 
common confidential values between the combined 
tables it uses. The d value is inversely proportional to 
the utility measure. In order to preserve privacy, the 
d value can be increased. But it affects the utility. 
The Figure 2 depicts the work flow of the system. 

To solve the above problem, in this paper, the t-
closeness is applied over the dLink dataset. The d 
value is restricted to 4. EMD, Earth Movers Distance 
is calculated for the dLink dataset. The t- closeness 
parameter t, for the sensitive attribute reorders the 
total dataset to ensure the sensitive values are 
distributed among the data partitions. Hence the 
dataset becomes non vulnerable to composition and 
similarity attacks. And the privacy measure is 
expected to increase as the reordering happens. And 
the utility measure gets increased, as the d factor is 
not moved up, in order to maintain privacy. To find a 
flow F = [fij ] where fij represents flow of mass from 
element i of P to element j of Q, d be the distance of 
the two distributions such that overall work is 
minimized subject to these constraints. 

 

 
                                                               Fig. 1: t-closeness over dlink Model 

 

 
subject to the following constraints,                

  
      

 
=  

                   

 
       

         =  

 
Consider an example for equation 2. Let Q= 
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{3,4,5,6,7,8,9,10,11} be the distribution of sensitive 
information, P1 = {3, 4, 5} and P2 = {6, 8, 11} be 
two equivalent classes. Now intuitively we can see 
that in first equivalent class all values are at lower 
end and so reveal more information. Let us apply t -
closeness to it. Finding EMD[P1,Q] and EMD[P2,Q] 
after defining our ground distance mod(i - j)/8 ( so 
that max distance is 1) , we get D[P1,Q] = 0.37,and 
D[P2,Q] = 0.16. The Closeness threshold is selected 
on the basis of the minimum EMD value among the 
equivalence classes. For above scenario, the 
threshold value for the table with respect to the 
attribute Q is 0.167. So the resultant table should be 
of the 0.167 t- closeness with respect to the sensitive 
attribute salary to avoid the composition and 
similarity attacks. 

 
Disclosure Rate accuracy (DR): 

Privacy can be evaluated as the measure, 
disclosure rate accuracy [8] of composition attack, 
which is defined as the ratio of number of records 
with linkablity (1) to Total number of overlapping 
records. The value should be minimal to achieve 
better privacy. 
 

DR-         number of records with Linkablity=1    
         Total number of overlapping records 
 
In the above equation, the value should be 

minimal to achieve better privacy. 
Utility Measure: 

The Utility can be evaluated by calculating the 
ratio between the number of records in the dLink 
dataset and the total number of records in the dataset, 
the value should be maximal to achieve better Utility. 
 
Experiments and Results: 

The U.S. census data (https://usa.ipums.org/usa-
action/variables/group) is a collection of the real data 
set that is based on the U.S Government census 
database. The attributes in the U.S. census dataset 
can be specified as Quasi and Sensitive attributes. 
The Quasi Attributes are Gender, Age, Zip code 
which uniquely identifies a person. The Salary 
attribute is a Sensitive or Confidential attribute. The 
Experimental setup comprises of the U.S. Census 
data set as the two Input tables. Both the input tables 
include the Name, Gender, Age, Zip code attributes 
as Quasi Identifiers and Salary as Sensitive attribute.  
No of records are 5000 for Table1 and 1000 for 
Table2. The two data sets having some overlapping 
of records to each other, so that it reveals that the 
individual have visited both the organizations. It is 
the key to implement the Similarity attack likely to 
be performed. In the proposed system the similarity 
attack is avoided on the datasets with higher privacy. 
The disclosure ratio varies from each data set to 
another, based on the number of overlapping.

 
Table III:  Attribute Domain Table 

Attributes Type Domain 
Gender Categorical Quasi Identifier 
Age Numerical Quasi Identifier 
Zipcode Numerical Quasi Identifier 
Salary Numerical Sensitive 

 
Evaluation Measures: 

Disclosure Rate accuracy (DR) : The 
privacy can be evaluated as the measure, 
disclosure rate accuracy of composition 
attack, which is defined as the ratio of 
number of records retrieved for the given 
query using t-closeness and the number of 
records retrieved for the given query using 
dLink. The value of DR should be 
maximum to achieve better privacy. 

 

 
 
where, D and D* are the two published data sets 

in the non- coordinated environments.  
 
Improvised Privacy: 

After each algorithm is applied over the data set, 
certain queries are executed to retrieve the records 
from the dataset. If the number of records getting 
retrieved gets improved while applying each 

algorithm in the order of anonymization, dLink and t-
closeness, it is meant that the privacy gets improved. 
Because, the adversary has to search through more 
number of records from the resultant set. Number of 
records retrieved is more for the same query from the 
anonymized dataset which improves the privacy of 
the algorithm. 

There are two types of Queries executed such as 
Simple and complex queries. Simple query involves 
the usage of single attribute for record retrieval. In 
the case of complex query, multiple attributes has 
been taken into account. TableIV represents the 
results obtained using simple Queries and Table V & 
Table VI represent results obtained using compound 
queries.  
 
Query Indices: 

A - Select * from table where age = 60;  
B - Select * from table where age = 72; 
C - select * from table where salary>100000 

AND age=60 
D - select * from table where salary>100000 

AND age=72 
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E - select * from table where salary<500000 

AND age=45 
F - select * from table where salary between 

400000 and 600000 AND age=45 
 

 
             Table IV: Simple Query Table 

Algorithm Used 
A B 

Records Retrieved 
Improvised % of retrieved 
records Records Retrieved 

Improvised % of retrieved 
records 

Original dataset   25 1 
Anonymization 114 3.56 11 10 
dLink 394 14.76 18 17 
t-closeness 610 23.4 40 39 
Improvised 
percentage 8.64 22 

 
Table IV shows the increment of records for 

simple query, while using the proposed t-closeness 
algorithm. If the crowd is increased, the privacy is 
ensured. 

 
  
Table V: Complex Query Table (a) 

Algorithm Used 
C D 

Records Retrieved 
Improvised % of retrieved 
records 

Records Retrieved 
Improvised % of retrieved 
records 

Original dataset   15   1   
Anonymization 91 5.06 9 8 
dLink 329 20.93 15 14 
t-closeness 515 33.33 33 32 
Improvised 
percentage 

  12.4   18 

 
Table VI:  Complex Query Table (b) 

Algorithm Used 
E F 

Records Retrieved 
Improvised % of retrieved 
records Records Retrieved 

Improvised % of retrieved 
records 

Original dataset   27 0 
Anonymization 111 3.11 4 4 
dLink 390 13.44 13 13 
t-closeness 604 21.37 23 23 
Improvised 
percentage 7.93 10 

  
From Table V, VI the increment of records for 

complex queries, while using the proposed t-
closeness algorithm. Using the above tables, the 
privacy increase rate can be calculated for t-closeness 
as 13.16 % from the existing dLink algorithm. Hence 
it leads to improvement in privacy for the data set 
using the proposed t-closeness over dLink algorithm.  

Utility Measure: 
Utility of the data set is the usage of the data 

towards the authorized users. Even though the 
privacy has been improvised, the utility has some 
negligible amount of loss over the data. It is called as 
Privacy - Utility trade-off. 

  

 
                                                                    Fig. 2: Utility using multiple classifiers 
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Utility can be inferred by the classification 

accuracy of correctly classified instances of the 
records using the classifiers in the weka tool such as, 

� J48 Classifier        
� JRip  Classifier  
� Decision Table Classifier  
� PART Classifier 
Figure 2 provides the percentage of the correctly 

classified records for various classifiers. The 
classifiers J48, JRip, Decision Tree, PART shows 
that the utility is about 43.78, 43.78, 43.78, 43.78 for 
dLink and 42.98, 42.99, 43.08,42.98 for t-closeness 
and the loss percentage as 0.8, 0.79, 0.7, 0.8 
respectively. By averaging the loss % from the above 
mentioned figure, the Utility loss can be computed as 
0.77 % from the existing dLink.  

Thus both the measures privacy and utility are 
calculated with various parameters and it shows the 
functionality and the performance of the algorithm. 

 
Conclusion: 

The work focuses on applying t-closeness on the 
dLink table which includes the EMD calculation to 
compute distance between the sensitive values within 
equivalence class and the entire table including the 
flow constraint and finally obtaining the partitioned 
dataset which satisfies the t- closeness principle. The 
disclosure rate accuracy is computed and compared 
with existing dLink table which is 13.16% improvised 
for privacy and Classification accuracy is computed 
and compared with existing which has negligible loss 
of 0.77 for utility. The privacy measure is to be 
minimal and utility measure is maximal with the 
enhanced system. As the disclosure rate is low more 
privacy is guaranteed. For further enhancement, while 
reordering the tuples during the merge phase, genetic 
algorithm can be proposed to find an effective 
solution. 
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