
Australian Journal of Basic and Applied Sciences, 9(23) July 2015, Pages: 227-232 

 

 

ISSN:1991-8178 

 

Australian Journal of Basic and Applied Sciences 
 

 

 

Journal home page: www.ajbasweb.com 

 

   

Corresponding Author: Ms.S.Bagirathi, Assistant Professor(Sr.G), Department of Computer Science and Engineering, 

B.S.Abdur Rahman University, S.Bagirathi, Chennai 600048, TamilNadu, India. 

                                        E-mail: rathi.bagi@gmail.com Phone Number: +91 8754488427. 

 

Integration of Cognitive Radio Networks in RFID system for identification of Missing 

Tags 

 
1S.Bagirathi, 2DR.Sharmila Sankar, 3DR.M.Sandhya  

 
1Assistant Professor(Sr.G), Department of Computer science and Engineering, B.S.Abdur Rahman University, S.Bagirathi,Chennai 600048, 

TamilNadu, India.   
2Head of the Department, Computer science and Engineering, B.S.Abdur Rahman University, Dr.Sharmila Sankar, Chennai 600048, 
TamilNadu, India.   
3Professor, Department of Computer science and Engineering, B.S.Abdur Rahman University, Dr.M.Sandhya, Chennai 600048, TamilNadu, 

India.    
 

A R T I C L E  I N F O   A B S T R A C T  

Article history: 

Received 12 March 2015 
Accepted 28 June 2015 

Available online 22 July 2015 

 

Keywords: 

Radio-Frequency Identification 

(RFID); Cognitive Radio (CR); 
Spectrum Sensing; collision among 

tags.  
 

 Radio-Frequency Identification (RFID) is a rapidly growing technology that has the 

potential to make great economic impacts on many industries. RFID is the use of radio 
waves to read and capture information stored on a tag attached to an object. In this 

paper, we propose a system model for tag detection in large-scale RFID systems. This 

is achieved by using the cognitive radio (CR) network technology. The main advantage 
of using cognitive radio is that it senses the environment through spectrum sensing and 

adjusts the frequency of reader in Radio frequency system to enable the detection of 

tag. Combination of Cognitive Radio with RFID improves the performance of the 
system. The overall communication quality in a radio frequency environment is 

enhanced by minimization of data losses.  
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INTRODUCTION 
 

Radio Frequency Identification (RFID) is a 

wireless technology which uses radio waves as the 

key to determine the objects that has been lost or that 

has to be tracked. An RFID system is an 

advancement of Barcode technology which uses 

horizontal and vertical lines with the gaps in 

between. The disadvantage of the barcode is that if 

there is any damage on the lines of the barcode the 

object could not be detected. This could be overcome 

by RFID. RFID systems use tags (transponders), 

readers (interrogators) and the antenna to carry out 

its functionality. Tags are embedded in the object 

that has to be tracked. Tags contain unique id that 

distinguishes one from another. Readers are used to 

detect the tags that fall under its coverage area. 

Antenna is used by both the reader and a tag to 

transmit the radio waves. Thus Radio Frequency 

Identification Device (RFID) is the wireless, radio 

wave technology that uses a small RFID chip to be 

embedded in any physical object and to be uniquely 

identified by an RFID reader. RFID is considered as 

a non specific short range device. It can use 

frequency bands without a license. Nevertheless, 

RFID has to be compliant with local regulations 

(ETSI, FCC etc.) Reader queries the tags on different 

frequencies. The frequencies depend on the type of 

application that is executed. Proximity (short range) 

and Vicinity (long range) are two major application 

areas where RFID technology is used. Applications 

based on tracking and tracing the tags varies on 

either long range or vicinity types. This technology 

provides additional functionality and benefits for 

product authentication.  

Cognitive Radio (CR); a radio with an 

intelligence layer of awareness and learning is 

necessary to achieve optimal performance under 

dynamic and unpredictable situations. It is used to 

configure the radio system parameters. It senses the 

environment and fine tunes the radio system 

parameters in order to provide a better quality of 

service to the users. 

Many research challenges in RFID exist; one of 

the attractive and most promising challenges among 

them is the missing tag identification from a given 

set of tags. In this paper cognitive radio technology 

is used to sense the RFID environment and paves the 
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way for detection of tags which provides a healthier 

solution to missing tag problem.  The rest of the 

paper is organized as follows: Part 2 surveys the 

related work; Part 3 presents the proposed method, 

the detailed system model is presented in Part 4, Part 

5 details the simulation conducted, Part 6 discusses 

the results and discussions. Finally Part 7 concludes 

this paper and Part 8 the future work. 

 

Related Work: 

During the infancy stage of RFID, the solution 

to tag detection was categorized based on two types 

of protocols: Aloha based protocols and Tree based 

protocols. 

In Aloha based protocols the reader sends a 

frame size f and a random number R to the tags in its 

coverage area. Each and every tag uses the values of 

f, R and its own ID to select a slot in a frame by 

using the hash function h(ID,R) mod f. During this 

process if a single tag fits into a slot, that particular 

tag can be easily identified. If two or more tags fit 

into a same slot, it results in collision and thus the 

tags could not be identified properly. So this process 

is repeated until all the tags are collected.  

A binary tree is being created using the tag Ids 

by tree based protocol. The left branch of the tree is 

marked by ‘0’ and the right branch by ‘1’. The tree is 

searched depending upon the value queried by the 

tag. The reader sends a sequence of either ‘1’s or 

‘0’s and the required tag is identified. The process is 

repeated until all the tags have been identified. 

Different techniques for sensing and detecting 

tags have been proposed in the recent years. 

WeiXie.A et.al proposed a novel type of RFID 

application called RFID seeking and this is the first 

secure RFID seeking protocol which is designed to 

meet all the given requirements. Kai Bu et.al 

proposed series of protocols to detect the misplaced 

tags using reader positions in order to guarantee the 

efficiency and scalability of the system. D. Zhang 

et.al proposed a Tag-free Activity Sensing (TASA) 

and frequent route detection using RFID tag arrays 

for sensing the location.  

Data losses can be incurred in the above 

mentioned techniques to tag detection problem. 

Some protocols only detect the number of tags 

missed in a RFID environment rather than 

determining exactly which tag has been missed. Also 

collision among the tags exists during the tag 

determination process. Hence the proposed method 

is used to overcome all the above mentioned 

disadvantages. 

 

Proposed Method: 

The proposed system uses cognitive Radio 

technique to overcome the existing problems. For 

RFID spectrum, the CR can dynamically adapt its 

behavior to monitor the radio environment and RFID 

spectrum policy. CR solves the problem of data 

losses in radio frequency environment that exists 

among tags. Spectrum sensing is the important 

functionality of CR to sense the surrounding 

environment. 

In the general course, a tag moves from one 

coverage area of the reader to another. The 

assumption made is that the reader’s contain the 

information of the tags in its coverage area in the 

cache. To determine the tag that is mislocated, CR 

enables all the reader’s in the RF environment to 

search for the particular tag that is being declared as 

missed by the actual reader. Thus the tag is never 

considered as missing through the CR technique in 

RF environment.  

As the tag information is collected by CR no 

data losses will be incurred which improves the 

performance of the system. 

 

System Model: 

In our model, the RFID system consists of a 

number of RFID readers (reads identification 

database) and a large number of RFID tags as shown 

in the Figure 1. The reader’s database coordinates 

the RFID readers and has powerful computation 

capability. When multiple readers are synchronized, 

we may logically consider them as a whole. For the 

tags, the RFID system may use battery-powered 

active ones that have larger transmission range, or 

use light-weight passive ones that are energized by 

radio waves transmitted by the readers and 

communicate with the reader by backscattering the 

RF carrier according to the application requirement.

 

 
Fig. 1: RF environment with readers and tags within the range and outside the range. 
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When the problem comes to tracking of a 

particular tag, two scenarios have to be considered 

which is whether the tag is in the reader’s coverage 

area or outside the reader’s coverage area. The two 

scenarios are explained below: 

 

Case i: For a Tag within the Reader’s coverage 

area : 
For the tags within the vicinity of the reader, 

data from the tags is transmitted to the reader 

through the Baseline protocol. The reader sends a 

message that contains the random number along with 

the frame size from which the information has to be 

retrieved. All the tags upon receiving the frame size 

uses its own ID to calculate the slot number it has to 

fit in. Tags in the coverage area of the reader easily 

respond to the readers’ request by filling into a 

particular slot. In this manner the tags could be 

identified easily by the reader.  

 

Case ii: For a Tag outside the Reader’s coverage 

area: 

If a particular tag is away from the reader’s 

coverage area, tracking is done through CR 

technique.

 

 

 
 

 

Fig. 2: Tag detection using Cognitive radio technique in RF environment. 

 

Consider the reader’s R1, R2, R3, R4, R5 and 

R6 as shown in the Fig.2. These readers contain the 

information of the tags in its vicinity at its own 

cache. If suppose a tag moves from reader R1 to 

reader R2. Henceforth R1 will not be able to identify 

the moved tag as it is not in its coverage area. Since 

reader R1 reports the tag to be missing, the proposed 

method is to make use of the cognitive radio engine 

to identify the particular tag. The cognitive engine 

senses the spectrum of the surrounding environment 

and enables all the other remaining readers to check 

for the tag. The cognitive engine technique used is a 

cooperative spectrum sensing method which has a 

master node and sub nodes connected to each reader. 

The sub nodes retrieve the information from the 

reader’s cache as the tag are being tracked and 

updates the master node. If the tag ID is tracked by 

any reader the master node is updated and the 

process is terminated. Through this integration 

technique the data losses are minimized thereby 

increasing the performance of the system.  

 

RESULTS AND DISCUSSIONS 

 

Simulation was conducted through spectrum 

sensing test bed in Matlab along with RF transceiver. 

The following results show the retrieval of tag using 

cognitive engine.  

 

 

Movement of  tag 

from one coverage 
area to another 
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Fig. 3: Sectioning the readers and the tags; the reader in each subsection contains the information of the tag in 

its cache. 

 

 
 

Fig. 4: CR communicates with the readers of the subsections to track the missing tag. 

 

 
 

Fig: 5: Tag recovery 

 
 

Fig. 6: Scatter plot of original data and recovered data; signifies that the data has been recovered correctly and 

there is no data loss. 
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Fig. 7: SNR Vs BER 

 

Conclusion And Future Work: 

The system model proposed here is time 

efficient which means data could be retrieved at a 

faster rate with less data losses. The error rate 

decreases considerably through the integration of 

CR. Collision among tags may exist during the tag 

tracking process. Thus the future work is 

determination of collision and its avoidance. 

 

REFERENCES 
 

Bhandari, N., A. Sahoo and S. Iyer, 2006. 

Intelligent Query Tree (IQT) protocol to Improve 

RFID Tag Read Efficiency.  Proc. IEEE Ann. Int’l 

Conf. Industrial Technology (ICIT). pp: 46-51. 

Bu, K., B. Xiao, Q. Xiao and S. Chen, 2012. 

Efficient misplaced-tag pinpointing in large RFID 

systems. IEEE Trans Parallel Distributed Systems, 

23: 2094-106. 

Chen, B., Z. Zhou, Y. Zhao and H. Yu., 2010. 

Efficient Error Estimating Coding: Feasibility and 

Applications. ACM SIGCOMM. 

Di Pietro, R., R. Molva, 2011. An optimal 

probabilistic solution for information confinement, 

privacy, and security in RFID systems. J Network 

Comput Appl., 34: 853-63. 

Djeddou, M., R. Khelladi, M. Benssalah, 2013. 

Improved RFID anti-collision algorithm. AEU – Int 

J Electron Communication, 67: 256-62. 

Gandino, F., R. Ferrero, B. Montrucchio and M. 

Rebaudengo, 2011. Probabilistic DCS: an RFID 

reader-to-reader anti-collision protocol. J Network 

Comput Appl., 34: 821-32. 

Kodialam, M. and T. Nandagopal., 2006. Fast 

and reliable estimation schemes in RFID systems. 

ACM MobiCom. 

Lee, S., S. Joo and C. Lee., 2005. An Enhanced 

Dynamic Frame Slotted ALOHA Algorithm for 

RFID Tag Identification. Proc. IEEE Ann. Int’l 

Conf. Mobile Ubiquitous Systems: Networking and 

Services (MobiQuitous). pp: 166-172. 

Myung, J. and W. Lee., 2006. Adaptive Splitting 

Protocols for RFID Tag Collision Arbitration. Proc. 

ACM Ann. Int’l Conf. Mobile Systems 

(MobileHoc). pp: 202-213. 

Roberts., L.G., 1975. Aloha Packet System with 

and without Slots for capture. ACM SIGCOMM 

Computer Comm. Rev., 5(2): 28-42. 

Schoute, F.C., 1983. Dynamic Frame length 

ALOHA. IEEE Transactions Comm., 31(4): 565-

568. 

Shahzad, M. and A.X. Liu, 2013. Probabilistic 

Optimal Tree Hopping for RFID Identification. Proc. 

ACM SIGMETRICS/Int’l Conf. Measurement and 

Modeling of Computer Systems. pp: 293-304. 

Tan, C., B. Sheng, Q. Li, 2010. Efficient 

techniques for monitoring missing RFID tags. IEEE 

Trans Wireless Commun., 9: 1882-9. 

Tan, C.C., B. Sheng and Q. Li, 2007. Serverless 

Search and Authentication Protocols for RFID. IEEE 

PerCom. 

Tan, C.C., B. Sheng, Q. Li, 2008. Secure and 

serverless RFID authentication and search protocols. 

IEEE Trans Wireless Commun., 7: 1400-7. 

WeiXie, A.N., B. LeiXie, A. ChenZhang, C. 

QiangWang, D. JianXu, A. QuanZhang and 

Chaojing Tang., 2014. RFID seeking: Finding a lost 

tag rather than only detecting its missing. 1084-8045 

Elsevier Ltd. 

Won, T.Y., J.Y. Chun, D.H. Lee, 2008. Strong 

authentication protocol for secure RFID tag search 

without help of central database. In: Proceedings of 

the 5th international conference on embedded and 

ubiquitous computing. EUC2008. Shanghai, China., 

pp: 153-8. 

Yang, P., W. Wu, M. Moniri, C.C. Chibelushi, 

2013. Efficient object localization using sparsely 

distributed passive RFID tags. IEEE Trans Ind 

Electron, 60: 5914-24. 

Yuanqing Zheng, Mo Li., 2011. Fast Tag 

Searching Protocol for Large-Scale RFID Systems. 

Network Protocols (ICNP). 19th IEEE International 

Conference., 978-1-4577-1392-7. 

Zhang, D., J. Zhou, M. Guo, J. Cao and T. Li., 

2011. TASA: Tag-Free Activity Sensing Using 

RFID Tag Arrays. IEEE Trans. on Parallel and 

Distributed Systems, 22(4): 558-570. 

Zhang, R., Y. Liu, Y. Zhang, J. Sun, 2011. Fast 



232                                                                           S.Bagirathi et al, 2015 

Australian Journal of Basic and Applied Sciences, 9(23) July 2015, Pages: 227-232 

 
identification of the missing tags in a large RFID 

system. In: Proceedings of the 8th annual IEEE 

communications society conference on sensor, mesh 

and adhoc communications and networks. Salt Lake 

City, UT, United states. p: 277-86. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


