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 Background: Network activity becomes an essential part in modern life; on the other 

hand number of threats and attacks in private and corporate networks are increasing. 

Hence, there is a need for an effective method for detecting intrusion over networks. 
Intrusion detection is defined as the problem of identifying misuse and abuse in 

computer systems. Objective: Primary aim of our research work is to classify the 

behavior of WSN as abnormal or normal thereby reducing misclassification. In this 
paper two efficient algorithms namely Support Vector Machine (SVM) and Ant colony 

algorithms are combined to detect the network intrusion. Result: To facilitate the ACO 

to find new attacks, the method to handle the pheromone is altered. At each time ACO 
preserves old pheromone information and reset pheromone information to find a new 

solution for changed scenarios. Combining two data classification techniques, the 

proposed algorithm takes advantage over traditional methods. Conclusion: The 
proposed approach is validated using benchmark NSL KDD cup dataset. Experimental 

result show that the hybrid model (SVM- DCO) detect new types of attacks and 
achieves better results than the standard algorithms in terms of accuracy and runtime 

efficiency 
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INTRODUCTION 

 

 Network based computer systems plays a major 

role in modern society, also it has become targets of 

enemies and criminals. An intrusion is termed as the 

set of actions that are attempted to compromise the 

confidentiality and security of a resource (Zhang et 

al., 2000). However intrusion prevention is not 

sufficient as the systems becomes more complex and 

security mechanisms become weak. In the recent 

years due to the increased usage of smart devices and 

internet, the network traffic increases rapidly. As per 

the CISCO report “Global traffic in 2012 was traced 

as 43.6 exabyte/month” and this will have chances to 

grow threefold by 2017 and reach 120.6 exabyte per 

month (Cisco 2012). The ability of a good detection 

system lies on the fact that it should produce accurate 

results but it is critical for intrusion detection system 

to achieve maximum performance. New concepts, 

paradigms are adopted, tools are being used and new 

security policies and practices are implemented. Still 

there is a need of an effective mechanism to deal 

with the new complex attacks. Network intrusion 

detection systems has become an effective defense 

against network based attacks due to the increasing 

severity and likelihood of certain attacks. This 

technique was almost used in all large scale IT 

infrastructures. An intrusion detection system detects 

individuals who are using computer systems or 

network without authorization and have legitimate 

access to the system but abuse their privileges 

through prevention techniques such as encryption 

and decryption. The assumptions made in the 

intrusion detection system are 

(i) The user and program activities are tracked via 

auditing mechanisms, normal and intruded packets 

have distinct behavior. 

(ii) Intrusion detection system captures the audit 

data and looks for evidence in the data to determine 

whether the system is under attack.  

 IDS uses efficient clustering and classification 

models for differentiating the normal behavior from 

abnormal behavior using data mining techniques and 

other approaches. Several existing algorithms which 
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are applied in IDS cannot deal with new types of 

viruses or attacks for varying computing 

environments. So the architecture of IDs has to be 

reconstructed. Data mining techniques analyze audit 

trails and extract knowledge that helps in 

distinguishing patterns. Feature selection algorithms 

helps in identifying important features for 

classification of intrusions. Intelligent techniques 

such as Genetic Algorithm (GA), Support Vector 

Machines (SVM) and Artifical Neural Networks 

(ANN) have been used in building intrusion system. 

In this paper we have proposed SVM and Dynamic 

Ant Colony Optimisation (SVM-DACO) algorithm. 

At first the SVM finds support vector and generates 

hyper plane which separates the normal and 

abnormal data and then ACO discovers the data that 

are added to the SVM training dataset. ACO uses this 

data to create models for normal and abnormal data. 

At each run the ACO preserves the old pheromone 

information and resets the data, thus for new types of 

attack the classification accuracy can be improved. 

Here, We have used NSL KDD dataset in our 

experiments and is considered as a benchmark for 

recent intrusion detection evaluations. In the 

remaining of the paper we have presented the related 

work done in the intrusion detection using various 

techniques/algorithms in Section II. Background and 

attack taxonomy is presented in section III. In 

Section IV, we have described our proposed 

architecture. In Section V we present performance 

evaluation and results obtained. Conclusion is made 

in Section VI. 

 

Related work: 

 Principal Component Analysis (PCA) is used for 

transforming input samples in to new feature space. 

To overcome the problem of selecting principal 

components, Genetic algorithms have been used. 

SVM is used in classification. Further a comparitive 

analysis is also performed with the existing 

techniques and it was also shown that the proposed 

algorithm minimizes amount of features and 

maximize the detection rate (Kumar et al, 1994). 

Evolutionary Fuzzy System EFS-ACO has been used 

in which fuzzy system learns if-then rules in 

incremental fashion and the ACO optimizes one 

fuzzy classifier rule at a time. This approach is 

validated using DARPA KDD-CUP’99 dataset. 

Comparison is made between traditional techniques 

such as C4.5, Naïve Bayes, KNN, SVM etc. This 

system is used in producing reliable intrusion 

detection system (Ahmad et al, 2013). The problem 

of low fitting defects in the traditional detection 

algorithm has been addressed and SVM kernel 

function is applied on classification performance 

(Abadeh et al 2015). Ant Colony algorithm is 

modified and applied as a selection SVM 

characteristics parameters. Accuracy and detection 

rates are increased when compared to other 

algorithms.  

 To adapt to frequently changing network 

environments, two algorithms have been proposed 

with Online Adaboost algorithm where decision 

stumps and Gaussian mixture models (GMM) were 

used as weak classifiers. Global detection model for 

this system is achieved by using Particle Swarm 

Optimization (PSO) and Support Vector Machines 

(SVM). As a result Gaussian mixture model achieves 

a higher detection rate and false alarm rate when 

compared to decision. Thus this serves as a 

motivation for our work to use intelligent techniques 

(Pu, Jianfeng, et al.2012). Apriori algorithm is used 

for detecting attacks and simulation of this algorithm 

is done with KDD CUP dataset. It is shown that this 

algorithm when applied in intrusion detection 

systems reduces false alarm rate and gives higher 

detection accuracy (Hu, Weiming, et al. 2014) SVM 

is combined with the decision tree algorithm for 

multiclass problems. By doing so the training and 

testing time can be reduced. The binary trees are 

constructed by dividing the dataset in to two halves 

and perform classification. This tree structure SVM 

solves multiclass intrusion detection system (Lahoti 

et al., 2014). 

 A hybrid IDS is proposed using SVM. A 

distributed algorithm is used for training SVM to 

distinguish normal and malicious patterns. This 

algorithm is designed to operate on cluster based 

wireless sensor networks where all the nodes monitor 

their neighbors. The authors have validated the 

approach using high detection rate with fewer false 

positives (Mulay et al 2010). Framework that 

combines two existing machine learning methods 

SVM and CSOACN (Clustering based on Self 

Organizing Ant Colony Network). Initial 

experiments indicate that combination is better than 

pure SVM in terms of higher detection rate and 

positive, negative false rate and the training time 

taken is lesser (Sedjelmaci et,al. 2011). The above 

algorithm serves as a motivation of our work in 

which we have modified the pheromone 

concentration such that the proposed algorithm 

addresses the dynamic attack classification. The 

detailed description is given in the following 

sections.  

 

MATERIALS AND METHODS 

 

Intrusion Types: 
 Based on audit data types intrusion detection can 

be categorized in to network based and host based 

system. Network-based IDS examines the packets 

going through the hardware interface and behave as a 

gateway soldier. Whereas host-based IDS operates 

within the operating system and audit data to monitor 

and analyses the events that are generated by 

programs or users on the host. The techniques used 

for intrusion detection is categorized in to two types.  

 Misuse detection works by representing attacks 

in the form of a pattern or signature so that the same 
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attack can be detected and prevented in future. These 

types of attacks are well known to the attack patterns 

and hence they are of little use for detecting naïve 

attack methods (Zhang et al 2009). Complexity of 

misuse detection starts by including a set of possible 

signatures of attacks that build a signature that 

includes possible variations of the attacks to prevent 

false negatives and build signatures that do not match 

normal activities to avoid false positives. For 

example, the signature rule for “guessing password 

attack” can be written as “more than 4 failed attempts 

within 2 minutes”. The main disadvantage of this 

system is that it lacks the ability to detect new 

attacks.  

 Anomaly detection can flag all system states 

varying from the established profile as intrusion 

attempts. If the given set of intrusion activities is not 

identical to the set of anomalous activities, then few 

interesting probabilities occur. Anomalous activities 

that are not intrusive are flagged as intrusive 

although they are false positives. Actual intrusive 

activities are not detected are called as false 

negatives. The selection of threshold levels becomes 

a problem in anomaly intrusion detections. Also 

anomaly intrusion detection is computationally 

expensive because of keeping tract of several system 

profiles.  

 

Dataset Description: 

 NSL KDD dataset solved some of the inherent 

problems of KDD CUP’99 dataset. KDD CUP’99 

dataset is the most widely used dataset for anomaly 

detection. (Tavallaee, Mahbod, et al. 2012) Authors 

have conducted a statistical anaylsis and found that 

this has two important issues that affect the 

performance of the system. The NSL-KDD dataset 

has 41 features and 5 classes that are normal and 4 

types of attacks. (i) Denial of Service Attack (DoS) 

(ii) Probe (iii) Remote to Local Attack (R2L) (iv) 

User to Root (U2R). The training dataset is made up 

if 21 different attacks out of that 37 is present in the 

test dataset. In addition novel attacks present in test 

dataset (see.Table I). The advantages of NSL KDD 

dataset are  

1. Biased result is not produced since there are no 

redundant records in the train set.  

2. No duplicate records in the test set that have 

better deduction rates. 

3. Count of selected records from each difficult 

level group is inversely proportional to the 

percentage of records in the original KDD dataset.  

 
Table I: Dataset Classification 

Normal Normal(39298) 

DOS Smurf(11258), Neptune(11954), Back(2001), Teardrop(99), Pod(20), Land(17) 

U2R Buffer overflow(3), Root kit(10), load module(7), Perl(2) 

R2L Warezclient(1020), Guess_passwd(53), Warezmaster(20),Imap(9), ftp_write(8), Multihop(5), Phf(1), 
Spy(2) 

Probe Satan(20), Ipsweep(658), Portsweep(40), Nmap(130) 

 

Proposed methodology: 

Architecture of Proposed System: 

 The architecture of proposed system is shown in 

fig.1. At first sequential floating forward selection 

(SFFS) algorithm is used to select the necessary 

features from the NSL-KDD dataset. Here we use 

multistage classifier in which SVM classifier looks 

for the normal and abnormal data, ACO preserves the 

solution and reset the classifier to detect new attacks.  

 

Feature Selection: 

 For each problem with some sample, the 

maximum number of feature degrades the 

performance instead of improvement. This is called 

as curse of dimensionality. Mapping of lower 

dimensional space of features is needed so that no 

information is lost by eliminating the important and 

basic feature. Feature selection algorithms limit the 

features to improve task performance. Feature 

selection algorithm is important and efficient in 

building classification systems. Here we use 

Sequential Floating Selection for selecting features 

from NSL-KDD dataset. 

 

 

 

 
 

Fig. 1: Proposed architecture for intrusion detection. 

 

Sequential Floating Selection: 

 Sequential Floating Selection is an extension of 

sequential forward and backward selection added 

with backtracking capabilities. This algorithm finds 
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optimal group of features by applying step-optimal 

method in where at each step the best/worst feature is 

added or discarded. Additional steps are not taken to 

evaluate the selected feature in each iteration for 

refining the subset. The improvement is made by 

applying the plus I-take away r method, where the 

forward/backward steps are applied after each 

iteration to correct selection decision for finding 

optimal final subset of features. 

 If I>r, then it is Sequential Floating Forward 

Selection if I<r then it is Sequential Floating 

Backward Selection. Sequential Floating Forward 

Selection basically starts with an empty set, then at 

each iteration this adds sequentially next best feature. 

Then it tests if it maximizes the objective function 

when combined with the already selected features. 

After each forward step, SFFS performs backward 

step that discard the worst feature of the subset after 

the addition of new feature. This backward step is 

performed as long as the objective function is 

increasing. Similar to forward selection, Sequential 

Floating Backward Selection (SFBS) starts with full 

set of features then sequentially removes the features 

that least reduces the objective function value. SFBS 

performs forward steps after each backward step as 

long as the objective function increases (Aziz et al 

2013). 

 

SVM Classifier: 

 Support Vector Machines are supervised 

learning algorithms and have been applied in both 

anomaly and misuse detection in the last decade. The 

primary benefit of the SVM is that they learn 

effectively from high dimensional data. SVM is used 

as a learning method for classification and regression 

analysis of linear and non-linear data. When the data 

are linearly separable SVM computes hyperplane 

that maximises the marigin between training 

examples and class boundary. When data are not 

linearly separable, the examples are mapped to high 

dimensional space where such a separating 

hyperplane can be found. The mechanism of 

mapping process is called as kernel function.  

 The kernel function transforms the linear 

problem in to non-linear by mapping in to feature 

spaces. Here we have used Gaussian Kernel function. 

Gaussian kernel follows Radial basis function kernel. 

𝐾 𝑋𝑖 , 𝑋𝑗  = exp{−(| 𝑋𝑖 − 𝑋𝑗  |)/2𝜎}                 (1)

 Where 𝜎 stands for window width. Intrusion 

detection system has two phases: training and testing. 

SVM learns a larger set of patterns and able to 

provide better classification because of the fact that 

categorization difficulty does not depend on the 

dimensionality of feature space. This also has the 

ability to update training patterns whenever a new 

pattern occurs during classification (Tsai et al 2009). 

Linear classification adds the data point to either 

class A or class B. Training data point can be 

labelled based on  

 𝑌𝑖 =  −1 , 𝑋𝑖 ∈ 𝑐𝑙𝑎𝑠𝑠 𝐴            (2)  

 1,  𝑋𝑖  ∈ 𝑐𝑙𝑎𝑠𝑠 𝐵 

 For training the SVM, data point can be taken 

from the network connecting record which describes 

several features. The dimensions of the matrix to 

compute kernel functions can be determined from 

number of training data points. In SVM the data 

points do not lay on the margin and not taken for 

computation. So the number of training data points 

can be condensed without trailing accuracy. 

 

Dynamic Ant Colony Algorithm (DACO): 

 In this section we describe the DACO in which 

pheromone information is modified to adapt the 

ACO for handling dynamic scenarios. When new 

attacks packets enter in to network some packets may 

be discontinued and some packets may be modified. 

When the change of search space occurs then 

pheromone information has to be initialized for the 

new packets and modify the pheromone information 

of old packets that are in provision. The packets that 

are detected as attack packet may change afterwards. 

If the ACO converge to a path on which the amount 

of pheromone trails become much higher than all 

other paths, this path prevents ants from choosing 

another path when a change occurs on it ,the result 

will be a sub-optimal solution. Hence we need to 

modify the pheromone information to find balance 

between preserving old information to speed up 

search process and modifying new information to 

facilitate ants for finding new solution for changed 

scenarios. According to (Wang et al 2014), the 

authors have proposed four strategies to handle the 

dynamic nature of data inputs given for ACO. These 

strategies depend not only on the parameters but also 

on the number of changes and frequency of 

occurrence of changes. If the changes are more and 

frequent then global pheromone (reinitializes the 

whole pheromone matrix) approach can be used. If 

the changes are more and less frequent then local 

pheromone modification (uses pheromone 

information to decide the reset-values) is used. 

Problem of intrusion lies in the category that 

numbers of attacks are more and probability of 

occurrence is less. Hence here we use local 

pheromone modification approach.  

 

Local Pheromone modification approach: 

 Suppose if there occurs a change at vertex 𝑗 ∈ 

𝑉𝑐𝑗  and the direct successors set is denoted by 𝑉𝑠𝑗 , set 

of direct predecessors is denoted by 𝑉𝑝𝑗 , Parameter 

for reset value is denoted by 𝛿𝑖(𝛿𝑖 ∈ [0,1]) is used to 

determine the reinitialized pheromone values on the 

edges adjacent to vertex 𝑖(∀𝑖∈ 𝑉𝑐𝑗 ) according to the 

eq. (3) and (4) 

 𝑃𝑖𝑘 =  1 − 𝛿𝑖 𝑃𝑖𝑘
𝑜𝑙𝑑 + 𝛿𝑖𝑃0 , if 𝑘 ∈ 𝑉𝑠𝑗                    (3)  

 𝑃𝑘𝑖 =  1 − 𝛿𝑖 𝑃𝑘𝑖
𝑜𝑙𝑑 + 𝛿𝑃0 , if 𝑘 ∈ 𝑉𝑝𝑗                    (4)  

 The variables 𝑃𝑖𝑘  and  𝑃𝑘𝑖  are the pheromone 

values on edge (𝑖, 𝑘) and edge (𝑘, 𝑖) before the 

change occurs. Here the pheromone values are 



332                                                            L. Dhanabal, S.P. Shantharajah, 2015 

Australian Journal of Basic and Applied Sciences, 9(23) July 2015, Pages: 328-335 

modified completely the trace of the old value 

remains. If there is a new attack namely 𝑎 then the 

result value of 𝛿𝑎  is 1.  

 According to local pheromone modification 

approach, the pheromone information are used for 

deciding reset values. The pheromone utility 𝑈𝑖𝑘
𝑃  of 

edge (𝑖, 𝑘) and the pheromone utility 𝑈𝑘𝑖
𝑃  of edge 

(𝑘, 𝑖) are given as follows 

 𝑈𝑖𝑘
𝑃  = 𝑃𝑖𝑘 , if 𝑘 ∈ 𝑉𝑠𝑗                                                 (5)  

 𝑈𝑘𝑖
𝑃  = 𝑃𝑘𝑖 , if 𝑘 ∈ 𝑉𝑝𝑗                                                 (6)  

 Strategy specific parameter 𝛿𝑇  ∈ (0,∞) is used 

to limit the result to 1 for applying eq. (1) and (2). 

Then 𝛿𝑖  computed using the eq (7), (8) 

 𝛿𝑖 = min{1, 𝛿𝑇 ∗ 𝑈𝑖𝑘
𝑃 } , if 𝑘 ∈ 𝑉𝑠𝑗                          (7) 

  𝛿𝑖 = min{1, 𝛿𝑇 ∗ 𝑈𝑘𝑖
𝑃 } , if 𝑘 ∈ 𝑉𝑝𝑗                         (8)  

 

Combining SVM and DACO: 

 To combine the advantages of both the SVM and 

ACO algorithms we propose a hybrid SVM-ACO 

model for intrusion detection system. Here we follow 

the idea of using SVM support vectors to generate 

hyper plane that separates normal and attacks data. 

Our hybrid algorithms is used to find the data added 

to the SVM training dataset and generate models to 

activate SVM training set. This model is used by 

normal as well as abnormal data.  

 

Learning process in SVM: 

 At each step of SVM training only a part of 

entire dataset is used. Problem of using entire dataset 

is selecting training data points for each training step. 

The hyper plane of SVM can be modified gradually 

by adding points between margins after each SVM 

training since the hyper plane depends on support 

vectors. Finding support vectors for the entire dataset 

is the aim of active learning in SVM. As support 

vectors are data points at the margin of each class, 

the support vectors found after each training dataset 

are more likely to be support vectors of entire 

dataset. Hence after each training process, selection 

strategy is done by applying clustering around the 

support vectors. By doing so the training dataset for 

the next training consists of support vectors and 

points around them.  

 

SVM Training Phase: 

 Complexity of SVM learning is picking the 

training dataset for each training step. Separating 

hyper planes are introduced to handle this issue. The 

hyper planes are tailored gradually by adding points 

between margins only after SVM training phase. 

Objective of SVM is finding support vectors between 

training data points. The training data for this phase 

is selected by last ant clustering phase or selected in 

random initially. For the first run to make the first 

generated hyper plane to separate normal data and 

different types of abnormal data, one data point is 

randomly selected from each type of data. For 

subsequent phases, the support vectors among the 

selected data points are found and marked for next 

ant clustering phase.  

 

Algorithm: Hybrid SVM ACO model: 

 Inputs: 𝑇𝑅𝑚Training dataset (consisting of data 

points each labeled as abnormal or normal). 𝑇𝑅𝑚= 

{𝐶1, 𝐶2, … . 𝐶𝑛} (Dataset divided in to n classes 𝐶𝑛 ) 

𝑑 - data point 

Output: Accurate classification of testing data point 

as normal or abnormal. 

Begin 

1. Select 𝑑𝑖 ∈ 𝐶  (Choose data points randomly 

from each class) 

2. Generate SVM classifiers 

3. While(𝑇𝑅𝑚  -> n) (when n number of data points 

added to 𝑇𝑅𝑚  ) 

a. Locate support vectors among chosen data 

points  

4. Apply Ant clustering around support vectors 

a. Reinitialize the pheromone values at edges 

according to eq(3) and (4) 

5. Add 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 (𝑑𝑖) - >𝑇𝑅𝑚 ,( Add data point in the 

ant cluster to the training set) 

6. Retrain the SVM classifier with the new training 

dataset. 

End 

 
Table II: NSL-KDD record Distribution. 

 Total Records Normal DoS Probe U2R R2L 

 

Train_20% 

 

25192 

13449 9234 2289 11 209 

53.39% 36.65% 9.09% 0.04% 0.83% 

 
Train_all 

 
125973 

67343 45927 11656 52 995 

53.46% 36.456% 9.25% 0.04% 0.79% 

 

Test + 

 

22544 

9711 7458 2421 200 2754 

43.08% 33.08% 10.74% 0.89% 12.22% 

 

Table III: Features selected through SFBS, SFFS, IG, RS. 

Feature 

selection 

Selected Features Accuracy 

SFBS Protocol_type(2),Service(3),dst_bytes(6),same_srv_rate(29),dst_host_same_srv_rate(34), 

dst_host_diff_srv_rate(35), dst_host_same_src_port_rate(36), dst_host_srv_diff_host_rate(37), 
dst_host_serror_rate(38),dst_host_srv_serror_rate(39),dst_host_rerror_rate(40), 

dst_host_srv_rerror_rate(41) 

 

95.31% 

SFFS  
Duration(1), Protocol_type(2), Service(3), Flag(4), dst_bytes(6), Land(7), hot(10), Logged_in(12), 

num_file_creations(17), is_guest_login(22), count(23), srv_count(24), serror_rate(25), 

srv_serror_rate(26), rerror_rate(27), srv_rerror_rate(28), same_srv_rate(29) diff_srv_rate(30), 
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srv_diff_host_rate(31),dst_host_count(32), dst_host_srv_count(33), dst_host_same_srv_rate(34), 

dst_host_diff_srv_rate(35), dst_host_same_src_port_rate(36), dst_host_rerror_rate(40), 

dst_host_srv_rerror_rate(41) 

 

96.28% 

IG Duration(1),dst_bytes(6),Logged_in(12),su_attempted(15),num_root(16),num_file_creations(17), 

num_shells(18),num_access_files(19),srv_diff_host_rate(31),dst_host_count(32), 
dst_host_srv_diff_host_rate(37) 

 

90.35% 

RS Service(3), dst_bytes(6), Logged_in(12), count(23), serror_rate(25), srv_serror_rate(26), 

same_srv_rate(29), diff_srv_rate(30), dst_host_srv_count(33), dst_host_same_srv_rate(34), 
dst_host_diff_srv_rate(35), dst_host_same_src_port_rate(36), dst_host_srv_diff_host_rate(37), 

dst_host_serror_rate(38),, 

39 

 

92.60% 

 

Experimental observation: 

Dataset: 

 In the system performance test experiments we 

have used the famous testing NSL- KDD dataset to 

test and use its results for improving system’s 

performance. In the preprocessing phase the 

numerical attribute regulation made the values to be 

in range [0:1]. If the non-numerical attributes in the 

algorithm are same then the differences are set as 0, 

if they are different it sets the difference as 1. The 

NSL-KDD dataset are effective for network 

experiments since it is more refined and less biased 

than original KDD Cup’99 dataset. Also this contains 

much less number of records such that the whole 

training and testing datasets can be used in the 

experiments. The distribution of the normal and 

attack records in NSL-KDD dataset are given in table 

II. (Aziz et al 2013) 

 

Feature Selection: 

 Here we have used SFFS algorithm to NSL-

KDD data set. In addition to that to measure the 

performance of other feature selection mechanism 

with hybrid SVM-DACO we have conducted 

experiments on well known techniques such as 

Information gain (IG) and Rough Sets (RS). The 

results obtained by this algorithm are presented in 

Table III. 

 

Performance Measures: 

 Machine Learning and data mining algorithms 

uses different metrics to evaluate the classification 

models. Here we employed two performance 

measures: Attack detection rate and false alarm rate. 

These are calculated using Confusion Matrix. 

 

Confusion Matrix: 
 Confusion matrix is a two dimensional matix 

representation which depicts the classification 

results. The upper left cell denotes number of 

connections that are classified as Normal when they 

are actually normal (TP) and the lower right cell in 

the matrix denotes number of connections classified 

as attack when they are actually attack (TN). The 

lower left cell and upper right cell denotes the 

number of connections that are misclassified. The 

lower left cell in the matrix denotes the number of 

connections that are classified as Normal while they 

are actually Attack (FN), upper right cell dentes the 

number of connections classified as attack while they 

are Normal (FP). 

 
 Normal Classification Attack classification 

Normal TP FP 

Attack FN TN 

 

Attack Detection Rate (ADR): 

 It is the ratio between the total number of attacks 

that are detected by system to the total number of 

attacks present in dataset. 

Attack Detection Rate = 
𝑇𝑜𝑡𝑎𝑙  𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑  𝐴𝑡𝑡𝑎𝑐𝑘𝑠

𝑇𝑜𝑡𝑎𝑙  𝐴𝑡𝑡𝑎𝑐𝑘𝑠
 * 100 

 

 

False Alarm Rate (FAR): 

 It is the ratio between total number of 

misclassified instances to the total number of normal 

instances 

𝐹𝑎𝑙𝑠𝑒 𝐴𝑙𝑎𝑟𝑚 𝑅𝑎𝑡𝑒 =  
𝑇𝑜𝑡𝑎𝑙  𝑚𝑖𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑  𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠

𝑇𝑜𝑡𝑎𝑙  𝑛𝑜𝑟𝑚𝑎𝑙  𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠
 * 100 

Table IV: Accuracy Comparison of Algorithms. 

Algorithm No of features % detection Rate False Positive False Negative Training Time (Sec) 

Naïve Bayes 41 87.45 8.98 3.66 3.56 

26 90.14 3.56 1.56 4.67 

SVM 41 72.08 6.20 22.80 3.32 

26 75.36 4.24 15.98 5.65 

ACO 41 84.10 3.28 1.30 4.40 

26 87.24 2.56 1.56 3.56 

SVM-ACO 41 88.04 2.88 0.70 3.90 

26 96.28 1.09 0.87 4.76 
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RESULTS AND DISCUSSIONS 

 

 To implement our proposed approach the 

program was written in Java Runtime Environment 7 

(jre 7.0) and made to run on a windows based 

computer with Pentium core processor 2.0 GHZ, 250 

HDD, 2GB of RAM. The raw data set is 

preprocessed first to normalise the values. 

Eliminating certain features may give higher result. 

Hence SFFS algorithm is used to identify and 

remove unnecessary features. Then dataset is given 

for SVM classification of normal and abnormal data. 

Our approach is designed such a way that it is 

suitable for dynamic changes in network where the 

time interval of occurance of attack is more. When 

such a condition is encountered the Dynamic ACO 

acts to detect the attack and reintialise the network 

that can detect new attacks of the previous category 

in addition to the available trained attacks. Thus 

network intrusion is done at higher accuracy rate 

using proposed SVM-DACO approach. This 

algorithm is validated through NSL-KDD dataset and 

the results are presented. At first suitable feature 

selection algorithm must be choosen for better 

detection rate. Hence we have analysed the three 

algorithms namely SFBS and SFFS, IG, RS. Out of 

the three algorithms the forward selection approach 

obtains a higher accuracy with the combined 

approach. Hence the SFFS algorithm is selected for 

feature selection (see.figure2.). Naïve Bayes acquires 

the most important position among other data mining 

algorithms and it is widely used for classification of 

attacks in networks. Also it is necessary to validate a 

combined algorithm against independent 

performance. So we have compared Naïve Bayes, 

SVM, ACO and SVM-DACO. From figure 3. It is 

shown that SVM-DACO attains higher detection rate 

than other algorithms. 

 

 
 

Fig. 2: Comparison of Various Feature Selection Algorithm on SVM-DACO. 

 

 
 

Fig. 3: Accuracy comparison between different classifiers. 
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Conclusion: 

 In this paper new machine learning based 

combined classification algorithm Hybrid SVM-

DACO has been proposed in which SVM is used for 

the classification and ACO is used to identify the 

data points that are added to SVM. In addition to this 

we have also addressed the dynamic nature of attack 

occurrence, classification and detection of attacks in 

such situations. Also to identify a suitable feature 

selection mechanism we have made a comparison 

between IG, RS and SFFS and found that SFFS 

yields best result in selecting appropriate features 

needed for the proposed algorithm. The experiments 

show that the detection rate of our method is higher 

than the traditional data mining algorithm naïve 

bayes and independent evolutionary techniques such 

as SVM and ACO. It is worth noted that the false 

alarm rate in our method is much lower than other 

approaches. Future work will include the time 

complexity and combining swarm intelligence with 

SVM classifier to measure the accuracy rate.  
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