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 Data transmission with security is a critical issue for VANETs. Clustering is an 

effectual and sensible way to enhance the system performance of VANETs. In this 

paper we propose architecture for cluster-based VANET where the clusters are formed 
dynamically and from time to time, efficient and secure data transmission protocols for 

provide a secure data transmission for the same. We propose a security protocol namely 

digital signature (DS) scheme in which security relies on the hardness of problem in the 
pairing domain and further reduces the computational overhead for protocol security 

which is critical for VANET. We show the feasibility of the protocol with respect to the 

security requirements and security analysis against various security attacks. The results 
show that the protocol which we proposed have better performance than the secure 

protocols existing for VANETs, in terms of security overhead and energy consumption. 
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INTRODUCTION 

 

Background and Motivation: 

 VANET is a network system comprised of 

spatially distributed vehicles where each vehicle 

behaves as nodes. The individual vehicles are 

capable of sending and receiving messages to one or 

more vehicles in a vehicle adhoc networks. Efficient 

data transmission is one of the most important issues 

for VANETs. Dramatic increase in the number of 

vehicles equipped with computing technologies and 

wireless communication devices created new 

application scenarios that were not feasible before. 

VANET applications will include on-board active 

safety systems leveraging vehicle-vehicle or 

roadside-vehicle networking, assisting drivers in 

avoiding collisions, real-time traffic obstruction 

information and finding new direction, faster billing 

in toll booths and mobile infotainment. VANET 

applications will include on-board active safety 

systems leveraging vehicle-vehicle or roadside-

vehicle networking, assisting drivers in avoiding 

collisions, real-time traffic congestion and routing 

information, high-speed tolling and mobile 

infotainment. Thus a Secure and efficient data 

transmission is especially necessary and is demanded 

in many such practical VANET. 

 Cluster-based data transmission in VANETs has 

been investigated by researchers to achieve the 

network scalability and management, which take 

advantage of lifetime of connectivity between nodes 

and reduce consumption of bandwidth by using local 

association among nodes. In a cluster-based VANET, 

every cluster has a leader node cluster head (CH), 

regarded as Unique Node (UN). Other than Unique 

Node in a cluster we describe Sub Unique 

Node(SUN) is selected as the last vehicle which is 

accessible by the CH. Definitely, the SUN can be 

used to define a successive SUN entity (i.e. last 

vehicle accessible from this SUN) and hence forth. 

All other vehicles in the cluster are called Normal 

Nodes (NN). A CH aggregates the data collected by 

the leaf nodes from its cluster, and sends the 

aggregated data to either directly to the base station 

(BS) or nearby clusters CH in case base station is not 

available. Widely known and effective one to 

randomly rotates CHs among all nodes in the cluster 

in rounds which achieves improvements in terms of 

network lifetime. However, the implementation of 

the cluster-based architecture in the real world is 

rather complicated. 

 Adding security to these protocols is difficult 

because they dynamically choose random cluster 

heads and periodically rearrange data links and the 

network’s clusters (Mohammad Almalag, 2010). 

Therefore, providing steady long-term node-to-node 

trust relationships and common key distributions are 

inadequate for these protocols.  
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 Digital signature is one of the most critical 

security services offered by cryptography in 

asymmetric key management systems where the 

binding between the public key and the recognition 

of the actual sender is obtain by verify the digital 

certificate. The digital signature (DS) scheme based 

on the difficulty of factoring integers from identity-

based cryptography (IBC) is to derive an entity’s 

public key from its ID number or name. Recently, the 

concept of DS has been developed as a key 

management in VANETs for security. We should 

collectively consider the advantages of key 

predistribution and digital signature into VANETs.  

 

Security Requirements of VANET: 

 Timely Delivery: One of the primary system 

requirements is that the system should display a 

warning message has to be displayed to the driver 

before it is too late to react on the warning.  

 Location Accuracy: A warning message has to 

be displayed to the driver before he passed the 

geographic position of the warning. Location 

accuracy means that the system has to display 

warning messages at the right location. 

 Correctness of Messages: From the security 

point of view, the system should prevent wrong 

warnings to enter the system. In case a wrong 

message has already entered the system or been 

created within the system, it should detect the wrong 

warning message before it has been displayed to the 

driver. This means, if possible, the system should 

display a technically achievable minimum of false 

warnings, while discarding virtually no correct 

messages at the same time. 

 Privacy: Information sent via broadcast can be 

received by all the vehicle nodes due to the nature of 

wireless communication. In fact, this information 

contains privacy sensitive data such as vehicles 

location at particular time, vehicle speed, and all the 

internal vehicle data. At any cast either driver’s 

location or vehicle movements at particular must not 

be traceable. 

 Liability: In case of an accident, data recorded 

from the communication system will be used as 

proof against drivers. However this work argues to 

rate anonymity and privacy of communication data in 

VANETs higher than the benefit of using 

communication data for jurisdiction. In particular, 

collected evidence would not be complete until all 

vehicles get equipped with such a communication 

system, which might never happen. Also when 

thinking of tracking down criminals’ vehicles, these 

might use cars not equipped with the communication 

system.  

 

Applications of VANET: 

 The VANETs applications are classified as 

either safety related and comfort related applications. 

 

 

Safety Applications:  

 The main goal of the safety applications is to 

increase public safety and protect the loss of life. The 

main characteristic of these applications is that the 

safety data should be delivered to the intended 

receivers (vehicles approaching the dangerous area) 

within a bounded time. Hence, VANETs can play an 

important role in the current Intelligent 

Transportation Systems (ITS). Safety related 

applications may include Assistance Messages 

(AMs) like navigation, lane changing and 

cooperative collision avoidance (CCA); Information 

Messages (IMs) like speed limit or work zone 

information; and Warning Messages (WMs) like 

obstacle happened after accident takes place. The 

main goal of CCA application is to avoid collisions 

between vehicles and this type of safety applications 

will be triggered without any human intervention 

when there is a possibility of collision between 

vehicles. Vehicles throw warning messages (Saleh 

Yousefi, 2006) when it detecting a collision to alert 

the drivers of vehicles approaching the accident area. 

The drivers the vehicle itself can take the appropriate 

actions or decrease the speed automatically or stop 

the vehicle. When vehicles spot any accident the 

WMs are automatically start sending messages to 

warn other vehicles that are close to the accident 

area. 

  

Comfort Applications:  
 The main aim of comfort applications is to 

improve passenger comfort and traffic efficiency. 

These applications included in Value-Added Services 

(VASs), which can be provided through a VANET 

and the passengers who spend an elongated period of 

time in journey might be fascinated in certain 

application domain for vehicular networks consisting 

in the provision of many different types of 

information (Saleh Yousefi, 2006). Some of these 

applications are:  

 Electronic toll collection: Using this service the 

payment is done electronically through the network, 

the drivers no need to stop and make the payment.  

 Entertainment Applications: Multimedia files 

(music, movies, news, e-books, and so on) can be 

uploaded to vehicles which can also be transfer to 

other vehicle via V2V communication. Information 

about hotels, malls, restaurant and fuel stations can 

be uploaded to the vehicles and can also be 

exchanged among vehicles using the inter-vehicular 

networks to facilitate travelling.  

 Internet Access: Passengers can browse the 

internet and send/receive emails with minimum 

number of base stations. Vehicles use the vehicle-to-

vehicle communication to distribute this information 

to reduce the cost associated with the setting up of 

the infrastructure along the roads. 
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Characteristics and Challenges of VANET (Ram 

Shringar Raw, 2013): 

 VANETs and MANETs are distinguished by 

some Unique characteristics are as follows: 

 High mobility: vehicle nodes in VANET has 

high relative speed which makes the VANET 

environment highly dynamic 

 Rapid topology change: High mobility of 

VANET nodes are characterized by their high speed 

which leads to the high communication overhead for 

exchanging new topology information 

 Localization: Global Positioning System (GPS) 

can be used to find locations of each vehicles with 

high accuracy 

 Restricted and Predictable pattern of mobility: 

VANET node movements are controlled by limited 

rules which make them predictable Unlike the 

random mobility of MANET, 

 Unlimited power constraints: Each vehicle is 

equipped with a battery that is used as an infinite 

power supply for all communications and 

computation tasks  

 Hard delay constraints: Safety messages should 

be given high priority and must be delivered on time. 

 Abundant network nodes: Unlike MANETs that 

are characterized by a small network sizes, VANET 

networks can be very large due to high density of the 

vehicles 

 The main challenges of the vehicular networks 

can be summarized as follows: 

 Due to high mobility frequently change in 

neighborhood vehicles 

 Unreliable channel load when varying density in 

environment 

 Because of irregular connectivity variation in the 

received signal strength  

 Packet loss due to hidden terminal problems 

 

Attacks and Security in VANETS: 

 Providing security in communication between 

vehicles is one of the major challenges in VANET. 

In VANET security is serious issue because a poorly 

designed VANET is vulnerable to network attacks 

this will leads to compromise in safety of vehicles. 

We have to ensure that transmission comes from a 

trusted source and is not able to tampered or en-route 

by other sources. Also it should strike a balance with 

privacy because implementing security and privacy 

simultaneously in a system is ambiguous. There are 

various types of possible attacks on VANETs and it 

is imperative that VANET security should be capable 

of handling every type of attack. 

 

Attacks in VANETs: 

 Attacker’s role is important in vehicular network 

due to launching different type of attacks. Attacker’s 

objective is by changing the contents of messages 

create problems to other nodes in the network. A 

malicious node is a node if it attempts to inject any 

type of misbehavior in the network that might cause 

improper function to other nodes or the network. 

Attackers can be classified according to nature, scope 

and behavior of attacks as follow (Raya, 2007; Aijaz, 

2006): 

 Passive Attackers: As these attackers do not 

participate in the communication process of the 

network, only spy the channel to collect traffic 

information which passed onto them. 

 Active Attackers: These attackers either do not 

forward the received packets or generate packets 

containing wrong information. 

 Insider Attackers: An authentic user of the 

network and have detail knowledge of network 

configuration so it’s easy for them to launch attacks 

and create more problem as compare to other 

attackers. 

 Outsider Attackers: The outsider attacker is 

considered as an authentic user of the network is a 

kind of intruder whose aims is to misuse the 

protocols of the network and the range of such 

attacks are limited. These attackers create fewer 

problems as compared to insider attackers. 

 Malicious Attackers: To harm other members of 

the network or disrupt the functionality of a VANET 

and there is no personal benefit for the attacker. 

These attackers are considered the most dangerous 

category since they can cause severe damage to the 

network. 

 Rational attacker: These attackers seek personal 

benefit and are more predictable in terms of type and 

target of the attack. 

 Local attacker: Scope of this attack is restricted 

with in a particular area. 

 There are numerous attacks that can disturb the 

security of the VANET and the privacy of its nodes 

(vehicles). Each type of attack affects some of the 

security services in the system. The following are the 

most common devastating forms of attacks that a 

VANET can suffer (Ajay Rawat, 2012): 

 Bogus Information: By inject wrong information 

about a nonexistent traffic jam or an accident 

diverting vehicles to other routes and freeing a route 

for itself so that it can affect the behavior of other 

drivers. 

 Alteration Attack: When attacker alters an 

existing data which includes delaying the 

transmission of the information, resending earlier 

transmission, or altering the actual entry of the data 

transmitted. 

 Sybil Attack: The attacker uses different 

identities at the same time which can be used to play 

any type of attack in the system. False identity of 

vehicles creates an illusion that that there are more 

vehicles on the road.  

 Denial of Service (DOS): By sending 

unnecessary messages on the communication channel 

attackers bring down the network which causes 

jamming in the channel so that no authentic vehicle 

can access the channel. 
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 Identity Revealing: Getting the owner’s identity 

of a given vehicle could put its privacy at risk. 

 Message suppression: By selectively drops 

packets which may contain critical information from 

the network. An attacker may remove only the 

congestion alerts it receives in order to prevent the 

other vehicle nodes to select an alternative path to 

destination and force them to wait in traffic. 

 Black Hole: Traffic of the network get redirected 

towards a specific node which is actually doesn’t 

exists which results in data lost. 

 Timing Attack: Time is a crucial aspect in any 

application so users need accurate information 

without any delay. Without manipulating the actual 

content add some time slot to create a delay in the 

message due to this user will receive the message 

after the time. 

 Tunneling: The attacker creates extra 

communication channel as a tunnel as a result two 

distant nodes assume that they are neighbors and 

send data using the tunnel created by the attacker. 

 Social attack: The basic idea of the attack is to 

confuse and bedazzle the victim by sending unethical 

and unmoral message so that the genuine user reacts 

in irritated manner which is the main objective of the 

attacker. It effects the driving of the vehicle which 

indirectly creates the problem in the network. 

 

Security in VANETs: 

 VANET security is different from other wired 

and wireless networks because of its distinctive 

characteristics of infrastructure-less framework, 

mobility constraints and only tiny time period of link 

between vehicle nodes. Therefore it is necessary to 

develop security algorithms that promise the secure 

and correct operation of VANETs. The main 

requirements to solve security issues using 

cryptographic in VANETs are: 

 Availability: The network must be available at 

all times in order to sending and receiving messages. 

There are two possible threats to availability are 

jamming attacks and DoS attacks. Another 

availability problem might be caused by selfish 

nodes that do not provide their services for the 

benefit of other nodes in order to save their own 

resources like battery power. 

 Authenticity: The identity of the nodes in the 

network must be ensured. Otherwise, it would be 

possible for an attacker to masquerade a legitimate 

node in order to send and receive messages on its 

behalf. 

 Integrity: Messages sent over the network should 

not be corrupted. Possible attacks that would 

compromise their integrity are malicious attacks or 

signal failures producing errors in the transmission. 

 Confidentiality: When sensitive information sent 

being sent over the VANET confidentiality must be 

provided in certain applications. 

 Non-Repudiation: A sender node might try to 

deny having sent the message in order to avoid its 

responsibility for its contents. Further it is used to 

identify compromised nodes in the network. 

 

Contributions and organization: 

 Recently, we have applied and evaluated Cluster 

Based Architecture for Emergency Message 

Dissemination and Collision Avoidance in VANET 

(Kumaresan, 2014). In this paper, we extend our 

previous work and focus on providing an efficient 

secure data communication for VANETs. The 

contributions of this work are as follows: We 

propose efficient and secure data Transmission 

protocols for VANETs by using the DS scheme. The 

key idea of both DS is to authenticate the encrypted 

sensed data by applying digital signatures to message 

packets which are efficient in communication and 

applying the key management for security. In the 

proposed protocols in all vehicle nodes the pairing 

parameters and secret keys are preloaded and 

distributed by the BS initially which overcomes the 

key escrow problem described in ID-based 

cryptosystems (Boneh, 2001). Secure communication 

in DS relies on the ID based cryptography in which 

vehicle ID information are used as public keys. 

Therefore users can obtain the private keys without 

additional data transmission which is efficient in 

communication further it reduces the computational 

overhead for protocol security which is critical for 

VANET. We show the feasibility of the protocol 

with respect to the security requirements and security 

analysis against various security attacks. Moreover 

we compare the proposed protocol with the existing 

secure protocols for efficiency by calculations and 

simulations with respect to both computation and 

communication.  

 

Related work: 

 Lee and Lai’s proposed IBV (Lee, 2013) scheme 

exhibits some security risks in VANET. In this 

scheme one and only from the network who holds the 

publicly known system parameters can trace or 

reveal the sender’s real identity. So, this scheme not 

accomplishes the prerequisite of privacy preserving. 

On behalf of another legitimate vehicle a malicious 

vehicle can able to broadcasts messages and to avoid 

being traced can use a fake identity. For the above 

weaknesses, Lee and Lai’s IBV scheme is not secure 

and suitable for VANET. Furthermore their scheme 

also lost an advantage of offline generation of the 

private keys cannot possible by the temper-proof 

gadget. At the vehicle side during message signing 

process some computation delays will be caused. 

 Lin et al. (2007) proposed a group signature 

(Boneh, 2004) based scheme in which each vehicle 

there is only a group public key and a private key are 

stored. The identical group public key is used for all 

vehicle nodes and a different private key used for 

each vehicle node. The genuineness of the signature 

is verified by the Receiver vehicle itself by the group 

public key which they own and the transmitted 
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message has no identity information of the message 

sender. Even though this scheme decreasing the 

overhead of preloading a huge number of anonymous 

key in each vehicle it increases a huge computational 

overhead by maintaining a certificate revocation list. 

In addition the computational cost of verifying group 

signature is high because the longer length of group 

signature than that of ordinary signature.  

 Zhang et al. (2008)(2011) proposed an identity-

based batch verification scheme for Vehicle-to-

Vehicle and Vehicle-to-Infrastructure 

communications in VANET. They choose a one-time 

identity-based signature which eliminates public key 

transmission costs over network and authentication 

costs of certificate. Furthermore it minimizes the 

overall message signatures verification delay of a 

batch. Compare to other PKI-based schemes its batch 

verification process for signatures from numerous 

vehicles is faster than the elliptic curve digital 

signature algorithm (ECDSA) (Zhang, 2011). 

Furthermore the vehicle associated information has 

to be sheltered from malicious vehicle. If any dispute 

appears then the trust authority who is capable of 

tracing a sender’s real identity from its pseudo 

identity may reveal the truth. Consequently the 

conditional privacy can be achieved. 

 Raya and Hubaux (2007) proposed a scheme by 

using anonymous certificates to hide the real 

identities of vehicles. Large number of preloaded 

anonymous public/private key pairs and the 

corresponding public key certificates are preloaded 

in each vehicle. To achieve message authentication 

and integrity the conventional public key 

infrastructure (PKI) is used as the foundation for 

providing security. Besides the advantage of a short 

lifetime with a public/private key pair to avoid 

tracking of vehicle movements. Anyway to store 

number of key pairs and the corresponding 

certificates each vehicle needs plenty of storage 

capacity which leads message verification cost to be 

high. Certificate authority also needs to store 

anonymous certificates of all vehicles which cause 

inefficiency for certificate management and 

deployment cost increases. Furthermore the authority 

has to look for in a huge database to find the real 

identity when a malicious message is detected by the 

authority.  

 Unlike all the previous works, we introduce an 

enhancing security and privacy for DS scheme. The 

proposed DS scheme can not only support the 

efficiency of signing and verifying processes for V2I 

and V2V in VANET, but also withstand the above 

security threats. 

 

System architecture and protocol objectives: 

 Consider a VANET consisting of a fixed BS and 

a large number of vehicle nodes, which are 

homogeneous in functionality and capability. Here 

we made an assumption that the BS is always reliable 

and called as trusted authority (TA). Meanwhile the 

data transmission may be interrupted from attacks on 

the channel by compromising the vehicle nodes by 

attackers. In a VANET, vehicle nodes are grouped 

into clusters, and each cluster has a UN, which is 

elected autonomously. Leaf nodes join a cluster 

depending on the receiving signal strength and 

transmit the sensed data to the BS via UN or SUN. 

The UN performs data fusion, and transmits data to 

the BS directly with comparatively high energy. In 

addition, we assume that all nodes and the BS are 

time synchronized with symmetric radio channels, 

nodes are distributed randomly. In VANETs, the 

intermediate node (e.g., a CH) aggregates data and 

sends it to the BS is preferred than the method that 

each node directly sends data to the BS. In this paper, 

the proposed DS designed for the same scenarios of 

VANETs above. 

 

Digital Signature (DS) Scheme for VANETs: 

 A Digital Signature (DS) scheme implemented 

for VANETs consists of the following operations. In 

particular base station (BS) setup, key extraction, 

signature signing at the data sending vehicles and 

verification at the data receiving vehicles: 

 Base Station Setup: The BS generates a master 

key (MK) and public parameters (param) for the 

private key generator (PKG), and gives them to all 

sensor nodes. 

 Extraction of Key: A vehicle node generates a 

private key PKID based on the ID supplied by the 

vehicles associated with the ID using MK. 

 Signature signing (sender): the sending node 

generates a signature S by using a given message M, 

time stamp TS and a signing key SK,. 

 Verification: Given the ID, M, and S, if S is 

valid the receiving node either outputs ―accept‖, or 

outputs ―reject‖.  

 

Protocol Initialization and Key Management: 

 In DS time is divided into successive time 

intervals as other protocols. We denote time stamps 

by Tbs for BS to vehicle communication and by Tch 

for vehicle to CH communication. To improve 

communication security we use an efficient key 

predistribution method. In this paper, we adopt ID as 

user’s public key under a DS scheme, and propose a 

novel secure data transmission protocol by using DS 

specifically for VANETs. The corresponding private 

pairing parameters are preloaded in the vehicle nodes 

during the protocol initialization. In this way, when a 

vehicle node wants to authenticate itself it does not 

have to acquire its private key at the beginning of 

each new round. During node revocation, the base 

station broadcasts the compromised node IDs to all 

other vehicle nodes. Within the current round each 

node stores the revoked IDs for further computations. 

By using the additively homomorphic encryption 

scheme proposed in (Lin, 2007) to encrypt the 

plaintext of sensed data in which a specific operation 

performed on the plaintext is equivalent to the 
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operation performed on the cipher text. Using this 

scheme it guarantees data confidentiality by allows 

efficient aggregation of encrypted data at the CHs 

and the BS.  

 In the protocol initialization, the BS performs 

the following operations of key predistribution to all 

the sensor nodes:  

Step1: Generate an encryption key k for the 

homomorphic encryption scheme to encrypt data 

messages, where k belongs to [m-1] and m is a large 

integer. 

Step2: Generate the pairing parameters and Select a 

generator P of G1 stochastically. 

Step3: Choose two cryptographic hash functions: H, 

for the point mapping hash function which maps 

strings to elements in G1, and h, for mapping 

arbitrary inputs to fixed-length outputs. 

Step4: Pick a random integer ₸ as the master key 

MK, set Ppub = ₸P as network public key. 

Step5: Preload each sensor node with the system 

parameters 

 In Key Management assume that a normal node 

(NN) j transmits a message M to CHi in time stamp 

TS and encrypts the data using the encryption key k 

from the additively homomorphic encryption scheme 

(Lin, 2007). We denote the cipher text of the 

encrypted message as C. We adapt the algorithms of 

the DS scheme to VANETs and provide the signature 

verification where security is based on the DHP in 

the multiplicative group. The proposed DS scheme 

consists of following operations: key extraction, 

signature signing, and authentication. 

 Key Extraction: vehicle node j obtains its private 

key SKj from MK and IDj where IDj is vehicle- ID 

and tj is the time stamp (TS) of node j’s time interval 

in the current round that is generated by its CHi using 

TDMA control. 

 Digital Signature Signing: The vehicle node j 

picks a random number R and computes the digital 

signature of node j on the encrypted message Cj. The 

broadcast message is now concatenated in the form 

of <IDj, tj, Cj, R, cj> 

 Authentication: whenever the message is 

received each vehicle node verifies the authenticity 

by checks the time stamp of current time interval tj 

and determines whether the received message is 

brand new. If the time stamp is correct then the 

current vehicle node propagates the received 

authentic message to the next vehicle node, 

otherwise the vehicle node considers the message as 

either bogus or a replaced one and ignores it. 

 

Protocol Procedure: 

Phase-I (Set-Up-State): 

1) The Base Station (BS) broadcast its information 

to all vehicle nodes 

2) The elected Unique Node (called Cluster Head) 

or a Sub Unique Node broadcast their information 

3) A Normal Node (leaf node) joins a cluster of CH 

4) A UN or SUN broadcasts the scheduled message 

to its members 

 

Phase-II (Steady-State): 

1) A Normal Node j transmits the sensed data to its 

cluster Head UN 

2) A UN or SUN transmits the aggregated data to 

base station BS or neighbor CH 

 

 In Step 1, when a new round starts at the 

beginning of the setup phase the BS first broadcasts 

its ID, a nonce (number used once), and the 

denotation of the starting time TS of the current 

round to all vehicle nodes which is used for the 

signature signing and verification in the setup phase. 

In Step 2, a vehicle node decides whether to become 

a CH for the current round based on the threshold TH 

ranging from 0 to 1. Vehicle node which decides to 

become a CH broadcasts the advertisement message 

(adv) to the neighboring nodes in the network which 

is concatenated with the signature S. In Step 3, the 

node which decides to join as a normal node (leaf 

node) selects its CH based on the largest received 

signal strength of adv messages. Then, it 

communicates with CHi by sending a 

connect_request message concatenated with time 

stamp TS, vehicles own ID, the cluster head ID and 

the digital signature S. In Step 4, a CHi broadcast an 

allocation message to its cluster members for 

communication during the steady-state phase not yet 

concatenated with the digital signature. The message 

incorporate a time schedule using the TDMA control 

which allocates a time stamp IDj such that IDj=TSj 

for a leaf node j. 

 Once the setup phase is over the network turns 

into the steady-state phase where information are 

transmitted from normal nodes to the BS through 

unique node (UN). In Step 5, each normal node j 

transmits a packet contains the encrypted data Cj to 

its CH. The packet then concatenated with a digital 

signature in a time slot TSj. By this way each CH 

collects messages from all members in its cluster. In 

Step 6, CHs send the aggregated data to the BS yet to 

be concatenated with the digital signature. Compared 

to the setup phase the steady-state phase is 

remarkably long because the steady-state phase 

consists of multiple reporting cycles of data 

transmissions from leaf nodes to the CHs.  

 

Protocol Evaluation: 

 In both setup phase and steady-state phase the 

proposed DS protocol provide different types of 

security services to the communication for VANETs. 

Encryption of the message provides confidentiality, 

the nonce and time stamps provide originality, the 

hash function provides integrity and the digital 

signature provides authenticity and non-repudiation. 

 In the proposed DS the sensed data are 

encrypted by the homomorphic encryption scheme 

from (Lin, 2007). Therefore the passive adversaries 
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cannot decrypt the message without the decryption 

key. Furthermore the scheme uses the key 

management of concrete ID-based encryption which 

secure against an adaptive ID-based chosen plaintext 

attack and an adaptive ID-based chosen cipher text 

attack. Therefore properties of the proposed secure 

data transmission for VANETs resolve the 

countermeasures to passive attacks. Various attacks 

to VANETs mentioned in attack models our scheme 

also works well against active attacks. Because of the 

limited functions by the leaf nodes in a cluster-based 

architecture most of the attacks are aim to Cluster 

Head. Attackers do not have valid digital signature to 

concatenate with broadcast messages for 

authentication and they cannot pretend as the BS or 

CHs to trigger attacks. Therefore DS is resilient and 

robust to the sinkhole and selective forwarding 

attacks because the CHs being attacked are capable 

to ignore all the communication packets with bogus 

node IDs or bogus digital signatures. In case of a 

node compromising attacker the compromised 

vehicle node is no longer to be trusted to fulfill the 

security necessities by key managements. The 

VANET system needs an intrusion detection 

mechanism to detect the compromised node when it 

works normally and the same has to be discarding it 

manually. For this we examine the influence of the 

remaining vehicle nodes and evaluate the properties 

only to that part of the network. 

 Since each round in the protocol operations 

terminates in a predefined time DS satisfy the 

property of protocol execution termination depending 

on the local timer of the vehicle nodes. The CH 

nodes are elected based only on their local decisions 

therefore it operates even an active or compromising 

attacker exists in the network. At the beginning of 

the current round all the revoked IDs of 

compromised nodes will be broadcast by the BS to 

remove the compromised vehicle node in the 

network,. By this method the compromised nodes 

can be prevented from either electing as CHs or 

joining clusters in this current round. Moreover using 

the DS scheme has advantages of eliminates the 

utilization of certificates and auxiliary authentication 

information and thereby the message overhead for 

security can be reduced. Furthermore it requires very 

small storage space for the node revocation because 

only the compromised node IDs have to be stored 

which do not require much storage space. 

 

Simulation results: 

[1]  To simulate the real world environment to 

estimate the performance of the proposed digital 

signature scheme with Huang et al.’s ABAKA 

(Huang, 2011) and ECDSA (IEEE 2006) schemes, 

NS2 simulator (Network Simulator: 

http:///www.isi.edu/nsnam/ns 

) is used. During the simulation we focus on reducing 

the operating cost for batch authentication at base 

station and road side unit in VANET communication. 

Vehicles are randomly scattered on the roads initially 

and then move with a arbitrary speed between 0 to 

140 km/hr toward randomly selected intersections in 

the map. Parameters and values chosen for 

simulation are listed in table given below: 

 

 
 

Fig. 1: Delay in Signing Messages with respect to Number of Messages. 

 
Table 1: Simulation Parameters. 

Simulation Parameters Values 

Simulation Area 2400 x 2400 m 

MAC 802.11 

Traffic Source CBR 

Simulation Time 50s 

Simulation Tool NS2 
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Packet Size for ABAKA 

, ECDCA and Proposed DS 

84bytes, 181bytes and 74bytes 

Antenna Omni Antenna 

Transmission Range 200m to 400m 

 

 Figures 1 and 2 compare the delays of signing 

and verifying messages respectively when the 

number of messages increases. Figure 1 shows that 

these schemes except Huang et al.’s ABAKA 

schemes execute very similarly in signing. Even 

though the proposed DS scheme and ECDSA look 

similar in the graph when number of messages 

increases the DS method produce better results. 

 Figure 2a and 2b varying number of messages 

between 1 and 20 and the other one shows the 

number of messages between 1 and 250. The 

observation shows that when the number of messages 

is less the ABAKA scheme achieves the smallest 

verification delay. On the other hand when the 

number of messages is greater the proposed DS 

scheme yields less verification delay. Obviously the 

proposed digital signature scheme can accomplish 

the lowest verification delay when the traffic load 

increases. 

 

 
 

Fig. 2a: Delay in Verifying Messages with respect to Number of Messages. 

 

 
 

Fig. 2b: Delay in Verifying Messages with respect to Number of Messages. 
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Fig. 3: Transmission Overhead Vs Number of messages. 

 

 Communication cost is analyzed with the 

proposed scheme compared to those of ABAKA and 

ECDSA schemes. The transmission overhead 

incurred during packet sending in V2I 

communication or in V2V communication. The 

evaluation focuses on the transmission overhead 

introduced by identity, signature, certificate and 

timestamp. Packet size of the proposed scheme is 74 

bytes, the packet size of ABAKA scheme costs 84 

bytes and ECDSA schemes costs 181 bytes. Figure 3 

shows the relationship between the transmission 

overhead and the number of messages received by an 

RSU in 50 seconds. Evidently if the number of 

messages increases then the transmission overhead 

also linearly increases. The Graph shows that the 

proposed DS scheme has smallest transmission 

overhead among the other schemes. Here 50000 

correspond to the number of messages transmitted by 

160 vehicles in 50 seconds. 

 

 
 

Fig. 4: Message Delay Vs Number of Vehicles. 

 

 To study the impact of the traffic load we 

assumed the number of vehicles ranges from 10 to 

100 and speed of vehicles is dynamically generated. 

In Figure 4 we present the simulation result which 

shows the comparison of the average message delay 

and the dissimilar number of vehicles. ECDSA is the 

largest among these schemes. On the other hand 

Figure 5 displays the relationship between the 

number of vehicles and the average loss ratio. 

Average message loss ratio is defined as the ratio of 

the number of messages discarded to the total 

number of messages received in every 100ms. The 

average message loss ratio increases with the number 

of vehicles. Compare to other schemes the proposed 

scheme has better message delay and message losses 

when number of vehicle increased. The performance 

of the proposed scheme is better when increase in 

number of vehicles. 
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Fig. 5: Message Loss Vs Number of Vehicles. 

 

Conclusion: 

 In this paper we reviewed the security issues 

while data transmission in VANET. Primarily within 

a communication range we created clusters with 

Unique Node, Sub Unique Node and Normal Node. 

In each cluster authentication is done by constructing 

a vehicle ID based digital signature with BS (Base 

Station). The Unique Node or Sub Unique Node 

acted as a cluster head which transmit the BS 

message to other vehicles in the clusters. While 

receiving the message by the vehicle used the 

signature based scheme to verify the message which 

provides the channel a secure and efficient data 

transmission in VANET. In the evaluation section we 

provided the feasibility of the proposed signature 

based scheme for data dissemination with respect to 

the security requirements and analysis against 

various types of attacks in routing. The results of 

simulation show that the proposed protocol has better 

performance than existing secure protocols with less 

security overhead and is preferred for secure data 

transmission in VANETs. 
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