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 Wireless Ad-hoc Networks offers an ability of connecting multiple nodes without a 
centralized access point. A wireless ad-hoc network needs to be secure and use an 

efficient intrusion detection system (IDS) for detecting rogue access points.  The 

supervised classification method in MANETs to perform the network intrusion 
detection but it’s difficult to identify the misuse activities by monitoring and classifying 

the normal or anomalous. The swarm intelligence based principles is to attain effective 

model for intrusion detection. However, the classification of the model is not 
compromised by the distribution of the tasks and remains at possible levels. In order to 

improve the classification on detecting the intrusion in wireless ad-hoc network, 

Optimized Simulated Annealing based SVM Classifier (OSA-SVMC) technique is 
introduced for Anomaly Intrusion Detection. An anomaly-based intrusion detection 

system is more efficient for detecting the network intrusions and monitoring system 

activities and classifying it as either normal or anomalous. Initially, the optimal features 
are selected through the Simulated Annealing (SA) method to classify and detect the 

intrusion during the packet transmission. The performance of traffic pattern analysis 

based on intrusion detection in terms of accuracy and effectiveness mainly depends on 
the selected feature. After that, the SVM classifier is used for classifying the attack 

based on optimal features to distinguish the malicious behavior precisely from normal 

in a testing environment by using the support vectors that outline the hyper plane in the 
feature space. This in turn reduces the network traffic and improves the anomaly 

intrusion detection accuracy. Simulation results shows that the OSA-SVMC technique 
achieved the better performance in terms of packet delivery ratio, classification time, 

false positive rate and anomaly intrusion detection accuracy compared to state-of-the-

art methods.  

 

INTRODUCTION 

 

A wireless ad hoc network (WANET) is a decentralized network and it does not have any fixed 

infrastructure.  The nodes in wireless ad-hoc network forwards the data to other nodes through the intermediate 

node. Wireless mobile ad hoc networks are self-configuring and dynamic networks in which the nodes are 

moved at random direction. Due to the mobility of nodes, the various intrusions affects the network performance 

resulting increases the traffic. 
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Fig. 1: Wireless Ad-hoc network 

 

Figure 1 shows that the Wireless Ad-hoc network in which the devices are connected using radio frequency 

signal and it does not have any fixed infra-structure. In ad-hoc network, an intrusion detection system provides 

the solution to prevent network intruders for effective communication. In wireless network, Intrusion detection 

is a type of security management system. The IDS is a device that monitors network for detecting the malicious 

behavior in order to increase the data transmission in a secured manner. Network intrusion detection systems 

(NIDS) are located at a vital point inside the network to monitor traffic to and from each device on the network. 

The IDS consists of two types such as signature based intrusion detection and anomaly based intrusion 

detection. Signature-based intrusion detection systems are used to perform simple pattern-matching and report 

condition that match a pattern related to a known attack type. The anomaly based intrusion detection examines 

the network traffic and evaluates it against a recognized baseline. It is also used to identify the behavior that is 

out of the ordinary. An Anomaly-based intrusion detection system is mostly used for detecting the network 

intrusions by monitoring system and classifying the normal or anomalous behavior. Therefore, the simulated 

annealing based SVM technique is developed for anomaly-based intrusion detection in wireless ad-hoc network.  

A novel intrusion-detection system called as Enhanced Adaptive Acknowledgment (EAACK) was 

introduced (Elhadi, M., et al., 2013) for MANETs to improve the malicious-behavior-detection rates. However, 

it improves the network overhead and also difficult to identify the misuse activities as normal or anomalous 

behavior.  TermID, a distributed rule based network intrusion detection system was introduced in (Constantinos 

Kolias, et al., 2016) for wireless networks intrusion detection applications. However, the classification was not 

improved by the distribution of the tasks in wireless networks. 

The IDS based on self learning technique was introduced in (Bandana Mahapatra, Srikanta Patnaik, 2016) 

where the system uses unknown data pattern classifier (Neuro-fuzzy approach) for detecting the attack or non 

attack and reduces the dimensionality of the dataset. However, an efficient classification was not achieved.   

Intrusion detection is frequently used in Mobile Ad-hoc Networks using statistical classification algorithms 

(Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013) using sequential and cross validation process for 

intrusion detection in MANETs.  A normalized gain based IDS was developed in (Usha, M., P. Kavitha) for 

MAC Intrusions (NMI) detection to improve the IDS performance considerably and classify the MAC 802.11 

particular intrusions more precisely. However, the time for classification and resource requirements has a 

significant impact on the small devices. 

A survey on intelligent techniques was introduced in (Sannasi Ganapathy et al., 2013) for selecting the 

feature and intrusion detection in wireless networks. The malicious node performance is identified through 

intrusion detection system using fuzzy logic technique (Vishnu Balan, E., et al., 2015). However, variation in 

the delay of received packets is more. A mobile agent based intrusion detection method was developed in 

(Binod Kumar Pattanayak and Mamata Rath, 2014) and prevention technique for clustered MANET. 

In (Vydeki, D., and R.S. Bhuvaneswaran, 2013), A hybrid IDS based on fuzzy logic method for efficient 

intrusion detection in MANET and reduces the false positive rate. However, the classification of the intrusion 

either normal or anomalous is remained unaddressed. 

A new IDS scheme called as cluster leader election process and a hybrid IDS was developed in (Basant 

Subba, Santosh Biswas, Sushanta Karmakar, 2016) offers the intrusion detection service using Vickrey Clarke–

Groves mechanism in MANET. However, it does not improve the intrusion detection rate and reduce the false 

positive rate.   

In order to overcome the above mentioned issues such as classifying the normal or anomalous behavior, 

false positive rate, lack of intrusion detection and more classification time, an efficient Optimized Simulated 

Annealing based SVM Classifier (OSA-SVMC) technique is introduced for Anomaly Intrusion Detection. An 

anomaly-based intrusion detection system in wireless ad-hoc network is more efficient for detecting the network 

intrusions and classifying it as either normal or anomalous.  
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The objective of the research work is organized as follows. Optimized Simulated Annealing based SVM 

classifier (OSA-SVMC) technique is developed in wireless ad-hoc network for Anomaly Intrusion detection. 

The OSA-SVMC technique is more efficient and improving the intrusion detection accuracy. The Simulated 

Annealing (SA) is applied in OSA-SVMC technique is used to select the optimal features of node in order to 

classify the intrusion and avoiding the network traffic in packet transmission. Based on these selected optimal 

features, the SVM classifier is used to classify the node either it is normal or anomalous by using the hyper 

plane.  This in turn improves the intrusion detection accuracy and minimizes the false positive rate.  

The rest of the paper is structured as follows.  Section 2 describes the Optimized Simulated Annealing 

based SVM Classifier (OSA-SVMC) technique for Anomaly Intrusion Detection with neat diagram. In Section 

3 the simulation environment is presented and the results are explained in section 4. Section 5 presents a brief 

introduction of related works. Finally, the concluding remarks are presented in section 6. 

 

Optimized Simulated Annealing Based Svm Classifier For Anomaly Intrusion Detection: 

In wireless ad-hoc network, the various intrusions are occurred at the network transmission due to the node 

mobility. A network intrusion is also known as the unauthorized activity on a computer network.  In several 

cases, such unwanted activity utilizes the network resources for other uses, and for all time threaten the data for 

deficiency of the network security. Properly designing and organizing a network intrusion detection system is 

mostly used to avoid the intruders from the network. Therefore, an efficient IDS uses Optimized Simulated 

Annealing based SVM classifier (OSA-SVMC) technique for anomaly intrusion detection in wireless ad-hoc 

network. Starting with a network model, followed by the problem formulation and the proposed method is 

explained in detail. 

 

2.1 System Model: 

Let us consider a wireless Ad hoc Network with number of nodes ‘𝑁𝑖 = 𝑁1, 𝑁2, … , 𝑁𝑛’ distributed in a 

given rectangular area of ‘𝑀 ∗ 𝑁’ with a communication range ‘𝑅’. The objective of Optimized Simulated 

Annealing based SVM classifier (OSA-SVMC) technique is to detect the anomaly intrusion that allows any 

source node ‘𝑆𝑁’ to send to any destination node ‘𝐷𝑁’ through intermediate nodes ‘𝐼𝑁𝑖 =  𝐼𝑁1, 𝐼𝑁2, … , 𝐼𝑁𝑛’ a 

set of data packets ‘𝐷𝑃𝑖 =  𝐷𝑃1, 𝐷𝑃2, … , 𝐷𝑃𝑛’ 

 

1.2 Problem Definition:  

One of the challenging issues when dealing with the nodes that are distributed in wireless ad-hoc network is 

the intrusion detection. With increases the anomalous in ad-hoc network, the performance of network gets 

reduced. The fundamental issue for intrusion detection in ad-hoc network is anomaly intrusion detection. The 

problem considered in this work is to distinguish the normal and anomalous during the data transmission with 

the objective of efficient intrusion detection accuracy using optimized Simulated Annealing based SVM 

classifier technique.  

The conventional intrusion detection techniques are difficult for classifying the activities as normal or 

anomalous. Similarly the swarm intelligence approach is used for selecting the optimal feature to identify the 

network intrusion. But the malicious activity utilizes the network resources for other uses and failed to 

compromise a classification. Therefore, an effective intrusion detection system (IDSs) is needs to improve the 

performance of network activities by classifying the normal and anomalous behavior. 

  

1.3 Optimized Simulated Annealing based SVM classifier: 

An Optimized Simulated Annealing based SVM classifier (OSA-SVMC) technique is introduced with the 

objective of improving the anomaly intrusion detection accuracy in wireless ad-hoc networks. The node consists 

of number of features resulting in the higher computational complexity. Therefore, the OSA-SVMC technique 

uses the simulated annealing (SA) method for extracting optimal feature. Every feature includes the different 

values in data packets generated by various attacks. A set of values of a feature is divided into separate values 

for different classes. Therefore, an optimal feature is more efficient and minimizes the computation time of IDS 

as well as improving the detection accuracy of the classifier.   

In order to accurately distinguish the malicious behavior from normal, the OSA-SVMC technique uses the 

SVM classifiers. It mostly performs the classification task and also avoids an unrecoverable process failure that 

leads to cascade classification deficiency in the attack classification process.  As a result, the SVM classifier 

built an attack classification process with the help of optimal features to distinguish the malicious behavior from 

the normal accurately. The architecture diagram of OSA-SVMC technique for anomaly intrusion detection and 

classification is shown in below Figure 2. 
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Fig. 2: Architecture diagram of Optimized Simulated Annealing based SVM classifier 

 

Figure 2 show that the architecture diagram of the Simulated Annealing based SVM classifier. The OSA-

SVMC technique consists of two processes such as optimal feature selection   and attack detection, classification 

to improve the anomaly intrusion detection in wireless ad-hoc network.  Initially, an optimal feature is extracted 

through the simulated annealing. After that, the attack detection and classification is carried out using SVM 

classifier based on the selected optimal features. The brief explanation about the OSA-SVMC technique is 

presented in next subsections. 

 

1.3.1 Simulated Annealing  Method: 

The first step in the design of the OSA-SVMC technique is the optimal feature selection using simulated 

annealing method.  In general, simulated annealing is a method for solving the optimization problems. The SA 

method is used for finding the global optimum features about the nodes in network from the number of features 

related with the network intrusion detection. Followed by, an efficient attack classification and improve the 

intrusion detection accuracy. SA is a probabilistic technique to find optimal solutions and avoiding the local 

optima while searching the solution space. For this reason, simulated annealing is better technique for improving 

the system performance. 

Simulated Annealing (SA) method is obtained from the Solid Annealing Ideological theory in which the 

solid is heated to a sufficiently high temperature, then left to cool down slowly. When heating is performed with 

higher temperature, solid particles turn into disordered state and the internal energy gets increased. When 

gradually cool down, particles return back to order and it reaches the equilibrium at each temperature level. 

Finally, the particle reaches a ground state at normal temperature, and then the internal energy reduced to a 

minimum level. Based on the above process, the Simulated Annealing is used in OSA-SVMC technique 
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simulated with internal energy E as objective function value F, temperature T as control parameter, then 

frequent iteration as slowly decomposes of values thus obtained the approximate optimal solution.  

The initial temperature (T) is large enough to permit the sufficient progress. The temperature reduction 

function using SA is described and it is formulated as follows, 

𝑇 ← 𝛾 ∗  𝑇                    (1) 

From (1), the temperature (𝑇 ) is depends the current temperature is multiplied with the constant factor(𝛾).  

In SA, an initial solution is arbitrarily selected and it is considered as an optimal solution. Then, the energy of 

the initial solution is measured. While temperature T does not satisfies the termination condition, a neighboring 

node of the initial state is selected and its energy is calculated.  If the energy of newly selected neighboring node 

is less than or equal to that of the current state, the current state is replaced with a newly selected state. If the 

energy of the new state is greater than the current state, a random value R is selected within the range of (0, 1). 

Followed by, the optimal solution is attained by using simulated annealing method only if a random value R is 

less than that of the transition probability of the state. After the temperature is reduced using (1), these processes 

are continuous until T satisfies the termination condition. 

Let us consider the initial state of the node is‘𝑥’ and the new state of the node is ′𝑦′, then the energy of the 

node is E(x) and E(y), the state transition probability is expressed as 

𝑃𝑥𝑦 = exp (−
𝐸(𝑦)−𝐸(𝑥)

𝐾𝑇
)                                                                                                                            (2) 

From (2), where K is the Boltzmann constant and T is the temperature of the material.  An optimal solution 

used in the SA based feature selection algorithm is characterized by an objective function value F. SA is a 

cooling scheme to discover optimal solutions avoiding local optima while searching the solution space. Based 

on the state transition using simulated annealing in OSA-SVMC technique, the optimal energy of the node is 

selected for classifying the intrusion in wireless ad-hoc network.  

 

Input:  Initial temperature (T) , Nodes 𝑁𝑖 = 𝑁1, 𝑁2, … , 𝑁𝑛 , constant 𝛾 ,  

Output : Discover the optimal solution for intrusion detection 

Step 1: For each node 

Step 2:    Generate the new state and select an optimal feature  

Step 3:     While (T >0.001) do 

Step 4: begin  

Step 5:           Randomly select the neighboring node state  

Step 6:           If ( E(y) <  𝐸(x)) 

Step 7:           State transition is established and the current state is replaced with new sate 

Step 8: else 

Step 9:         Generate a random number R uniformly in the range (0, 1);  

Step 10:             if (R<𝑃𝑥𝑦) 

Step 11: x← y ; 

Step 12:   𝑇 ← 𝛾 ∗  𝑇 

Step 13:    End if  

Step 14: End if 

Step 15: End for  

 

Algorithm 1 Simulated annealing algorithm: 

The above algorithm shows the process of finding an optimal state of the node from the entire search space 

using simulated annealing. For each node in wireless ad-hoc network, the state transition is performed through 

the optimal state transition. The energy of the new state is less than that of the current state, then the current 

state is changed into new one. Otherwise, the random number is generated only if the R value is less than that of 

the state transition probability. From that optimal feature of the node is selected from the entire features. Then 

the intrusion detection and classification is performed with an optimal feature through the SVM classifier for 

detecting the normal and anomalous node behavior in wireless ad-hoc network.   

 

2.3.2 Support vector machine classifier for anomaly intrusion detection: 

Once the optimal feature about the node is selected, the attacks detection and classification is performed 

using SVM Classifier. SVM is the important technique for anomaly intrusion detection and to reduce the 

dimensionality.  
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Fig. 3: Support vector machine classifier 

 

Figure 3 shows the support vector machine classifier to separate the malicious node behavior precisely from 

normal in wireless ad-hoc network using the optimal hyper plane. These hyperplane is used in SVM classifier 

for anomaly intrusion detection by monitoring the system activities and classifies it as either normal or 

anomalous.  

Among the several nodes in the network, the two parallel hyperplanes are selected that separate the two 

classes with optimal feature. Therefore, the distance between the nodes is as large as possible. The region 

surrounded by two hyper planes is called the margin. SVM classifier monitors a reliable separating hyper plane 

that includes both labeled and unlabeled features. The SVM maps linear algorithms into non-linear space. The 

support vectors belonging to the margin that affects the location of the discriminate hyper plane. The separating 

hyper plane is effectively improves the anomaly intrusion detection accuracy. The hyper plane in SVM model 

separates the nodes as normal or anomalous inside the boundaries. At each occurrence, the nodes are selected on 

either side of the hyper plane to distinguish the normal and anomalous behavior. In additional words, the 

positive and negative labeled samples are selected from both the upper and the lower side of the margin. The 

positive labeled samples are called as normal nodes where as negative labeled samples are anomalous. From 

that, the normal nodes in wireless ad hoc network improve the packet delivery ratio and reduce the network 

traffic.  

The two margins lies above and below the hyper plane is described as follows, 

𝑤. 𝑥 − 𝑏 = 1                                      (3) 

𝑤. 𝑥 − 𝑏 = −1                                                                (4) 

The optimal hyper plane is represented as, 

𝑤. 𝑥 − 𝑏 = 0                                                              (5) 

From (5), w is the weight vector and b is the bias  

Let us consider {(𝑋1, 𝑌1), (𝑋2, 𝑌2), … (𝑋𝑛 , 𝑌𝑛)} is a set of training data i.e. contains the group of nodes in 

wireless ad-hoc network, where 𝑋𝑖 denotes node and 𝑌𝑖is target output where 𝑦𝑖 ∈ {+1, −1}. The function yields 

the output 𝑌𝑖  =  1 is said to be a normal node, and the output 𝑌𝑖  =  −1 is said to be an anomalous node. In 

OSA-SVMC technique, the SVM classifier constructs a set of hyperplane that split into two types of 

representations, namely the linear and nonlinear hyperplane. Two parallel hyper planes are constructed on each 

side of the hyperplane which separate the nodes as normal or anomalous in wireless ad-hoc network.  

In order to find the optimal separating margin in hyperplanes, the SVM classifier uses slack variables ‘𝜉’. 

The slack variables are used in SVM for reducing the false positive rate and improve the classification accuracy 

of anomaly intrusion detection which is formulated as follows, 

𝑀𝑖𝑛 {
1

2
|𝑊|2  + 𝑐 ∑ 𝜉𝑖

𝑛
𝑖=1 }           (6) 

The above function is subjected to, 

 

𝑌𝑖(𝑊. 𝑋𝑖 +  𝑏) ≥ 1 −  𝜉𝑖  and  𝜉𝑖 ≥ 0  for all i          (7) 

      

From the equation (6), where ‘𝜉𝑖’ is the slack variable with ‘𝑊’ characterizes the weight vector. Followed 

by, the misclassification errors are reduced. The Lagrangian multiplier ‘𝛽𝑖’ is introduced then the linear 

discriminative function 𝑓(𝑥) is expressed as follows, 

𝑓(𝑥) = ∑ 𝛽𝑖𝑌𝑖𝑋𝑖
𝑛
𝑖=1 +  𝑏                              (8) 

From (7) and (8), the SVM classifier for efficiently detects the anomalous node in wireless ad-hoc network. 

Therefore the anomaly intrusion detection is done with the help of SVM classifier for improving the intrusion 
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detection rate and minimizes the network traffic. The algorithmic process of SVM classifier for anomaly 

intrusion detection is described as follows, 

 

Input: Set of nodes 𝑁𝑖 = 𝑁1, 𝑁2, … , 𝑁𝑛 

Output : classify normal and anomalous node in wireless ad-hoc network  

Step 1:  Begin 

Step 2:  For each node 

Step 3:     Evaluate optimal separating margin in hyperplanes using (6) 

Step 4:      Measure linear discriminate function for detecting the anomalous node using (8) 

Step 5: End for 

Step 6: End 

 

Algorithm 2 SVM classifier algorithm 

The above algorithm shows that the step by step process of SVM classifier to detect the anomalous 

intrusion in wireless ad-hoc network.  For each node, the hyper plane is used to separate the node as anomalous 

or normal. This algorithm selects an optimal hyper plane to classify the node as normal or anomalous which 

results in improved the anomaly intrusion detection accuracy. As a result, an Optimized Simulated Annealing 

based SVM Classifier (OSA-SVMC) technique is efficiently used for detecting the wireless ad-hoc network 

intrusions and monitoring the system activities and classifying it as either normal or anomalous. 

 

Simulation Settings: 

An Optimized Simulated Annealing based SVM Classifier (OSA-SVMC) technique is simulated in NS2 

network simulator for detecting the anomaly intrusion detection in wireless ad-hoc network intrusions. For the 

simulation analysis, the KDD cup 1999 dataset is taken from UCI repository. The KDD cup 1999 dataset used 

for the third International Knowledge Discovery and Data Mining Tools Competition, which was held in 

combination with KDD-1999 Fifth International Conference on Knowledge Discovery and Data Mining. The 

task to built a network intrusion detector, a predictive approach is used to differentiate the ``bad'' connections, 

which is called as intrusions or attacks, and “good'' as normal connections. This database consist of standard set 

of data is audited, which comprises a number of intrusions in a network environment. The intrusion detection is 

carried out using the connections and traffic features. The features are duration, src_bytes,dst_bytes, number of 

urgent packets, srv_count, diff_srv_count and so on. Based on the above features, the connection is predicted as 

bad or good. 

For simulation analysis, the 500 nodes deployed are a square area of 𝐴2 (1500 m * 1500 m) placed in a 

random manner in the wireless ad hoc network that generates traffic for every 20 m/s. The mobile nodes are 

distributed in an area using Random Way point model for simulation, whereas the link layer provides the link 

between two mobile nodes and the design of link is multi direction. The base station collects the data packets of 

range 10 – 100 and forwards the data packets to the base station with each data packet size. The simulation time 

is 1500sec. the simulation parameter is shown in below table. 

 
Table 1: simulation parameter 

Parameters Values 

Network area 1500 m * 1500 m 

Number of nodes  50,100,150,200,250,300,350,400,450,500 

Number of data packets  10,20,30,40,50,60,70,80,90,100 

Size of data packet 100 – 512 KB  

Range of communication  30m 

Speed of node 0 – 20 m/s 

Simulation time 1500 s 

Mobility model Random Way Point 

Traffic type Constant bit rate 

Number of runs 10 

 

RESULTS AND DISCUSSION 

 

An Optimized Simulated Annealing based SVM Classifier (OSA-SVMC) technique is evaluated with the 

existing   EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013). 

The experimental evaluation is carried out with the different parameters such packet delivery ratio, classification 

time, false positive rate and intrusion detection accuracy. Performance is measured with the help of tables and 

graph values. 
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4.1 Impact of packet delivery ratio: 

Packet delivery ratio using OSA-SVMC technique is defined as the ratio of numbers of packets sent by 

source nodes to the number of packets correctly received at the destination nodes. The mathematical formula for 

packet delivery ratio is shown below, 

𝑃𝐷𝑅 =
𝑁𝑜.𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑

𝑁𝑜.𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡 𝑠𝑒𝑛𝑡
 *100            (9) 

From (9), packet delivery ratio 𝑃𝐷𝑅 is number of packet received to No. of packet sent. It is measured in 

terms of percentage (%). Higher the packet delivery ratio more efficient the method is said to be.    

 
Table 2: Tabulation for packet delivery ratio 

No. of  

packet sent 

Packet Delivery ratio (%) 

OSA-SVMC EAACK TermID 

10 83.25 73.54 65.38 

20 85.64 75.68 68.52 

30 87.68 78.35 70.10 

40 90.10 80.10 71.36 

50 91.65 81.57 73.65 

60 92.36 82.36 75.24 

70 93.68 85.65 78.20 

80 95.47 86.24 80.10 

90 96.38 88.63 82.68 

100 97.68 90.36 84.57 

 

The simulation values of packet delivery ratio with respect to the number of packet sent is illustrated in 

table 2. From the table value, the packet delivery ratio is higher in proposed OSA-SVMC technique than the 

existing EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013). 

The convergence plot of ten different values is shown in figure 4. 

 

 
Fig. 4: Measure of packet delivery ratio 

 

The simulation results of packet delivery ratio based on three methods namely, proposed OSA-SVMC 

technique than the existing EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos 

Dimitrakakis, 2013) is illustrated in figure 3. From the figure, it is clearly evident that, while increasing the 

number of packet being sent, the packet delivery ratio gets increased in all the three methods. But 

comparatively, the proposed OSA-SVMC technique improves the performance level. This is because; the 

simulated annealing process is applied for selecting an optimal feature as node energy for transmitting the 

packet from source to destination without any intrusion. Due to, the higher energy nodes state are accepted as 

optimal feature. In addition, the SVM classifier is applied in OSA-SVMC technique for anomaly intrusion 

detection. The classifier used to classify the node behavior as normal or anomalous in wireless ad-hoc network. 

From that, the normal node improves the packet delivery ratio than the anomalous node. Therefore OSA-SVMC 

technique increases the packet delivery ratio by 10% and 18% compared to existing EAACK (Elhadi, M., et al., 

2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013) respectively. 
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4.2 Impact of classification time: 
It is defined as the amount of time required to classify the intrusion as normal or anomalous using SVM 

classifier. It is measured in terms of milliseconds (ms). The classification time is measured as follows, 

𝐶𝑇 = 𝑁𝑜. 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠 ∗ 𝑡𝑖𝑚𝑒 (𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑦𝑖𝑛𝑔 𝑛𝑜𝑟𝑚𝑎𝑙 𝑜𝑟 anomalous  node) (10) 

From (10), Classification time (CT) is measured with number of nodes in the network.  
 

Table 3: Tabulation for classification time 

No. of  nodes Classification time(ms) 

OSA-SVMC EAACK TermID 

50 29.31 32.35 35.10 

100 31.24 36.14 38.60 

150 33.58 40.12 42.21 

200 34.57 43.35 46.56 

250 36.20 45.20 50.10 

300 40.10 47.85 52.36 

350 42.57 48.96 54.32 

400 44.68 50.20 56.35 

450 49.65 52.36 58.20 

500 53.35 57.65 60.12 

  

As shown in table 3, the analysis of classification time based on the number of node ranges from 50 to 500. 

The targeting results of classification time using proposed OSA-SVMC technique than the EAACK (Elhadi, M., 

et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013) is shown in following figure 5.  

 

 
Fig. 5: Measure of classification time 

 

Figure 5 depicts the simulation results of classification time to classify the normal node or anomalous with 

respect to number of nodes in wireless ad-hoc network. The figure illustrates, the proposed OSA-SVMC 

technique improved the performance with reducing the classification time than the state-of-art- methods (Elhadi, 

M., et al., 2013; Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013). Due to, the SVM classifier is used in 

OSA-SVMC technique for efficiently classifies the intrusion in wireless ad-hoc network with minimum time. 

The SVM is used to separate the malicious node behavior precisely from normal in wireless ad-hoc network 

using the optimal hyper plane. This hyper plane is used in SVM classifier for anomaly intrusion detection by 

monitoring system activities and classifying it as either normal or anomalous. In addition, the entire positive 

labeled nodes are normal nodes with higher energy and the negative labeled nodes are lower energy (i.e 

anomalous). From that, the SVM classifier takes minimum time for separating the normal and anomalous using 

optimal hyper plane. Therefore, the classification time is reduced by 16% and 26% compared to existing 

EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013) 

respectively. 

 

4.3 Impact of false positive rate:  

False positive rate is defined as the ratio of incorrectly classified the node as anomalous to the number of 

nodes in the wireless ad-hoc network. 

𝐹𝑃𝑅 =
𝐼𝑛𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑛ode as anomalous   

𝑁𝑜.𝑜𝑓 𝑛𝑜𝑑𝑒𝑠
 *100             (11) 

From (11), 𝐹𝑃𝑅 false positive rate is measured in percentage (%). Lower the false positive rate more 

efficient the method is said to be. 
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Table 4: Tabulation for False positive rate 

No. of nodes False positive rate (%) 

OSA-SVMC EAACK TermID 

50 14.35 22.35 18.20 

100 16.65 26.30 20.25 

150 20.10 32.26 25.65 

200 22.13 35.14 28.36 

250 24.58 38.47 32.52 

300 28.65 40.24 36.58 

350 32.12 45.78 40.10 

400 35.24 48.17 43.25 

450 38.65 50.14 45.52 

500 40.14 54.52 50.20 

 

As listed in table 4, OSA-SVMC technique measures the false positive rate during the anomaly intrusion 

detection with respect to number of nodes in network. It is measured in terms of percentage (%). The false 

positive rate using OSA-SVMC technique offers comparable values than the state-of-the-art methods (Elhadi, 

M., et al., 2013; Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013). 

 

 
Fig. 6: Measure of false positive rate 

 

Figure 6 depicts the result analysis of the false positive rate with number of nodes are considered for 

experimental evaluation. The number of nodes is varied from 50 to 500.  From the figure, it is clearly evident 

that the proposed OSA-SVMC technique correctly classified the node as normal or anomalous. This technique 

improves the performance results than the other two existing methods due to SVM classifier in OSA-SVMC 

technique. The SVM model is classified the nodes as normal or anomalous inside the boundaries using optimal 

hyper plane. At each occurrence, the nodes are selected on either side of the hyperplane to distinguish the 

normal and anomalous behavior based on the optimal feature which is carried out by simulated annealing. 

Therefore, the energy-efficient  approach  to  speed  up  the  multiple  runs  of  SVMs  for improving the 

anomaly intrusion detection. Therefore this SVM is reduced the false positive rate by 47% and 25% compared 

to existing EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 

2013) respectively. 

 

4.4 Impact of anomaly intrusion detection accuracy: 

The anomaly intrusion detection accuracy is defined as the ratio of the number of node correctly detected as 

anomalous to the total number of nodes in network. It is measured in terms of percentage (%). 

𝐴𝐼𝐷𝐴 =
𝑁𝑜.𝑜𝑓 𝑛𝑜𝑑𝑒 𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑎𝑠 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 

𝑁𝑜.𝑜𝑓 𝑛𝑜𝑑𝑒𝑠
 *100          (12) 

From (), Anomaly intrusion detection accuracy (AIDA) is higher, more efficient the method is said to be. 

 
Table 5: Tabulation for Anomaly intrusion detection accuracy 

No. of  
nodes 

Anomaly intrusion detection accuracy (%) 

OSA-SVMC EAACK TermID 

50 82.54 74.35 68.53 

100 84.20 78.20 70.47 

150 86.20 80.34 72.68 
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200 88.89 82.68 74.89 

250 89.35 84.36 76.34 

300 91.32 86.98 80.12 

350 92.53 88.57 82.35 

400 94.20 90.20 84.65 

450 95.10 91.58 85.54 

500 96.38 92.35 88.19 

 

The simulation result of anomaly intrusion detection of OSA-SVMC, EAACK (Elhadi, M., et al., 2013) and 

TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013) is shown in table 5. From the table value, while 

increasing the number of nodes in wireless ad-hoc network, the Anomaly intrusion detection accuracy gets 

increased in all the methods. But comparatively, the optimized Simulated Annealing based SVM Classifier 

(OSA-SVMC) technique increases the anomaly intrusion detection accuracy.  

 

 
Fig. 7: Measure of anomaly intrusion detection accuracy 

 

Figure 7 shows the impact of anomaly intrusion detection accuracy using three methods OSA-SVMC, 

EAACK (Elhadi, M., et al., 2013) and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013). From the 

figure, it is clearly illustrated that the anomaly intrusion detection accuracy is increased in OSA-SVMC 

technique. This improvement is achieved due to simulated annealing based classification in wireless adhoc 

network. The simulated annealing is used to select the optimal feature of nodes. This can be obtained using state 

transition. Based on the optimal feature, SVM classifier is used to separate the positive and negative samples in 

both the side of the hyper plane. The positive labeled samples as normal node and the negative labeled samples 

as anomalous. These positive and negative samples are separated by the margin. Followed by, the anomaly 

intrusion nodes are detected in wireless ad-hoc network. Therefore, the OSA-SVMC technique improves the 

anomaly intrusion detection accuracy by 6% and 13% compared to existing EAACK (Elhadi, M., et al., 2013) 

and TermID (Aikaterini Mitrokotsa a, Christos Dimitrakakis, 2013).   

 

Related works: 

The intrusion detection is vulnerable in wireless ad hoc networks that can occur especially in packet 

transmission between the nodes. A new multipath routing scheme was introduced in Sungwook Kim, 2014 

using simulated annealing approach. However, an optimal feature for detecting the anomaly intrusion is 

remained unaddressed. This is done by our OSA-SVMC technique to distinguish the normal anomalous 

behavior.  In Konagala Pavani and Auvula Damodaram, 2015, a neural network method was designed based on 

MLP for distinguishing normal and attacked behavior of the system. However, the normal and anomalous of the 

system is efficiently distinguished using SVM classifier.  

An intelligent agent-based intrusion detection model was presented in (Ganapathy, S., et al., 2012) using 

multiclass SVM classification methods. However, the classification time of normal ad anomalous behavior 

using hyper plane is addressed in OSA-SVMC technique. A new intrusion detection system was designed in 

(Alka Chaudhary, V.N. Tiwari and Anil Kumar, 2016) based on neuro-fuzzy classifier for packet dropping in 

mobile ad hoc networks. Efficient anomalous node in network is separated from the normal activities using 

SVM classifier.  

The cross-layer based distributed machine learning anomaly detection system was introduced in (Menaka 

Pushpa Arthur,  Kathiravan Kannan, 2016) to protect the system. However, it does not reduce the false positive 
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rate. This problem is addressed and it reduced in OSA-SVMC technique using Simulated annealing based SVM 

classifier. An incremental particle swarm optimization technique was introduced in (Chun-Wei Tsai, 2013) to 

improve the performance of IDS. However, it provides more computation time for detecting the intrusion. In 

OSA-SVMC technique, minimum time is used to classify the intrusion as normal or anomalous using SVM 

classifier.  

An IDS based on anomaly based intrusion detection was developed in (Mamatha, S. and A. Damodaram, 

2016) by ensuring the network node behavior to overcome the attacks. However, the higher packet delivery ratio 

was not achieved. This issue is overcome by the OSA-SVMC technique for improving the packet delivery ratio 

through identifying the anomalous node behavior. In (Vinaysagar Anchuri, et al., 2013), cooperative distributed 

intrusion detection depends on clustering of the nodes that handles the security of the network and provides the 

accurate detection of attacks. However, the optimum number of clusters is remained unsolved for maximizing 

the system performance. The OSA-SVMC technique improves the optimal feature for classifying the anomalous 

and normal activities.    

An anomaly-based intrusion detection algorithm was designed in (Alexandros, G., et al., 2015) for jamming 

attacks detection at the physical layer of a wireless network. However, the optimal values for the tuning 

Parameter are remained unsolved. The OSA-SVMC technique selects an optimal feature efficiently for anomaly 

intrusion detection. A Finite State Machine (FSM) framework was developed in (Malik, N., et al., 2016) for 

denial of service and intrusion detection in MANETs. However, an efficient normal and anomalous behavior of 

the node is efficiently analyzed by SVM classifier.  

 

Conclusion: 

An efficient technique is called as Optimized Simulated Annealing based SVM Classifier (OSA-SVMC) for 

Anomaly Intrusion Detection in wireless ad-hoc network.  An anomaly-based intrusion detection system is used 

for monitoring the system activities and classifying it as either normal or anomalous node. This helps to improve 

the intrusion detection accuracy in wireless ad-hoc network. Simulated annealing is applied in OSA-SVMC 

technique for selecting the optimal feature of the node to detect the intrusion. Based on the optimal feature, the 

SVM classifier is used to distinguish the malicious node and normal node by using the support vectors that 

outline the hyper plane in the feature space is more efficient for detecting the network intrusions and monitoring 

system and classifying the node as either normal or anomalous. The simulation is carried out for different 

parameters such as packet delivery ratio, classification time, false positive rate and anomaly intrusion detection 

accuracy. The performance results show that the OSA-SVMC technique improves the anomaly intrusion 

detection accuracy, packet delivery ratio, and reduces the classification time and false positive rate than the 

state-of-art methods. 
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