
Australian Journal of Basic and Applied Sciences, 8(13) August 2014, Pages: 193-198 

 

AENSI Journals 

Australian Journal of Basic and Applied Sciences 

 ISSN:1991-8178 

 

 

Journal home page: www.ajbasweb.com  

 

Corresponding Author: Ebenezer R.H.P. Isaac, Dept. of Computer Science and Engineering, Jeppiaar Engineering College  

Chennai, Tamil Nadu, India  

E-mail: ebeisaac@acm.org 

Comparison of Enhanced Reverse Circle Cipher with the AES Cipher 
 
Ebenezer R.H.P. Isaac, Joseph H.R. Isaac, J. Visumathi, P. Jesu Jayarin  

 

Department of Computer Science and Engineering, Jeppiaar Engineering College Chennai, Tamil Nadu, India 

 

A R T I C L E  I N F O   A B S T R A C T  

Article history: 

Received  25  June  2014 
Received in revised form 

8 July  2014 

Accepted  25 July 2014 
Available online 20 August 2014 

 

Keywords: 
data security, cryptography, cipher, 

frequency distribution 

 The existing block ciphers focus so much on data security that they lag in performance 

in speed making them less suitable for network security. This article suggests a simple 
block cipher scheme to effectively reduce both time and space complexities and still 

provide adequate security for both domains of security. The proposed Reverse Circle 

Cipher uses „circular substitution‟ and „reversal transposition‟ to exploit the benefits of 
both confusion and diffusion. This scheme uses an arbitrarily variable key length 

coupled with an arbitrary reversal factor. This method of encryption can be utilized 

within stand alone systems for data security or even streamed into real time packet 
transfer for network security. This paper also analyses the effectiveness of the algo-

rithm with respect to the character frequency distribution in comparison the standard 

AES cipher. 
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INTRODUCTION 

 

 Many algorithms were proposed on the ground of cryptography and network security, yet too few realize 

the performance aspect of their cipher. Block ciphers such as the DES and AES perceive that the more the num-

ber of passes, the greater the level of security (Bishop, 2005). Though this is well enough for the requirement of 

data security, it is not always applicable in the case of the current network security requirements. Today‟s data 

processing needs passes vast amounts of data over insecure network links. The highly secure block ciphers, due 

to their multiple passes, only add to the overhead of the data transfer. This is due to the fact that the performance 

of the algorithm and the level of security has become a trade-off (Schneier). 

 The algorithm proposed in this article has less time and memory requirements and still retain a satisfactory 

level of security to thwart cryptanalysis. This is an advancement of our previously published article (Isaac, et al., 

2013). The algorithm proposed in this article manipulates in the byte level rather than with plain ASCII/UTF 

characters. It can process any kind of file - not limited to text files. Further, the results are compared with the 

standard AES algorithm. 

 

Proposed method: 

 The Reverse Circle Cipher proposed is a symmetric polyalphabetic block cipher proposed in this article. 

This cipher‟s strength lies in the variable key size and block size in contrast to the cipher in (Cook, et al., 2007) 

which uses an elastic block size integral to the original block size. It adaptively combines the simple character 

level displacement principle of the Caesar cipher, the distribution principle of the Vernam polyalphabetic cipher 

and the diffusion principle of the transposition cipher. It defends against both white box and grey box models of 

attacks in addition to black box models of attacks (Won, et al., 2012). 

 

Architecture of the Cryptosystem: 

 The simplified model of the proposed model is as shown in Fig. 1. As it is a symmetric cipher, the same key 

is used for both encryption and decryption. 

 The input key is a tuple of the circular character key KC and reversal length integer key KR. During encryp-

tion, the circular substitution first takes place with the plaintext and the circular key as input. This output of this 

operation goes through reversal transposition with the reversal length. The decryption process is the reverse of 

the encryption process. The reversal algorithm is the same while the circular substitution function is the arith-
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metic converse of the function used for the encryption process. Thus through successful operation, the plaintext 

obtained after the decryption and before the encryption will be the same. 

 

 
 

Fig. 1: Simple Representation of the Reverse Circle Cipher. 

 

The Algorithm: 

 The Reverse Circle Cipher works at the byte level manipulating the stream of input bytes onto the output 

file. 

 The circular substitution implements confusion and it refers to the use of a string as the key and passing it 

byte array representation to a function with that of a byte in the plaintext at the corresponding position with 

respect to the index of that byte within the string. When index position of the key string reaches the end, the 

position restarts to the start index just like the Vernam cipher. This is called the circular key. This process car-

ries on as the plaintext-ciphertext moves on till the end. 

 Reversal transposition implements diffusion and is simply buffering a certain length of bytes of the plain-

text and writing the reverse of the buffer on to the ciphertext file. This length is known as the reversal length. 

Continue this operation till all of the plaintext is converted to ciphertext. 

 

 
 

Fig. 2: Schematic diagram for encryption (a) and decryption (b). 

 

 A schematic diagram for the encryption and decryption processes is given in Fig. 2. The sizes of the plain-

text and ciphertext buffers are dynamically allocated to the input reversal length. The function f can be as com-

plex as a permutation mixing of bit-level representation of the key and plaintext bytes or even as primitive as 

ASCII/UTF level addition. The algorithm may even be fabricated within a processor like the one proposed in 

(Fletcher, et al., 2012). 

 The actual key is a tuple of the circular key and reversal length. The decryption process is the converse of 

the encryption process. The algorithm in the form of pseudo-code is as shown as follows. 
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Description of notations used: 

 P : Plaintext buffer 

 C : Ciphertext buffer  

 R : Reversal length, hence the buffer size. 

 Pi :Byte at position i of plaintext buffer 

 Ci :Byte at position i of ciphertext buffer 

 Ki :Byte  at position i of the key 

  

begin Encryption 

 clear all buffers; 

 open plaintext input file; 

 open ciphertext output file; 

 obtain key; 

 while(!eof(plaintext)) 

 { 

  load P from plaintext file; 

  for(i=0; i<R; i++)  

  Ci=f(Pi, k(i modulo len(k))) 

  reverse the contents of C; 

  append C to ciphertext file; 

  clear C and P 

 } 

 close all files; 

end Encryption 

 

begin Decryption 

 clear all buffers; 

 open ciphertext input file; 

 open plaintext output file; 

 obtain key; 

 while(!eof(ciphertext)) 

 { 

  load C from ciphertext file; 

  Reverse the contents of C; 

  for(i=0; i<R; i++)      

     Pi= f
^
{-1}Ci , k(i modulo len(k))) 

  append P to plaintext file; 

  clear C and P 

 } 

 close all files; 

end Decryption 

 

 

RESULTS AND DISCUSSION 

 

Character Frequency Distribution: 

 Much of a text based cipher‟s strength depends on the character frequency distribution of the ciphertext 

with respect to that of the plaintext. Character frequency distribution is the number of occurrences of each cha-

racter used in a message. For example, in the English language and the like, the most common characters in a 

regular text are blank spaces and the alphabets known with the acronym ASINTOER. 

 The goal of a perfect text encryption is to disperse the character distribution frequency to a range of charac-

ters so that an average cryptanalyst would not know where to begin. The Reverse Circle Cipher does just that. 

 To illustrate this, a plaintext sample was taken consisting of a 1000 characters. Its character frequency dis-

tribution was 37 different characters Fig. 3a. 

 Its encrypted form using the proposed algorithm retained the total number of characters of 1000 but had a 

character frequency distribution of a staggering 196 different characters Fig. 3b. This does not just mean each 

character can be represented by two or more cipher characters, it also means that each cipher character may refer 

to two or more plaintext characters. To approach cryptanalysis of this cipher through brute force, one has to try 
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all possible circular key and reversal length combinations. This could be a tedious task considering the arbitrari-

ly long character keys and arbitrarily long reversal length both limited to the size of the plaintext. A detailed 

explanation of this is provided in our previous paper (Isaac, et al., 2013). 

 

 
 

Fig. 3: Sample encryption using the Reverse Circle Cipher. 

 

Possible Key Space: 

 Let us consider that there are a maximum of 256 different byte values available and a maximum reversal 

length of 2 
31

 (above 2 billion). The length of the key could be as long as the plaintext itself; let it be p. So the 

number of different key combinations can be as follows. 

 (256× p) 
p
 

 For the above text p=1000, hence the total number of possible key combinations is 

1.7376620319380945659998244594944e+5408. 

 

Results Compared to AES: 

 The algorithm was executed on a test set of files of different sizes but with the same key length and reversal 

length. The standard AES algorithm with CBC operation was also executed on the same test set. Fig. 4 shows 

the comparison of the Reverse Circle Cipher with the AES with respect to the character frequency distribution. 

 Fig. 5 compares the execution speed of both algorithms which were put through a test run over 50 times in 

Java and the results were averaged to form a straight line for simpler illustration. The experiment was conducted 

on an Intel Atom processor (at 1.67 GHz), 1 GB RAM on a nominal load. The result of Fig. 5 may vary from 

one system to another, so this is shown purely for the comparison of performance between the algorithms. In 

this case, runtime speed was recorded for both algorithms, AES and RCC (Reverse Circle Cipher), tested on 

files of sizes 1 through 50 kB. The results show that on average (as per the experiment), the RCC is 942 times 

faster than the standard AES on the same system using the same set of files. 

 

 
   

Fig. 4: Character Frequency Comparison Graph. 

 

 From both of these graphs we can infer that AES gives a greater character frequency distribution when 

compared to the proposed algorithm at lower file sizes lesser than 1 kilobyte. But at sizes greater than 1 kilo-

byte, the character frequency distribution of both algorithms show nearly identical values. On the other hand, 
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due to too many calculations and several rounds of operation, the AES gives a poorer performance when consi-

dering its speed of encryption/decryption. It takes 1 second to process (encrypt or decrypt) a 10 kB file in AES 

where it takes just 1 millisecond to process the same file using the proposed Reverse Circle Cipher. From this 

we infer that our projected system gives much better performance than when compared with AES with respect 

to speed of operation. 

 

 
 

Fig. 5: Runtime Comparison of AES and Reverse Circle Cipher. 

 

Incorporating within Network Security: 

 To incorporate the algorithm to network nodes, the sender can have an encryptor and the receiver can have 

a decryptor. Hence the interceptor can‟t make out of the intercepted data. Audio sampling can be performed in 

the same way in radio communications, it can be thought of as a variant of pseudo noise. The bestapplication 

within the taxonomy of wireless communications (Nicholls and Lekkas, 2006) is within packet radio networks; 

when data are exchanged in a store-and-forward fashion. So there are chances of residual data packets within 

network nodes within the hopping path perceptible to “dead forensic attacks” or just plain old interceptiontac-

tics. These can be avoided by encryption of the data payload as in (Natarajan and Wolf, 2011) and (Raghavan, et 

al., 2009). Packets can be encrypted and decrypted within the application layer of the OSI model. 

 Key management has also been of an important concern in network security. The best level of security can 

be provided in this algorithm when the circular key is large enough (between 1-15 kB). Instead of just storing 

the large key, it would be better to generate the key through a randomizing function which can be kept constant 

at both sides and the sender and the receiver would just need to exchange the common seed and the reversal 

length. Since a randomizer seed is small in size, it may be encrypted with any other strong block cipher such as 

AES and then through a key exchange protocol such as Diffie-Hellman (Stallings, 2008). The randomizer seed 

and reversal length can then be used for a single session of online data transfer. Since the key are randomly gen-

erated by the sender on a per-session basis, the key management problem is resolved. 

 

Analysis with Advantages: 

 The entire algorithm for both encryption and decryption can be complete in θ(n) time if n is the total num-

ber of bytes in the plaintext. Apart from the space for the plaintext and ciphertext buffers, there is no additional 

space required for the computational part of the algorithm. 

 The advantages of the algorithm are as follows. (1) It employs simple byte level arithmetic and not complex 

hashing. (2) Variable key length; not a fixed set of bits as in the DES or AES. (3) The speed of the algorithm is 

independent of the key size. (4) Even a whole file can be used as a key. (4) It can be adapted cost-effectively 

since it can be incorporated within the application layer. (5) It can process any type of file at any variable size 

from text files to sound and video files. (6) It can be utilized to secure mass government and military confiden-

tial data as it is superior in speed than when compared to other secure systems such as the AES.  

 We have overcome the „only text file‟ disadvantage of the previous system by processing in the byte level 

rather than character level operation so that it can be used on any file.  

 

Conclusion: 

 This paper presented a cryptosystem that can be utilized efficiently for both personal data security and net-

work security. It not only optimizes performance of data in transit but also provides adequate level of security of 

the data. Through the experimental results, Reverse Circle Cipher has indeed proved that it is difficult ciphers to 

break even given the algorithm to the cryptanalyst. The weakness of the algorithm lies in the user selection of 

the key. It is possible to run differential cryptanalysis along with knowledge of the user through social engineer-

ing; thus making the key predictable. Since the key itself can be stored within a file, it is recommended that the 

key can be a set of numbers or even a random sequence of alphabets and numbers to make it unpredictable. 
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