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 Background: Conventional key generation systems use pseudo random number 

generators and complex mathematical problems for secret key generation and 

exchange. Security requirements expected by users and current applications have 

necessitated the implementation of more rigorous security measures. Recent years have 

seen the widespread acceptance of biometric technologies and there has been a strong, 

emerging research interest in the field of biometric cryptosystems. Objective: 

Fingerprint is one of the most popular physiological characteristics that are used in 

many systems for identification, authentication and other security requirements. This 

paper presents a secret key generation system using fingerprints which can be used for 
encrypting / decrypting data for providing confidentiality. The important aspects of 

crypto key generation such as randomness of key, generation of multiple keys from the 

same fingerprint have been addressed in the proposed solution. Intra-user variability has 
been addressed without using error correction codes. Results: Random key generation 

from the fingerprint using Keccak function has been implemented. DWT has been used 
to handle intra-user variability. The method has been tested using fingerprints from the 

Latent Fingerprint Database. Conclusion: A multiple random key generation technique 

using user fingerprint has been proposed , implemented and tested. Another advantage 
of this method is that it does not require a key exchange mechanism. 
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INTRODUCTION 

 

 Traditional methods for secret key management have always been based on mathematical models. Since the 

ground breaking research paper by Diffie-Hellmann(1976)  for key exchange between any two communicating 

parties without involving third parties, there have been several works based on mathematical problems that are 

difficult to solve. RSA (1978), ElGamal (1985), ECC (1987) are some of the very popular key exchange 

algorithms that have been based on mathematical models. Despite a lot of research work on key exchange and 

management, secret keys still continue to be generated as random or pseudo random numbers. Meanwhile with 

the widespread use of the Internet, not only the requirements for security, threats and attacks on security but also 

the solutions to these have grown by leaps and bounds. In the course of vast research, several proposals had 

identified the possibility of using biometrics for user authentication. Since biometrics (Liu et al 2011) is the 

physiological (fingerprint, iris etc.) or behavioral characteristics (voice, signature etc.) of an individual, they are 

permanent unless an accident causes some change. Therefore the use of biometrics for person identification has 

gained wide recognition as a functional and reliable method for identifying and authenticating users (Gupta et al 

2005).  

 In the recent years, due to the extensive acceptance of biometric technologies, there has been a strong, 

emerging professional research interest in the field of biometric cryptosystems. The major focus of biometric 

cryptosystems has been to protect the user‟s biometric template (Jain et al 2008). This is a very critical issue 

because a biometric is permanently associated with a user and therefore revoking and/or reissuing the biometric 

template for the user is not possible (Feng at al 2010). Hence it is of utmost importance for the biometric 

template to be safeguarded against any attack from an adversary. The key feature of these proposed systems is 

that in the process of protecting the template, the users can also be authenticated. This paper proposes using the 

user‟s biometric for generating a secret key which can be used for encrypting/ decrypting data for providing 

confidentiality. The paper is organized as follows; section 2 discusses some of the previous works on biometric 
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cryptosystems. Section 3 explains the proposed work; section 4 is results and discussions. Section 5 concludes 

the paper. 

 

Related Work: 

 Biometrics is by nature random and unique to a person and therefore they present a scope of rendering 

themselves as a good seeding material for a key generation system. The advantage of using a biometric for key 

generation is that it does not warrant key exchange between the two ends. On the user end, a fresh sample of the 

user biometric can be used to generate the cryptographic key. At the other end (server), the key can be generated 

from a stored sample of the biometric template. Therefore as the crypto key is generated at both ends, it is not 

required to have secure key exchange procedures and this provides an immense advantage. Yet, biometrics 

possess many challenges. While the biometric of a person is unique to them, it is permanent and cannot be 

changed; for this reason the key space of a biometric is limited. But for security reasons, it becomes necessary to 

change or refresh the secret key periodically. Therefore, the problem of generating multiple keys from the 

limited and fixed key space needs to be addressed.  Moreover, there will be variations in the biometric of the 

same person when captured at different times. This is known as intra-user variability and has to be also 

addressed in the cryptosystem solutions (Jain et al 2008). 

 Monrose et al (1999) were among the first to propose biometric key generation. Their system is based on 

key-stroke dynamics. The user‟s key stroke / typing pattern is used to generate a crypto key which is used for 

hardening, that is, strengthen the user password.  Each key-stroke feature is discretized as a single bit and the 

short string is formed by concatenating the bits which allows some error tolerance for feature variation. In their 

follow-up paper, they have proposed a more reliable implementation based on voice biometrics, using the same 

methodology. They have reported an improvement in performance, the entropy of the biometric key is increased 

from 12 bits to 46 bits, while the false rejection rate has reduced from 48.4% to 20%. Feng and Wah (2004) 

made use of handwritten signatures and have defined forty-three signature features extracted from dynamic 

information like velocity, pressure, altitude and azimuth. Each feature was quantized into bits and concatenated 

to form a string. This achieved an average 40-bit key entropy with a 28% false rejection rate; the false 

acceptance rate was about 1.2%. 

 Several works propose the use of fingerprints for biometric cryptosystems. Soutar et al(1999) have 

suggested a biometric-key system based on fingerprints in. They have used Fourier transform to extract phase 

information from the fingerprint image and apply majority coding to reduce the feature variation. Instead of 

generating a key directly from biometrics, they introduce a method of biometric locking where a pre-defined 

random key is locked with a biometric sample by forming a phase-phase product. This product can be unlocked 

by another genuine biometric sample. However, they have not reported about the performance of the proposed 

system. 

 Two theoretical propositions to extract keys from biometric have been proposed. Dodis et al (2004) have 

proposed fuzzy extractor method. In this method an error-correction code (ECC) is applied to the biometric, 

which is then hashed. The same key can be retrieved from the hash by using the biometric as input. The 

proposed method is error tolerant to intra-user variability as long as the variation is within the error correcting 

capability of the ECC used. The authors have not suggested a method to generate multiple keys from the same 

biometric and this has been addressed by Boyen (2004). In this method, a fixed permutation is applied to the 

biometric code bits before hashing them, to generate the secret key. When a new key needs to be generated from 

the same biometric, a different permutation is used. The author had suggested the method using iris as an 

example.  

 Tong et al (2007) have applied the fuzzy extractor scheme to generate keys from fingerprints. An ordered 

representation of the fingerprint called FingerCode and a secret polynomial are used to generate public data 

called FingerKey. The secret polynomial can be retrieved by presenting a FingerCode obtained from a fresh 

fingerprint sample and the FingerKey.  The authors have reported a False Reject Rate (FRR) of 78% and a False 

Accept Rate (FAR) of 0.1%. Alvarez et al (2009) have applied the fuzzy extractor scheme for iris and have 

reported 11% FRR and FAR of 1.35%. 

 Another type of biometric cryptosystems called the fuzzy vault approach proposed by Juels and Sudan 

(2002) proposes the use of the user‟s biometric to „lock‟ a secret value „k‟. A polynomial is selected and used to 

encode „k‟. To „unlock‟ the vault, the user biometric has to be presented. Reed Solomon code has been used to 

handle intra-user variability. Clancy, et al (2003) had proposed an application of the fuzzy vault approach using 

fingerprints.  They have extracted the minutiae from N samples of the user fingerprint. The pixel coordinate 

locations of these features are used to lock the fuzzy vault. They have derived a 69-bit biometric key and have 

reported a 30% false rejection rate. Uludag et al (2005) have presented a similar implementation of the fuzzy 

vault using fingerprint. They have used CRC-16 for random error detection instead of ECC. 

 To briefly summarize, even though the fuzzy vault and other systems have been originally proposed for 

template protection using a random secret s, some of the fuzzy vault schemes have suggested that the secret 

itself could be used as a key. However in such implementations, the biometric is only used to secure the random 
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key and not used to generate the key. Other implementations have suggested that the features extracted from the 

biometric that is used to evaluate the polynomial could be used as the secret key, but feature extraction methods 

are affected by translation, rotation and non-linear distortion. Therefore, fuzzy vault systems include helper data 

to aid in recovering the secret from the submitted biometric image. As they are mandatory in retrieving the 

secret care should be taken that they do not leak any information about the biometric features (Scheirer and Bolt 

2007). In addition, feature extraction methods do not involve any randomization and hence the randomness of 

the key generated is a critical issue that needs to be discussed. Further, these methods do not discuss multiple 

key generation from the biometric features. The fuzzy extractor schemes and its variations, suggest methods to 

extract a secret key from the biometric but they too have not discussed multiple key generation. Hence for 

practical implementations, generating multiple keys from the same biometric is a major concern that has to be 

addressed. This paper aims to address the above mentioned key issues and propose a practical system for bio-

cryptosystem using fingerprints. 

  

Proposed Work: 

 The proposed work presents a key generation method for generating multiple random keys directly from 

user fingerprints. Unlike, many of the previous work discussed in section 2, biometric feature extraction has not 

been used for key generation. The choice of a biometric typically depends on the nature and requirements of the 

intended application. Several systems using biometrics such as face (Havran et al 2002, Turk and 

Pentland1991,Geng and Jiang 2013,Ren et al 2013), iris (Daugman 1993,Mathew 2011, Hsieh et al 2010), hand 

vein (Ding et al 2005,Jia et al 2012), signature (Oz 2005), speech recognition (Bergler and Konig 1994), 

fingerprint (Isenor and Zaky 1986,Jain et al 2002,Eckert et al 2005) etc have been proposed. Even though this 

biometrics satisfies the important requirements of performance, availability and circumvention, use of 

fingerprint has achieved wide acceptance (Jain et al 2002). The proposed work considers the following aspects:  

 

a) Randomness of Key:  

 Randomness refers to the outcome of a probabilistic process that produces independent, uniformly 

distributed but unpredictable values (Marton et al 2012). One of the most important roles randomness plays in 

cryptography is the generation of cryptographic keys that do not follow any particular sequence or distribution. 

Key length and Information Entropy are important concepts that define the security of the cryptosystem (Marton 

et al 2012). Security is directly proportional to key length; the greater the key length, the more difficult it is to 

break the system. Entropy denotes the disorder of the system; if all the key bits are not random or securely 

generated then the system is more vulnerable to attacks. As the encryption and the decryption algorithms are 

publicly known and the cipher texts transmitted between the sender and receiver can be accessed by an attacker; 

security depends on how the key is managed, generated, exchanged, stored and refreshed. The knowledge of the 

key guarantees access to the secret message and therefore the choice of the key space and the key derivation 

method are vital. 

 

b) Multiple Key Generation:  

 Since biometrics is characteristics that are based on a person‟s physiological or behavioral characteristics; 

they are permanently associated with the user. As cryptographic keys have to be changed or refreshed to 

maintain secrecy, it becomes a necessity to be able to derive multiple key from the same biometric. The user 

may also choose to have different keys for different applications. 

 

c) Intra-User Variability:  

 Biometrics is considered as a good candidate for security applications due to two major reasons. First, they 

are unique to a user and secondly they are hard to forge (Jain and Prabakar 2004). However, the same biometric 

extracted from the user at two different instances exhibit differences. Hence, the problem of intra-user 

variability of the same biometric has to be addressed. If the key is generated at both ends using the biometric 

then it becomes mandatory that the exact crypto key be obtained at both the ends. Only then would use of the 

key for encryption and decryption of the data would be possible.   

 Figure. 1 gives the block diagram of the proposed method for generating a secret key from fingerprint. The 

user‟s fingerprint is captured and Discrete Wavelet Transform (DWT) is applied to it. The coefficients of the 

transform are then randomized to generate the secret key Kenc . This key can be used to encrypt the user‟s data 

before transmitting to the other end.  The receiving end requires the secret key Kenc in order to decrypt the user‟s 

data. Instead of using a key exchange mechanism, the DWT coefficients are encrypted (X) and transmitted to 

the receiving end. 
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Fig. 1: Key Generation from Fingerprint at Sender End. 

 

 The encrypted output X is received at the other end and decrypted to obtain the transform coefficients. 

These coefficients are randomized to obtain the secret key Kenc . Inverse DWT (IDWT) is applied to the 

coefficients and the user fingerprint can be obtained as shown in Figure 2.  
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Fig. 2: Key Generation from Fingerprint at Receiver End. 

 

The contributions of this work are  

(i) Given the fact that the algorithms used for encryption are known, the confidentiality of the data is 

guaranteed only by a secure key exchange technique. The proposed method does not require any key exchange 

mechanism and is therefore more secure than using any proven key exchange technique. 

(ii) Unlike many of the previous works discussed in section 2, this method does not generate public data which 

needs to be stored in the user‟s smart card (Havran et al 2002). This relieves the user from ensuring that he/she 

is always carrying the smart card on person safely. 

(iii)This method does not use feature extraction techniques and hence avoids the disadvantages of such methods, 

such as rotation, non-linear distortion, etc.  

(iv)Intra-user variability has been effectively addressed in this method without using any Error Correction 

Codes (ECC).  

(v)The proposed technique allows variable key length to be generated as per the user‟s requirement without 

much change in the method. Hence the method is easily scalable to generate keys of desired lengths. 

 

DWT and Encryption: 

 The Discrete Wavelet Transform (DWT) performs wavelet analysis by decomposing the signal into wavelet 

coefficients from which the original signal can be reconstructed again. The wavelet coefficients represent the 

signal in various frequency bands. The coefficients can be processed in several ways, giving the DWT attractive 

properties over linear filtering. The wavelet analysis calculates the correlation between the signal under 

consideration and a wavelet function. The similarity between the signal and the analyzing wavelet function is 

computed separately for different time intervals, resulting in a two dimensional representation. The analyzing 

wavelet function is also referred to as the mother wavelet. The DWT uses multi-resolution filter banks and 

special wavelet filters for the analysis and reconstruction of signals. A filter bank consists of filters which 

separate a signal into frequency bands (Watson 1999). A discrete time signal x(k) enters the analysis bank and is 

filtered by the filters H0 and H1 which separate the frequency content of the input signal in frequency bands of 

equal width. The filters H0 and H1 are respectively a low-pass and a high-pass filter. The two outputs together 

contain the same frequency content as the input signal; however the amount of data is doubled. Therefore down 

sampling by a factor two, denoted by ↓2, is applied to the outputs of the filters in the analysis bank. 

Reconstruction of the original signal is possible using the synthesis filter bank. In the synthesis bank the signals 

are up sampled (↑2) and passed through the filters F0 and F1which are based on the filters in the analysis bank. 

The outputs of the filters in the synthesis bank are summed, to produce the reconstructed signal y(k). A two 

channel filter bank is shown below in Figure 3. 
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Fig. 3: Two Channel Filter Bank. 

 

 If the reconstructed signal coming from the synthesis channel is identical, excepting a delay, to the input to 

the analysis channel, the filter bank is called a perfect reconstruction filter bank. Hk are called analysis filters 

and Fk are called synthesis filters. Both are discrete, linear and translation invariant, and in general are 

implemented recursively as shown in Equation 1. 

 

       (1) 

 

where the coefficients a(k) and b(l) are finite and their number defines the order of the filter. All such filters can 

be implemented by discrete convolution, and „h‟ and „f‟ are convolution outputs.  Wavelet transforms use Multi 

Resolution Analysis (MRA) to perform wavelet analysis. A multi resolution filter bank is shown in Fig 4 below. 
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Fig. 4: Multi Resolution Filter Bank. 

 

 This is implemented using two equations, known as the dilation and wavelet equation. The dilation equation 

also known as the scaling function is given in Equation 2. 

 

         (2) 

 

and the wavelet equation is given in Equation 3. 

 

         (3) 

 

 Where  and  are the scaling and wavelet functions and h0, h1 are the impulse response coefficients 

of the filters H0 and H1 respectively.This work uses Haar wavelet function for which the scaling function and the 

wavelet function are defined by (Gnana Baskar et al 2008).   

 

 

 

    1, 0  

          0, otherwise 

 

 

         

                             1,   ½  

                             0, otherwise  

 

 The transform coefficients obtained from the user‟s fingerprint using DWT described above, is randomized 

to generate a secret key and is discussed in section 3.2. In order to generate the same key at the receiving end, 

the transform coefficients are encrypted (X) and sent to the other end. On receiving the encrypted coefficients, 

the receiver can decrypt X and obtain the coefficients. The secret key Kenc is then generated from the coefficients 

using the same randomization (key generation) function as in the sender‟s end. This secret key which is 

generated from the user‟s fingerprint is used to encrypt other user data and not the wavelet coefficients obtained 

from the user‟s fingerprint.  
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Key Generation: 

 This work proposes the use of the Keccak function designed by Bertoni et al (2010) for key generation. 

Keccak is based on the sponge function and is a generalization of the concept of cryptographic hash 

function with infinite output. It can be applied for all symmetric cryptographic functions such as hashing, 

pseudo-random number generation and authenticated encryption. The sponge construction takes a variable 

length input and produces an arbitrary length output based on a fixed length permutation (Bertoni et al 2010). 

The process is shown in Figure 5.  

  f   f   f   f   f  f
0

0

r

c

Output (K
enc

)Input (Fingerprint)

Absorption Squeezing

 
Fig. 5: Keccak Operation. 

 

 This work uses a total width b (b = r+c) of 200 bits, where the bit rate r is 96 bits and the capacity c is 104 

bits. The user‟s fingerprint is converted into a binary string and divided into blocks of r bits. Padding is done if 

necessary so that the input is a multiple of r bits. The state is first initialized to zero. The first block of the 

fingerprint is XOR(ed) with the r bits of the state. Then the entire b bits undergo permutation which consists of a 

number of simple rounds with logical operations and bit permutations. Since the permutation f operates on a 

fixed-length of state b bits, called the width, the permutation used here is the random Keccak-f[200] function. 

The state is organized as an array of 5×5 lanes, each of length 8-bits.The number of rounds in each permutation 

depends on the permutation width which is calculated by nr =12+2×l, where 2l = w, where w=8 is the word 

length and hence the total number of rounds is 18. The process as seen from Figure 5, consists of two phases. 

The first phase is called the absorption phase, where all the fingerprint input blocks undergo permutation. The 

second phase is the squeezing phase in which the output is obtained. The number of bits obtained in the output 

should be ≤ r bits. Hence depending on the encryption algorithm to be used and key size required, the number of 

output stages in the squeezing phase is determined. For example, if AES algorithm is used with a key size of 

128 bits, then, the output is taken two times, since r is 96,taking the output twice gives 192 bits. The first 128 

bits could be used as the key. 

 

Multiple Key Generation: 

 For security reasons, it becomes essential to provide for key change or key refresh. Key change is required 

in case the key is compromised and the key is periodically changed to provide protection from malicious 

attackers. Users may require multiple secret keys from the same biometric for use in various applications. Three 

methods can be used to produce a new key, as given below. 

(i) For a 128 bit key, two „squeezes‟ from the sponge output are required. Let us say that for the first time 

when a key is being generated from the fingerprint input the first two outputs z0 and z1 were taken i.e. the first 

and second r bits are taken as output. Since the sponge construction allows the user to choose the number of 

output blocks, when a key refresh is needed the key could now be „squeezed‟ from say for example z3 and z4 

(fourth and the fifth output bits) or z8 and z9 (ninth and tenth r bits). 

(ii) The fingerprint input could be concatenated with another block of r bits. This block of r bits could be fed 

back to the input from one of the output blocks as shown in Figure 6 below. 

  f   f   f   f   f  f
0

0

r

c

Output (K
enc

)(Fingerprint  ||  Output)

Absorption Squeezing

 
Fig. 6: Key Refresh/ Multiple Key Generation. 

 

(iii) The current date, month and the last two digits of the year could also be concatenated with the fingerprint 

input. Otherwise the difference between the user‟s date of birth and the current date, month and year could be 

concatenated at the input.  
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RESULTS AND DISCUSSION 

 

 The proposed key generation technique using fingerprint was implemented in MATLAB. Fingerprints were 

taken from the Latent Fingerprint Database (Sankaran et al 2011). This database contains multiple samples of 

various fingers from different subjects collected under a semi-controlled environment. The fingerprint was 

preprocessed and the Haar Wavelet transform was applied to it. The transform coefficients were then used to 

generate the key Kenc of desired length. In order to enable the receiving end to generate the same key, the 

transform coefficients were encrypted using RSA algorithm. Since RSA encryption requires a pair of keys, an 

One-Time Pad (OTP) could be used to generate the keys.  The implementation images are shown in Figure 7 

below.  
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Fig. 7: Implementation Images. 

 

 Hash functions have commonly been used in cryptosystems. They are known to be susceptible to collision 

attacks, preimage and second preimage attacks. Hash functions such as MD4, MD5, SHA and RIPMEND use an 

iteration mechanism based on the Merkle-Damgard construct. This construction guarantees that if the 

compression function used is collision-resistant then the hash obtained would also be collision-resistant.  But in 

the recent years, there have been attacks reported on SHA-1 and the Merkle-Damgard construction has been 

shown to have weakness. However this work has used a sponge based hash function to generate keys from 

fingerprint. But the sponge construction is an iterated hash function, designed with the security criteria that “a 

good hash function behaves as a random oracle” (Bertoni et al 2010). A random oracle is a theoretical 

construction which satisfies all known security criteria that should be satisfied by a hash function (Bellare and 

Rogaway 1993,Bertoni et al 2009). Unlike the other hash functions that are based on a collision-resistant 

compression function, the Keccak hash uses a random permutation or a random transformation function that is 

built based on the variants of Merkle-Damgard construction proposed by Coron et.al. (2005). This framework 

suggests directions in constructing a cryptographic hash function that would be indifferentiable from a random 

oracle (Bertoni et al 2009).It has been proved that the random sponge function is indistinguishable from a 

random oracle with probability below N (N+1)/2
c+1

where N is the number of calls to the random permutation or 

transformation function f, c is the security parameter called as the capacity (Bertoni et al 2008). The probability 

obtained for the proposed work is 8.43 x 10
-30

. Moreover, it has also been proved that the random sponge is not 

weaker than the random oracle in providing resistance to collision, preimage and 2
nd 

preimage attacks (Maurer et 

al 2004).   

 Hence it may be concluded, that the keys generated from fingerprint using the proposed method are truly 

random as per cryptosystem requirements. Moreover, it has been established that multiple keys can be generated 

from the same fingerprint and all the keys so generated would follow the principle of random oracle. It is 

possible to generate keys with variable lengths; the key lengths being decided based on the security 

requirements of the application. 

 Since biometric identifiers are prone to intra-user variability that is, the same biometric acquired from the 

same person at two or more instances will not be identical. This may be due to various reasons such as poor 

image quality, non-ideal interaction with the sensor or due to other factors such as aging, accidents etc. The 

proposed work addresses the problem of intra-user variability with the use of DWT and does not use ECC.  The 
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transform coefficients that are obtained at the receiving end by applying IDWT can also be used for user 

authentication by implementing conventional matching techniques. In addition, the proposed method does not 

use features extracted from the fingerprint for key generation. 

 

Conclusion and Future Work: 

 Biometrics have gained popularity and wide spread acceptance as a powerful means of providing security. 

This paper presents a cryptographic key generation system from user fingerprint. Intra user variability of 

biometrics has been addressed using DWT transform. The proposed system has been implemented and tested 

using fingerprints from the Latent Fingerprint Database. The critical aspects of randomness of generated key, 

multiple key generation and intra-user variability have been addressed by the proposed work and a detailed 

analysis of the security provided has been presented. As future work it is proposed to do exhaustive testing with 

more number of fingerprints.  
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