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 The watermarking is a digital process that preserves copyright and ownership of digital 

media such as audio, video, and images. This process depends on hiding a digital 

signature in a carrier signal where this signature has to be related to the original signal. 
In this paper we develop a simple watermarking method operating in the frequency 

domain for grayscale digital images. The proposed method embeds the message in the 

LL1 sub-band produced by the Discrete Wavelet Transform (DWT) of the original 
image by using the Least Significant Bit (LSB) substitution method. Three cover 

images were used to test the performance of the proposed method. Different 

experiments were carried out to test the performance of the proposed method and the 
results show that little and unnoticeable degradation, while the watermark was 

recovered perfectly, which is considered an acceptable results. 
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INTRODUCTION 

 

 Watermarking can be defined as the process of hiding information called message or watermark into a 

digital content such as audio, images and video, in such a way that the embedded message should be 

imperceptible (difficult to notice) and robust against different manipulations that may attempt to remove or alter 

it (Cox et al., 2008; Gozalez and Woods, 2008; Kutter and Hartung, 2000). For example, a message might be 

hidden within an image.  

 Watermarking has received a significant interest in the past few years. This is motivated by a need to 

provide copyright protection to digital content, such as audio, images and video (Cox et al., 1999). 

Watermarking is used to protect the rights of owners in many different ways including copyright identification, 

user identification or fingerprinting and copyright protection (Gozalez and Woods, 2008). 

 Watermarking methods can be broadly divided into two categories: spatial domain methods, which embed 

the data by directly manipulating the pixel values of the cover image, and frequency (transform) domain 

methods, which embed the data by modulating the frequency domain coefficients (Qidwai and Chen, 2010).  

 It has been reported that embedding data in the frequency domain of an image can be much more robust 

than embedding it in the spatial domain (Cox et al., 1997; Johnson and Katzenbeisser, 2000).  

 In this paper, we propose a simple and, yet, efficient image watermarking method based on the Discrete 

Wavelet Transform (DWT) technique. The method embeds the message in the LL1 sub-band of the DWT using 

the LSB substitution method.  

 Section 2 of this article introduces some of the previous work related to watermarking methods namely the 

spatial and the frequency based methods. Section 3 presents the basics of the Discrete Wavelet Transform DWT. 

Section 4 describes the proposed method for watermarking. Section 5 presents the experimental results, and 

finally section 6 concludes this article. 

  

Previous Work: 

 Different algorithms have been proposed in literature based on both spatial and frequency domains.  

 The most straight-forward method of watermark embedding in the spatial domain is the Least Significant 

Bit (LSB) substitution method, where the Most Significant Bit (MSB) of the watermark is substituted with the 

LSB of the cover object (Johnson and Katzenbeisser, 2000; Shoemaker, 2002).  The advantages of the LSB 

methods are that they are simple and can be easily applied to any image. However, any addition of noise can 

defeat the watermark (Shoemaker, 2002). 

http://dictionary.reference.com/search?q=image
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 Frequency (or transform) domain methods became more attractive and many methods have been proposed 

in literature based on the frequency domain. These methods are more robust than those based on spatial domain 

(Gozalez and Woods, 2008; Cox et al., 1997). Most of these methods are based on the Discrete Cosine 

Transform (DCT). A review of different DCT based methods can be found in (Cox et al., 1997). 

 Most recently, Discrete Wavelet Transform (DWT) methods became more attractive in watermarking 

digital media (Langelaar et al., 2000). This is because DWT can divide the image into different sub-bands, 

where each sub-band has different coefficients (Weeks, 2011).  This gives more freedom to researchers to 

embed messages. Our algorithm which is discussed in the next section is based on the DWT transform. 

 

Discrete Wavelet Transform:  

 Discrete Wavelet Transform (DWT) provides multi resolution Analysis, where the image is analyzed at 

different frequencies with different resolutions. When an image is passed through series of low pass and high 

pass filters, DWT decomposes the image into a set of band limited components, called sub-bands (Gozalez and 

Woods, 2008). The decomposition is performed so that the sub-bands can be reassembled to reconstruct the 

original image without error. Each decomposition level produces four non overlapping sub-bands (Gunjal and 

Mali, 2011; Reddy et al., 2011), namely, LL1, HL1, LH1, and HH1 as shown in Fig. 1. As illustrated in the 

figure, the first letter corresponds to applying either a low pass (L) or a high pass (H) filtering to the rows, and 

the second letter corresponds to applying either a low pass or high pass filtering to the columns of the image; the 

number after the two letters refers to the decomposition level. For example, LH1 means a low pass applied to 

the rows of the image and a high pass applied to the columns of the image all done in the first decomposition 

level.  The LL1 sub-band represents the approximate image, which holds most of the information of the original 

image, while the other three sub-bands are the high frequency (detail) components of the original image. Fig.2 

shows the decomposition of Lena image. The LL1 band can be further decomposed for another level of 

decomposition and so on. 

 

 
 

Fig. 1: One level image decomposition. 

 

 
 

Fig. 2: The decomposition of Lena image. 

 

Proposed method:  

 Our proposed method is based on the DWT transform discussed above. The method starts by decomposing 

the image into its four sub-bands using the DWT. The LSB substitution method is then applied on the LL1 sub-

band to embed the watermark. 

The embedding steps are as follows: 

1. Read the cover image. 

2. Perform DWT to the cover image. 

3. Normalize the LL1 sub-band to [0 – 255]. 
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4. Embed the message in the LL1 as follows:  substitute the MSB of the message (watermark) with the LSB of 

the LL1 sub-band. 

5. Apply inverse Discrete Wavelet Transform (IDWT) to obtain the watermarked image (WI). 

The extracting steps are as follows: 

1. Read the watermarked image (WI). 

2. Perform DWT to WI 

3. Normalize the LL1 sub-band to [0 – 255]. 

4. Extract the message (watermark) by extracting the LSB of the LL1 sub-band 

 

Experimental results:  

 Three cover images were used to test the performance of the proposed method, namely, Lena, Baboon and 

Boat images which are shown in Fig. 3 (a, b, and c). The eye image, shown in Fig. 3-d, is used as a watermark. 

The same watermark is used with all three cover images. 

 

 
 

Fig. 3:  (a) Lena image.  (b) Baboon image. (c) Boat image.  (d) Eye image. 

 

 Fig.4 shows the watermarked Lena image and the extracted watermark. The Figure illustrates that the 

watermarked image shows an unnoticeable distortion, while the watermark was recovered perfectly.  

 

 
 

Fig. 4: (a) The watermarked Lena image.  (b) The extracted watermark. 

 

Fig. 5 shows the watermarked image when adding salt & pepper noise. The figure illustrates that the watermark 

was recovered with an acceptable distortion. However, when Gaussian noise was added, the watermark was lost. 

 

 
 

Fig. 5:  (a) The noised Lena image.  (b) The extracted (noised) watermark. 
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 Fig. 6 shows the watermarked image when JPEG lossy compression is applied on Lena’s image, with 

quality = 100. The figure illustrates that the watermark was recovered with an acceptable distortion. However, 

the watermark was not recovered when less quality than 100 was used. 

 

 
 

Fig. 6: (a) The compressed Lena image.  (b) The extracted (compressed) watermark. 

 

 Table 1 shows the Root Mean Square Error (RMSE) and the Peak Signal to Noise Ratio (PSNR) of both the 

original and the watermarked images used. The Table shows that Baboon image gave the best results. 

 
Table 1: RMSE and PSNR for different cover and watermarked images. 

Image RMSE PSNR 

Lena 0.2355 60.7 

Baboon 0.2155 61.5 

Boat 0.2756 59.3 

 

Conclusions:  

 In this paper we propose a simple and, yet, efficient method for image watermarking. The method utilizes 

both DWT and LSB techniques. 

 Although the watermark was recovered perfectly in the ideal cases, the addition of Gaussian noise, or 

compression of the image using JPEG with quality less than 100 significantly degrades the quality of the 

embedded watermark. 
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