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 In this paper we propose a decentralized and fine grained access control mechanism for 
Data Storage and Retrieval for multi tenancy system. This can be adapted where, 
multiple tenants need to access small portion of a big repository without affecting the 
other chunk of data in the repository and provide an efficient aggregate cryptosystem in 
cloud and should provide fast and efficient access to the shared data and eliminating the 
disadvantages of centralized server based cloud concerns like central server loss, data 
loss or data access, privacy and security from un-trusted tenants. The proposed 
framework in this paper has a unique key generation which will generate and assign 
keys to access shared data among tenants. The repository is divided into multiple 
chunks based on the requirement, each chunk is encrypted using access policy and 
attribute list of the user (tenant). The cipher text from the repository can be viewed by 
all tenants, only those chunk of data which has got encrypted from particular access 
policies and attribute list of the user will be deciphered to that user. A plaintext M is 
encrypted based on an access tree structure T to generate a cipher text CT. The private 
key of user X is identified with the set of X’s attributes, SX. A private key, SK will be 
able to decrypt CT if the set of attributes, SX assigned to SK satisfies the access tree T. 
We have adopted Cipher text Policy Attribute Based Encryption [CP-ABE] for fine-
grained access control of shared data among tenants. In CP-ABE, each user is 
associated with a set of attributes and data are encrypted with access structures on 
attributes. A user is able to decrypt a cipher text only if his attributes satisfy the cipher 
text access structure. This proposed method throws light on the problem of accessing 
shared data among tenants with hierarchy in public cloud environment. 
 
 

© 2015 AENSI Publisher All rights reserved. 
To Cite This Article: Deepak G. and Dr. Manjunath S.S., Decentralized Secure Data Storage and Retrieval in Mobile Cloud Environment 
for Multi- Tenancy Management. Aust. J. Basic & Appl. Sci., 9(36): 355-359, 2015 

 
INTRODUCTION 

 
 Data access control is an effective way to ensure 
the data security in the cloud. However, due to data 
outsourcing and un-trusted cloud servers, the data 
access control becomes a challenging issue in cloud 
storage systems.However, cloud storage service 
separates the roles of the data owner from the data 
service provider, and the data owner does not interact 
with the user directly for providing data access 
service, which makes the data access control a 
challenging issue in cloud storage systems. Because 
the cloud server cannot be fully trusted by data 
owners, existing server-based access control methods 
are no longer applicable to cloud storage systems. To 
prevent the un-trusted servers from accessing 
sensitive data, traditional methods usually encrypt 
the data and only users holding valid keys can access 
the data. These methods require complicated key 

management schemes and the data owners have to 
stay online all the time to deliver keys to new users 
in the system. Moreover, these methods incur high 
storage overhead on the server, because the server 
should store multiple encrypted copies of the same 
data for users with different keys.  Cipher text-Policy 
Attribute-based Encryption (CPABE) is regarded as 
one of the most suitable technologies for data access 
control in cloud storage systems, because it gives the 
data owner more direct control on access policies 
(“Decentralized Access Control with Anonymous 
Authentication of Data Stored in Clouds”, 2014) and 
does not require the data owner to distribute keys. In 
CP-ABE scheme, there is an authority that is 
responsible for attribute management and key 
distribution. The authority can be the registration 
office in a university, the human resource department 
in a company, etc. The data owner defines the access 
policies and encrypts data under the policies. Each 



356                                                            Deepak G. and Dr. Manjunath S.S., 2015 
Australian Journal of Basic and Applied Sciences, 9(36) December 2015, Pages: 355-359 

 

user will be issued a secret key reflecting its 
attributes. A user can decrypt the cipher texts only 
when its attributes satisfy the access policies. 
 
Literature Survey: 
 ("Providing Security and Integrity for Data 
Stored In Cloud Storage") Providing Security and 
Integrity for Data Stored In Cloud Storage, in this 
paper ,meta data encryption method is not discussed 
further the meta data generation process , no 
information on performance evaluation is provided 
,bit length used does not make it trustworthy and 
TPA is assumed to be trustworthy which is not true 
in all the cases and it uses a centralized approach. 
("Fine particles, thin films and exchange anisotropy") 
Decentralized access control scheme for secure 
storage in cloud with anonymous authentication. 
Only valid users are able to decrypt the stored data 
and the system is resistant to replay attacks. The 
system supports creation, modification and reading 
of data stored in cloud while providing user 
revocation. Authentication, communication, 
computation, storage and access control scheme is 
decentralized and robust unlike centralized 
approaches. Their system gained advantage over 
other system by using several KDC's (key 
Distribution Centers) as single KDC is a single point 
of failure. ("DACC, 2011) Used ABS (Attribute 
Based Signature) scheme of to provide authenticity, 
privacy and anonymity for the required user. ("Uses 
of Elliptic Curves in cryptography" 1986)But in their 
system cloud knew the access policy for each record 
stored; it even did not hide the attributes of the users. 
Their encryption/decryption scheme was not 
efficient. Had a distributed access control mechanism 
which avoided storing multiple encrypted copies of 
same data in cloud. They used an algorithm where 
one or more KDCs distributed keys to data owners 
and users. Owners encrypted data with attributes and 
users with matching set of attributes could retrieve 
this data from cloud. Attribute Based Encryption on 
bilinear parings on elliptic curves was used by them 
which was collusion secure. While their system did 
not provide authentication and their main drawback 
was that the users couldn’t write the data, while write 
access was reserved for creator only. The access 
structure was not hidden from the cloud. Proposed 
ABS (Attribute Based Signature) that allowed a user 
to sign a message with ("Realizing Fine-Grained and 
Flexible Access Control to Outsourced Data with 
Attribute-Based Cryptosystems") fine-grain control 
over his data. The signer possessed a set of attributes 
which can be used to sign a message with a predicate 
that can be satisfied by his attribute. The signature 
hides the attributes used to satisfy the predicate and 
any identifying information about the signer; this was 
used by to achieve authenticity and privacy. This 
method wasn’t resistive to replay attacks. ("DAC-
MACS, 2012) Introduced a Multi-Authority 
Attribute Based Encryption, in which there was no 

need for global coordination other than the creation 
of initial parameters. The user used ABE by simply 
creating a public key and issuing private keys to 
different users that reflect their attributes. A user 
could encrypt data in terms of any Boolean formula 
over attributes issued from any chosen set of 
authorities. Collusion resistance was achieved by 
generating user’s private key randomly. In their 
system they assumed no coordination between 
different authorities. The system was secured by first 
converting the cipher text and private keys to a semi-
functional form and then arguing security. In their 
system decryption was done at user’s end, so it was 
inefficient for users using mobile devices. The other 
drawback of ABE is that the size of the cipher text 
and the time required to decrypt it grows with 
complexity.  
 To overcome the problems of, suggested to 
outsource the decryption task to another server thus 
saving bandwidth and decryption time without 
increasing the number of transmissions. However the 
presence of one KDC and one proxy server makes it 
less robust than decentralized approach. Suggested 
ABS scheme for strong privacy and anonymous 
authentication but was centralized in nature. 
(Kalaiselvan, S.A., 2015) His recent paper used 
improved ABS method with decentralized approach. 
Combined uses of ABE & ABS scheme to provide 
access to thin clients with strong data confidentiality 
and fine grained access control. But was centralized 
approach and single KDC was used to distribute keys 
and attributes. Was skeptical, as data is outsourced to 
untrusted cloud service providers security becomes a 
challenge. Existing systems either produced multiple 
copies of same data or required trusted cloud. Their 
Cipher text-Policy Attribute Based Encryption 
managed attributes and distributed keys in cloud 
system. ("DAC-MACS, 2012) They proposed Data 
Access Control for Multi- Authority cloud storage 
which provided secure data access control scheme 
with efficient decryption and revocation. Did not 
provide authentication to the users who wanted to 
remain anonymous. Concluded that many encryption 
techniques have been employed to ensure both 
personal data security and network security. But few 
use both. Most common personal security is done 
using DES & AES which run multiple passes over 
each block making them ineffective for real time data 
transfer. They suggest Reverse Circle Cipher which 
uses circular substitution and reversal transposition 
to confuse and diffuse. Their method uses variable 
key length which may be equal to the length of the 
plaintext. This method of encryption can be utilized 
for personal security or even for real time packet 
transfer for network security. Algorithm used by 
them effectively reduces both time and space 
complexities. But Algorithm can only be used for 
text based system.  
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Existing System: 
 Existing access control schemes are no longer 
applicable to cloud storage systems, because they 
either produce multiple encrypted copies of the same 
data or require a fully trusted cloud server. The major 
security challenge with clouds is that the owner of 
the data may not have control of where the data is 
placed. (“Decentralized Access Control with 
Anonymous Authentication of Data Stored in 
Clouds”, 2014)This is because if one wants to exploit 
the benefits of using cloud computing, one must also 
utilize the resource allocation and scheduling 
provided by clouds. Therefore, it needs to safeguard 
the data in the midst of untrusted processes. 
(Shamsiah binti Suhaili and Takahiro Watanabe., 
2015) As data owners store their data on external 
servers, there have been increasing demands and 
concerns for data confidentiality, authentication and 
access control. ("Secure Storage and Access of Data 
in Cloud Computing") Problem with this model is 
that the owner should be always online when the user 
wants to access the data. The key management 
between all the communicating parties is also 
cumbersome. In some situations, an owner with poor 
computing capabilities becomes a bottleneck. Data 
Access control usually assume the data owner and 
the servers storing the data are in the same trusted 
domain (single authority), where the storage servers 
are modelled as an omniscient reference monitor 
entrusted to define and enforce access control 
policies ("Secure Storage of Data in Cloud 
Computing, 2014) Existing CP-ABE schemes cannot 
be directly applied to data access control for multi-
authority cloud storage systems, due to the 
inefficiency of decryption and revocation.  
 
Proposed System: 
 We use decentralized and distributed access 
approach for storage and retrieval of data, by using 
decentralized approach even if one server fails we 
can still access from other servers. In our framework 
we combine the advantages of decentralized 
distribution as well as advantages of public cloud.  
 In proposed system, we first construct a new 
multi authority CP-ABE scheme with efficient 
decryption and propose an efficient attribute 
revocation method for it. Then, we apply them to 
design an effective access control scheme for multi-
authority cloud storage systems. We propose data 
access control for multi authority cloud storage, an 
effective and secure data access control scheme for 
multi-authority cloud storage systems.  
 
Cipher text policy attribute based encryption 
Algorithm (CP-ABE): 
  In Cipher text-Policy Attribute-Based 
Encryption is a technique for realizing complex 
access control on encrypted data. By using this 
technique encrypted data can be kept confidential 
even if the storage server is un-trusted; 

(Balakrishnan, C., 2015) moreover, these methods 
are secure against collusion attacks. Previous 
Attribute- Based Encryption systems used attributes 
to describe the encrypted data and built policies into 
user's keys; while in our system attributes are used to 
describe a user's credentials, and a party encrypting 
data (Data owner) determines a policy for who can 
decrypt. 
 
Access structure: 
Definition:  
 Let U ={ a1,a2,..,an} be a set of attributes. For ai 
∈ U, Si = { vi,1, vi,2,… , vi,n } is a set of possible 
values, where ni is the number of possible values for 
ai . Let L = [L1, L2,..,Ln] Li ∈ Si be an attribute list 
for a user, and W = [W1, W2,..,Wn] Wi ∈ Si be an 
access policy. The notation L ╞ W express that an 
attribute list L satisfies an access policy W, namely 
L i = Wi (i=1, 2.., n). The notation L ╫ W implies L 
not satisfying the access structure W. 
 
Cipher text Policy Attribute based Encryption: 
 A cipher text policy attribute based encryption 
scheme consists of four fundamental algorithms: 
Setup, Key Generation, Encryption and Decryption. 
Setup: The setup algorithm takes no input other than 
the implicit security parameter. It outputs the public 
parameters PK and a master key MK. Key 
Generation (MK,S): The key generation algorithm 
takes as input the master key MK and a set of 
attributes S that describe the key. It outputs a private 
key SK.  
 
Encrypt (PK,A, M):  
 The encryption algorithm takes as input the 
public parameters PK, a message M, and an access 
structure ‘A’ over the universe of attributes. The 
algorithm will encrypt M and produce a cipher text 
CT such that only a user that possesses a set of 
attributes that satisfies the access structure will be 
able to decrypt the message. Assume that the cipher 
text implicitly contains ‘A’.  
 
Decrypt (PK,CT,SK):  
 The decryption algorithm takes as input the 
public parameters PK, a cipher text CT, which 
contains an access policy ‘A’, and a private key SK, 
which is a private key for a set S of attributes. If the 
set S of attributes satisfies the access structure ‘A’ 
then the algorithm will decrypt the cipher text and 
return a message M. 
 
Algorithm: 
Encryption Phase: 
 Data Owner first divides the data into several 
components according to the logic granularities and 
encrypts each data component with different content 
keys (k1, k2…kn ) by using symmetric encryption 
techniques. These keys are generated by key 
generation algorithm using access structure and 
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attribute list of individual tenant /group(G).Then the 
owner defines the access policies over attributes from 
multiple attribute authorities and encrypts the content 
keys under the policies. Then, the owner sends the 
encrypted data to the cloud server together with the 
cipher texts. They do not rely on the server to do data 
access control. Instead, the cipher text can be 
accessed by all the legal users in the system, which 
means that any legal user who has been authenticated 
by the system somehow, he/she can freely query any 
interested cipher texts from the server. But, the 
access control happens inside the cryptography. That 
is only when the user’s attributes satisfy the access 
policy defined in the cipher text; the user is able to 
decrypt the cipher text. Thus, users with different 
attributes can decrypt different number of content 
keys and thus obtain different granularities of 
information from the same data. Each user is 
assigned with a global user identity from the 
certificate authority and can freely get the cipher 
texts from the server.  
 
Setup (λ, U):  
 The setup algorithm takes security parameter 
and attribute universe description as input. It outputs 
the public parameters PK and a master key MK.  
 
Encrypt (PK, M, A): 
 The encryption algorithm takes as input the 
public parameters PK, a message M, and an access 
structure A over the universe of attributes. The 
algorithm will encrypt M and produce a cipher text 
CT such that only a user that possesses a set of 
attributes that satisfies the access structure will be 
able to decrypt the message. We will assume that the 
cipher text implicitly contains A.  
 
Key Generation (MK, S):  
 The key generation algorithm takes as input the 
master key MK and a set of attributes S that describe 
the key. It outputs a private key SK.  
 
Decrypt (PK, CT, SK): 
 The decryption algorithm takes as input the 
public parameters PK, a cipher text CT, which 
contains an access policy A, and a private key SK, 
which is a private key for a set S of attributes. If the 
set S of attributes satisfies the access structure A then 
the algorithm will decrypt the cipher text and return a 
message M. 
 
Steps:  
 Data is divided into number of components 
based on the requirement/usability , these individual 
chunks of data is encrypted using attribute based 
encryption and a key is generated based on the 
attribute which is used for decryption (symmetric key 
encryption technique). 
  
 

Step 1:  
 A trusted authority generates a tuple 
G=[p,G,G1,g ∈ G, e] Gen(1k )., where p is a public 
key & G, G1 are group of users having common 
attributes. 
 
Step 2:  
 For each attribute ai where 1 ≤ i ≤ n, the 
authority generates random value {ai,t ∈ Z*p } 1 ≤ t ≤ 
ni and computes {Ti,t =g(ai,t) } 1 ≤ t ≤ ni, where ai is 
set of attributes, Z*p is mapping of attributes and T 
the access structure. 
 
Step 3:  
 Compute Y = e(g, g)α where α ∈ Z *p  
 
Step 4:  
 The public key PK consists of   [Y, p, G, G1, e 
,{{T i,t } 1 ≤ t ≤ ni }1 ≤ i ≤n] The master key MK is 
[α, {{a i,t ∈ Z*p } 1 ≤ t ≤ ni} 1 ≤ i ≤ n], where N is  
number of tenants. 
 
Key Generation (MK,L): 
 The Key Generation algorithm takes master key 
MK and the attribute list of the user as input and do 
the following 
 Let L=[L1,L2,…,Ln]={ v 1,t1,v2,t2 ,v3,t3……vn,tn } 
be the attribute list for the user who obtain the 
corresponding secret key. 
 
Step 1:  
 The trusted authority picks up random values λi 

∈ Z*p for 1 ≤ i ≤ n & r ∈ Z*p and computes K0= gα–r 
.  
 
Step 2:  
 For 1 ≤ i ≤ n the authority also computes K i,1 , K 
i,2 = [g r+αi, ai,t] where Li = vi,ti , The secret key is 
[K 0, Ki,1 , Ki,2 ]. 
 
System Architecture: 
Encryption Phase:  
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Decryption Phase:  
 

 
 
Decryption Phase: 
 To decrypt a cipher text, each user may submit 
their secret keys (k1,k2…kn) together with its global 
public key to the server and ask it to generate a 
decryption token for each cipher text. Upon receiving 
the decryption token, the user can use it to decrypt 
the cipher text together with its global secret key. 
Only when the user’s attributes satisfy the access 
policy defined in the cipher text, the server can 
generate the correct decryption token. The portion of 
the cipher text which was encrypted using the key 
which was generated by attribute list of tenant ,that 
portion will be deciphered from the entire cipher text  
 
Conclusion and future work: 
 In this paper we have constructed a new multi 
tenancy system based on CP-ABE scheme, in which 
the main computation of decryption is outsourced to 
the server. Our proposed work allows encryption for 
a bounded set of users; this bound is a trade-off 
between efficiency and functionality of the scheme; 
the number of tenants in the system is not limited. In 
this paper, we mainly focused on implementing 
novel algorithm for accessing cloud for multi tenancy 
environment in decentralized network. We have also 
thrown light on the security and privacy properties of 
the original scheme.  
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