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 Anonymity in communications has become mandatory due to policies adopted by 

governments. Anonymous communication systems helps keep the freedom of 

information alive. TOR has been one of the networks that provides such anonymity 

during the information access. This paper presents a secure node selection method that 
helps improve the anonymity of the user. Reinforcement learning is used to adapt the 

node selection process according to the requirements, while a modified form of ACO is 

used to select the nodes with proper buffers for exploration and exploitation. 
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INTRODUCTION 

 

 Preserving privacy has become one of the major 

requirements of the current internet age. Anonymous 

Communication Systems (ACS) provide 

collaboration between online users in a secure 

fashion. Need for privacy is increasing due to the 

increased attacks by exploiting the vulnerabilities in 

the system to identify the user’s credentials. Onion 

routing is one of the techniques that provides privacy 

by means of encrypting the data and by shuttling the 

packet through several routers in the TOR network 

(Panchenko et al., 2009), (Li et al., 2011). 

 The mode of operation of an onion routing 

network begins by establishing a secure initial 

connection to an entry node. The next phase starts 

with the exchange of the TLS key(Dingledine et al., 

2004). Similar node selection and key exchange 

takes place in the TOR network until the exit node is 

reached. The source is aware of the number of nodes 

in the route, hence it encrypts the packet accordingly. 

Every node, on receiving the packet decrypts or 

strips off the encryption layer using the exchanged 

key and passes it to the next node in the route(Owen 

and Michael, 2007). 

 TOR is a free software, that was presented as a 

component of an anonymous routing project named; 

The Onion Router (Li et al., 2011). Currently, TOR 

contains six thousand relays worldwide for 

transmitting traffic to incorporate anonymity to the 

information being transmitted. It has been funded by 

the National Security Agency (NSA) and is 

considered as the most popular anonymous internet 

communication system. Onion Routing is 

implemented by encrypting the packet in the 

application layer of the protocol stack. The 

encryption includes the source and destination IP 

addresses, hence user anonymity is maintained 

throughout the communication process. 

 Traffic passed via TOR network is not 100% 

foolproof and it is also prone to a few attacks. The 

entry and exit nodes are the most vulnerable points 

on a TOR network, as the packets in those nodes 

contain certain crucial details about the sender or the 

receiver. Other attacks that a TOR network is prone 

to are, eavesdropping, traffic analysis (Zhou et al., 

2013), TOR exit node block, Bad apple attack, 

Sniper and heartbleed bug. A comparison showing 

pros and cons of TOR networks is presented in 

(Liska et al., 2010). It shows that the major problem 

of a TOR network is the implicit delay incorporated 

into it, which need to be addressed. 

 Various modifications have been performed on 

the routing algorithms to enhance the privacy and 

counter the attacks in a TOR network. A key 

management for onion routing is presented in 

(Palmieri et al., 2011) for a peer to peer network. 

Advantages of the proposed system is that it does not 

require a directory system and does not imply 

knowledge of all the active relays. A bloom filter 

based circuit construction technique is incorporated 

to enhance security. A non-interactive onion routing 

including the mechanism of forward secrecy is 

presented in (Catalano et al., 2013). This method 



307                                                              S. Shakila  and Gopinath Ganapathy, 2015 
Australian Journal of Basic and Applied Sciences, 9(20) June 2015, Pages: 306-312 

claims to operate better than TOR by achieving 

forward secrecy in a fully interactive manner without 

requiring any communication. A metric based path 

selection technique is presented in (Milajerdi et al., 

2015), (Backes et al., 2012). This method employs a 

combination of metrics in the path selection process.  

The metrics used are bandwidth, uptime of relays, 

node conditions and delays between the relays. TOR 

is presented as a solution for the existing privacy 

concerns in web mining in (Ganapathy. G and 

Shakila, 2014). It presents the security issues and 

loop holes arising in web mining and explicates how 

TOR can help overcome these issues.  

 The remainder of this paper is structured as 

follows; Section II presents the work flow of the 

proposed  system, Section III discusses the secure 

routing approach in detail, Section IV presents the 

results and discussion and Section V concludes the 

study. 

 

System Architecture: 

 Privacy Preserving Algorithm based on Ants and 

Reinforcement Learning based for Distributed and 

Adaptive routing in TOR Networks presents a 

routing mechanism that is both dynamic and secure. 

The privacy level is maintained by incorporating a 

trust level component that is used as a base for 

selecting a node. The algorithm works not merely by 

providing the best route, instead, it provides 

appropriate routes depending on the required trust 

level. A modified version of the Ant Colony 

Optimization (ACO) algorithm is used to identify the 

optimal nodes required for transmission. Figure 1 

shows the workflow of the system. 

 

A Hybrid Privacy Preserving Algorithm Based On 

Ants And Reinforcement Learning For Distributed 

And Adaptive Routing In Tor Networks: 

Node Categorization and Trust Level Assignment: 

 TOR network in general consists of nodes of 

three categories, entry nodes, exit nodes and relay 

nodes. The entry and exit nodes form the basis for 

the TOR network by providing enhanced security 

during the entry into the TOR network and exit from 

TOR network, which are the most vulnerable phases 

of the packet transmission. The process begins by 

categorizing the most stable and high performance 

nodes as the entry and exit nodes. The next phase 

identifies neighbor nodes for all the nodes and 

assigns trust levels to each of the nodes in the 

network. This process is performed either by 

assigning uniform trust level to all the nodes or by 

assigning trust levels depending on the properties of 

the nodes. In order to maintain uniformity and to 

avoid bias, as stated by the competitive exclusion 

principle (Hardin, G, 1960). 

 

 
Fig. 1: Secure Routing: Workflow.  
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Competitive Exclusion Principle: 

 The competitive exclusion principle(Hardin, G, 

1960)or the Gause’s law states that when two species 

compete for a resource, they cannot coexist at 

constant proportionate values, when other 

environmental factors are maintained constant. The 

current process in discussion involves multiple nodes 

competing for a packet to be transmitted through 

them on the basis of their trust levels. Hence the 

initial assignment of trust levels play a major role in 

the initial selection of nodes in subsequent phases. 

 

Transmission Initiation: 

 A packet transmission is initiated by selection of 

the entry nodes. The entry nodes are provided with 

packets that contain zero encryption, hence only 

highly secure nodes and nodes with high 

performance are designated as entry nodes. After the 

entry node selection, TLS key exchange takes place 

between the source node and the entry node, which 

marks the entry of the packet into the TOR network 

and the entry node is set as the CNode. A TORList is 

maintained, which manages the nodes that have been 

recently traversed. It is developed on the Queue data 

structure, with the basic push and pop operations. If 

the list is full, the next node is added by 

automatically popping out the first element. The 

TORList  is actually a modified Tabu List(Salhi and 

Said, 2002). The TORList(Glover, F, 1989,1990) 

helps maintain the exploration and exploitation 

ability of the system, by constraining the system 

algorithm from selecting a node that has already been 

visited. The size of the TORList is maintained as 5% 

of the total nodes in the TOR network. Depending on 

the exploration and exploitation ability required for 

the system, this value can be modified. 

 

Trust Requirement Calculation and TOR List 

Initialization: 

 Trust values of each node plays a vital role in the 

selection of other routing nodes in the network. 

Packets transmitted in the network are embedded 

with two basic properties namely; the protection 

level (Ppr) and the required speed (Ps). These values 

serve as a base for identifying the required trust 

levels (Ptr). The trust levels are encoded in the 

routers as a table and values are selected by the 

routers appropriately. This paper assigns values from 

1 to 5 where 1 indicates least trust and 5 indicates 

maximum trust. Though, as the network ages, trust 

levels are encoded to automatically increase/ 

decrease. But the increase is constrained to a 

maximum value of 5 and decrease is constrained to a 

minimum of 1. This scheme is imposed in order to 

maintain the stability of the network and to avoid 

congestion in specific areas and zero traffic in other 

areas. 

 
Table 1: Trust requirement specification. 

Privacy Speed Trust 

1 1,2,3 1,2 

1 4,5 3 

2 1,2 2,3 

2 3,4,5 3,4 

3 1 3 

3 2,3,4,5 3,4 

4 1,2,3,4,5 4,5 

5 1,2,3,4,5 4,5 

 

ACO based Node Selection: 

 Further node selections are performed based on 

the technique of Ant Colony Optimization 

(ACO)(Colorni et al., 1991), (Dorigo and Marco, 

1992). ACO is a meta heuristic optimization 

technique that works on the basis of the movement of 

ants. ACO is a probabilistic technique that solves 

computational problems that are reducible to path 

finding or node selection problems.  

 A modified form of the Ant Density algorithm is 

used for selecting nodes. When a set of candidate 

solutions are presented, the Ant Density algorithm 

uses probability to identify the usability of each of 

these nodes and uses Cumulative Distribution 

Function (CDF)(Xhu et al, 2011), 

 (http://en.wikipedia.org/wiki/Cumulative_distrib

ution_function) to select the destination nodes. In 

contrast to the regular Ant Density algorithm, the 

initial ant distribution is not random, instead, all the 

ants are placed on the CNode. 

 Probability of selecting a node in the network is 

given by, 

𝑝𝑖𝑗  𝑡 =
 𝜏𝑖𝑗  𝑡  

𝛼
.  𝜂𝑖𝑗  

𝛽

  𝜏𝑖𝑗  𝑡  
𝛼

.  𝜂𝑖𝑗  
𝛽𝑛

𝑗=1

 

 where m and n are the number of ants and the 

number of probable neighbor nodes, τij is the 

pheromone intensity in the edge ¬ij and ηij 

represents the visibility range of the edge ij. α and β 

represents the importance of the pheromone trial and 

the visibility respectively. 

 A larger trial indicates that the route has been 

preferred mostly, hence it is assumed to be a better 

path than the others. The evaporation parameter ρ 

helps maintain a balance by providing the reduction 

factor. This helps in convergence of the global 

solution and helps avoid local minima. 

Let τij(t+1) be the intensity of trail on pathij  at time 

t+1, then trial update is given by 

τij(t+1)=ρ. τij(t)+∆τij (t, t + 1) 
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Δτij represents the amount of pheromone to be 

deposited on the path ij and ρ is the evaporation 

parameter. 

 The Ant Density variant of the Ant System 

differs by depositing the pheromone for every ant 

movement, rather than for every complete cycle. 

∆𝜏𝑖𝑗
𝑘  𝑡, 𝑡 + 1 

=  
𝑄 𝑖𝑓 𝑘 − 𝑡 𝑎𝑛𝑡 𝑔𝑜𝑒𝑠 𝑓𝑟𝑜𝑚 𝑖 𝑡𝑜 𝑗 𝑏𝑒𝑡𝑤𝑒𝑒𝑛 𝑡 𝑎𝑛𝑑 𝑡 + 1

0  𝑜𝑡𝑒𝑟𝑤𝑖𝑠𝑒
  

 The regular Ant Density algorithm does not 

consider the trust level (Ptr) of the nodes, hence the 

Ant Density Algorithm used here is modified such 

that trust details are incorporated into the selection 

process. Probability modification is performed by 

reducing the probability of nodes that do not reach 

the trust level and a corresponding increase is 

provided to the nodes satisfying the trust level. 

Nodes with higher trust levels are left unaltered. 

Cumulative Distribution Function is used to select 

the destination node. According to Wikipedia, “The 

cumulative distribution function (CDF), or just 

distribution function, describes the probability that a 

real-valued random variable X with a given 

probability distribution will be found to have a value 

less than or equal to x.” 

 The cumulative distribution function of a real-

valued random variable X is the function given by 

𝐹𝑋 𝑥 = 𝑃 𝑋 ≤ 𝑥 , 
 Where the right-hand side represents the 

probability that the random variable X takes on a 

value less than or equal to X. The Probability that X 

lies in the semi-closed interval (a, b), where a<b, is 

therefore 

𝑃 𝑎 < 𝑋 ≤ 𝑏 = 𝐹𝑋 𝑏 − 𝐹𝑋(𝑎) 

 The result returned is checked for containment 

in the TORList. Its absence in the TORList  qualifies 

it to be selected as the next node, else the process is 

repeated for MIter times. MIter provides the 

maximum number of times a failed node selection is 

to be handled. After the maximum limit is reached, 

the recently selected node is considered as the best 

candidate and it is moved to the first position in the 

TORList. The selected node is set as the CNode and 

TLS key exchange takes place between the source 

and the selected node. 

 
Algorithm 

1. Input Protection level (Ppr) and speed (Ps) 

2. Calculate trust level (Ptr) for data packet 
3. Select entry node 

4. TORList  entry node 

5. RouteList entry node 
6. CNode  entry node 

7. Exchange TLS Keys 
8. Set ants on CNode 

9. Calculate probability of node selection for each node 

10. Identify shortlisted node set that satisfies the trust level 
11. Select the destination node using CDF 

12. If the node is contained in TORList then repeat from 6 

13. CNode selected node 
14. TORListCNode 

15. RouteListCNode 

16. Exchange TLS Keys with CNode 
17. Repeat from step 5 until 5% of the total network size is traversed 

18. For each node in RouteList 

a. If ack received and timer not expired, increment Ntr (Node’s trust value) 
b. If timer expired and ack not received, decrement Ntr 

 

 This process is repeated until 5% of the network 

nodes have been reached. The number of nodes to be 

visited plays a vital role in determining the security 

level of the packet being transmitted. In this study, in 

order to provide high security, 5% of the total nodes 

in the network is considered as the node access limit 

and results are recorded. 

 

Trust Revision: 

 After every transmission, a timer is set for 

receiving the acknowledgement. If the timer expires 

and the acknowledgement has not yet been received, 

then the trust value of the node is decremented. If the 

acknowledgement arrives before the timer expiry, the 

trust value is incremented. The increment and 

decrement levels are minor, so as to maintain the 

system from incorporating a huge bias in a single 

transaction. Further, boundary values are set for the 

trust levels (1-5) and the trust values are not allowed 

to reduce beyond these boundaries. 

 

RESULTS AND DISCUSSION 

 

 Experiments were conducted on a network 

containing 492 nodes and 30 transmissions were 

conducted, each with varying number of packets. 5% 

of the total nodes were considered for the routing 

process irrespective of the transmissions. Required 

protection level (Ppr) and speed (Ps) are provided by 

the application and these values contribute to the 

trust level, which determines the final path to be 

taken during transmission. Alpha, beta and rho 

values are set to 0.5, 5 and 0.7 respectively. These 

values were found to provide effective results for any 

type of datasets (Shakila et al., 2014). 
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Fig. 2: Time Taken for Selection. 

 

 Figure 2 shows the time taken for selection of 

nodes during each of the transmissions. It can be 

observed that the time taken ranges between 

24000ms to 35000ms. The variation observed is only 

on the order of 10sec, which is a very negligible 

time, considering the security enhancement provided 

to it. 

 

 
 

Fig. 3: Trust Selection Level. 

 

 Figure 3 shows the trust requirement for each 

packet being transmitted and the trust provided for 

each transmission. It can be observed that most of the 

graph lines overlap, which shows that the algorithm 

functions in an effective manner in redirecting the 

traffic to the nodes with appropriate trust levels. 

 

 
 

 

Fig. 4: Trust Requirement Chart . 

 

 Figure 4 shows the trust requirement and 

provided ratios. It can be observed that for ~70% of 

the transactions, the provided trust is either equal or 

greater than the required trust.  
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Fig. 5: Usage Level Graph. 

 

 Figure 5 shows the usage level graph, which 

maps the nodes and their usage levels. Spikes can be 

observed in entry and exit nodes, while the other 

nodes show uniform usage, which shows that the 

traffic distribution is equal among all the other 

routing nodes. 

 

 
 

Fig. 6: Final Trust Level. 

 

 Figure 6 shows the trust level of all the nodes 

after completion of the transmission. It can be 

observed that this graph corresponds directly to the 

Figure. Hence the trust levels are proportional to the 

traffic being redirected in the network. 

 

Conclusion: 

 This paper presents an ACO and Reinforcement 

Learning based route selection algorithm for a TOR 

network. It works as an enhancement by reducing the 

time taken for node selection. Further, the speed 

required for transmission is provided by the 

application during the packet initiation itself, hence 

the node selection is based totally on the parameters 

specified, which makes the transmission effective 

and fast. Due to the probabilistic behavior of the 

selection process, the results become unpredictable, 

hence a secure and unpredictable route can be 

established for every transmission. Future 

enhancements can be provided by converting the 

absolute values corresponding to privacy and speed 

into fuzzy values and incorporating a fuzzy logical 

decision making technique in the algorithm. 
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