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Cloud is not a new technology, but a new delivery method in which services are hosted on third party assets. 

Due to its distributed architecture, security is one of the prime concern in cloud computing. There are various 
security models proposed and deploy
research going on to make the cloud environment more efficient and secure. Cloud computing is widely used 
service model for storage i.e. Storage as a service that enables user to
Lewko1, et al., 2010).  

Public cloud storage model should solve the critical issue of data confidentiality that data only accessed by 
authorized users. Shared sensitive data must be strongly secured from unauthori
to assure confidentiality of sensitive data stored in public clouds, a commonly used approach is to encrypt the data 

Journal of Basic and Applied Sciences, 10(10) June 2016, Pages: 81-87

 

AUSTRALIAN JOURNAL OF BASIC AND 
APPLIED SCIENCES 

 
ISSN:1991-8178        EISSN: 2309-8414  
Journal home page: www.ajbasweb.com 

 

© 2016 AENSI Publisher All rights reserved 
This work is licensed under the Creative Commons Attribution International License (CC BY). 

http://creativecommons.org/licenses/by/4.0/ 

Ragulkumar., A Secure Data Sharing In Public Cloud Using Des, Rc4 And Diffie Hasbe Algorithm
, 2016 

A Secure Data Sharing In Public Cloud Using Des, Rc4 And Diffie Hasbe 

Editorial Board Member, 1Department of Information Technology, Kongunadu College of Engineering and Technology, 

Australian Journal of Basic and Applied Science, Jordan, 

S. Dhivya Assistant Professor, Editorial Board Member, Department of Information Technology, Kongunadu College of Engineering and 

A B S T R A C T  
At present cloud computing is a going to be very famous technology in field of IT 
enterprises. For a company, the data is stored in huge and it is very precious. All 
functions are performed through networks. Thus, it becomes very important to having 
the secured use of data. In existing systems, an identity based encryption is used to 
limits the data access permission for the users by encrypting the data contents using the 
unique identity information. The identity based encryption is done in the block level 
control the data contents that are provided to the users. To ensure the security from the 
malicious users, this work introduces in the user revocation schemes.
process is outsourced to the key updating server to reduce the burden of private 
generator. The overall burden of revoked users is eliminated by separating the key 
updating process from the data server. However the key generation is done based on a 
single id of user. Therefore the method is not much secure and the key is easily 
breakable. If the key is compromised, all the information related to that particular key is 
accessed by the malicious user. To solve this problem the proposed system introduced a 
Hierarchical attribute-based encryption (HABE) algorithm. In HASBE algorithm, th
are mainly three important phases: Key Generation, Encryption and Decryption. Here, 
the key generation is done based on a set of attributes by using Digital Signature 
Algorithm (DSA). Encryption is done using Data Encryption Standard algorithm 
(DES). Hierarchical Attribute Set Based Encryption extends Attribute set based 
encryption with hierarchical structure to provide flexible and scalable fine grained 
access control. The experimental results show that the proposed system achieves better 
performance compared with existing system.  

INTRODUCTION 

Cloud is not a new technology, but a new delivery method in which services are hosted on third party assets. 
Due to its distributed architecture, security is one of the prime concern in cloud computing. There are various 
security models proposed and deployed upto now, but none of these is said to be full proof. So there are various 
research going on to make the cloud environment more efficient and secure. Cloud computing is widely used 
service model for storage i.e. Storage as a service that enables user to share their data in public 

Public cloud storage model should solve the critical issue of data confidentiality that data only accessed by 
authorized users. Shared sensitive data must be strongly secured from unauthorized access over the clouds. In order 
to assure confidentiality of sensitive data stored in public clouds, a commonly used approach is to encrypt the data 
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before uploading it to the cloud. Since cloud does not know the keys that we are used to encrypt the data, the 
confidentiality of data from cloud storage is assured. There are many security methods already existing to provide 
the security (Brent Waters, 2011). Security mechanisms are used to provide authentication, confidentiality and 
integration services in the cloud environment. Main security mechanism comes under any of these two categories:  

Symmetric key mechanism and Asymmetric key mechanism. Fine grained encryption access control of the data 
is processed with the symmetric key based method. Symmetric key based mechanisms have various problems as 
handling uniqueness of keys, which in turn incurs high key management cost. A traditional public key cryptosystem 
requires a trusted Certificate Authority to issue digital certificates that bind users to their public keys. But this 
certificate management is very costly and complex (Deepak Mishra, Manish Shrivastava, 2012). 

To address certificate management issue new system as Identity Based Public Key cryptosystem (IB-PKC) was 
introduced but it had a key escrow problem which means the key generation server knows the private keys of a 
user. So this scheme not safe to assure users privacy. Next the Attribute Based Encryption (ABE) mechanism has 
been used to encrypting the data content. Attribute Based Encryption provide the flexibility for the user to encrypt 
every data item based upon their access control policy (HUANG Qinlong, et al., 2014). But it also had the 
revocation problem because the private key provided to the existing users has to be updated whenever a user 
dynamic changes (Kai Hwang, Deyi Li, 2010). Al-Riyami and Paterson developed a new mechanism called 
Certificate less Public Key Cryptography (CL-PKC). Next the Certificate less Proxy Re-Encryption mechanism was 
introduced for secure data sharing in public cloud. This mechanism is based on CL-PKC to remove the key escrow 
problem and certificate management issue although uses pairing operation. To address above problem the concept 
of mediated cryptography has been used which support immediate revocation. Mechanism of mediated 
cryptography makes a practical and effective use of security mediator (SEM). Security mediator can control 
security capabilities for every transaction. The user's participation in a transaction will stopped immediately, once 
the SEM is been notified that a user’s public key should be revoked. A notation of security mediated certificate less 
cryptography is introduced to present a mCL-PKE which depends upon the pairing operations, the computational 
costs required for pairing are still considerably high (Zhiguo Wan, Jun’e Liu, and Robert H. Deng, 2012). If user 
applies the basic mCL.PKE scheme to the cloud computing environment or many users access the same data, the 
cost of encryption becomes high for data owner. In this situation data owner should encrypt the data content with 
the same encryption key (Kyle Chard, and Kris Bubendorfer, 2013). 

To remove this difficulty, the basic mCL-PKE scheme with an extension had been introduced. The extended 
scheme makes the data owner to apply the data encryption key process only once not multiple times like previous 
scheme which in turns provides some added information to the cloud. So with use of this additional information the 
authorized users can decrypt their content using the private keys. This scheme is similar to that of the Proxy 
Reencryption (PRE) in which the encryption key is encrypted using the data owner’s public key and continue later 
to decrypt using different private keys. In this extension scheme, cloud does not perform any transformation it 
simply acts as the storage model. The security models of the existing schemes are insecure against partial 
decryption attack. So secure mediated CL-PKE without pairings is needed. The idea behind this scheme is that data 
owner encrypts the data and after encryption process sends the encrypted data to the cloud. Then the cloud partial 
decrypts the encrypted document and it to the requested users (Ming Li, et al., 2013). The user, then fully decrypt 
the data content using their secret keys.  

The extremely important thing is that, if more than one user are accepted and they want to get the access to 
same document then encryption rate will be enormously high for data owner since owner has to encrypt the same 
document several times for different users using the user’s public key in previous mediated Certificate less public 
key encryption scheme. To overcome this difficulty the extended mCL-PKE system is, data owner encrypts the data 
only one time and sends the extra information to the cloud for certified users to decrypt the data. But in this 
proposed system there is no need of extra information for the user to decrypt the encrypted data (Sheng Di and Cho-
Li Wang, 2013). Document is decrypted only by secret key given by the owner of the data. After getting the 
requested data from the cloud user has to decrypt encrypted data by secret key. 
 
Difficulties: 

In the existing work the symmetric encryption is applied for the data encryption where there may be 
possibility of data collision. That is there may be possibility of retrieving the entire content of the files in the 
receiver side. The attribute attacker may act as an attacker, where there is a possibility of issuing wrong secret 
keys to the user which will prevent them from accessing the data content (Yao Wang, Julita Vassileva, 2012; 
Zhiguo Wan, et al., 2012; Pearson, E.A., Tang, 2008; Pei et al., 2000). 
 
II. SYSTEM Design: 

The proposed scheme is two tier authentication schemes and it is extended from the previous proposal of mCL-
PKE. This module would generate and provide the (public key, secret key) pair to the new users who are all 
entering into the system. This is key generation is done based on the approach called bilinear group assumption 
which will take random prime number values as the input and then will output the unique (public key, secret key) 
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pair to the individual users. The basic mediated certificate less public key encryption scheme is based on certificate-
less encryption and user is not certified by any authorized entity but in the proposed plan there is registration for 
user. The registration of the user also assures security of the data in cloud (Rajimol, A., G. Raju, 2010). 

 
Fig. 1: System Architecture 

 
For simulation process we use cloudsim simulator with eclipse. Our approach mainly focuses on the key 

escrow problem and revocation problem. The Double authentication means two layer encryption which 
overcomes the computational overhead of the previous scheme. To provide two level security means two time 
encryption is done. First encryption is cloud based we use RC4 algorithm to encrypt the key and data content. 
Second encryption is cloud based where DES algorithm are used. Implementing of attack in work in which 
creates two folder of storage. One is based on attack, other is without attack. Storage of attack stored lock file, 
lock implemented because it is better for security. Other storage stored encrypted file. Many user will use 
storage folder (this is based on Denial of attack), because users cannot read lock file. We also compare the 
storage space required for encryption process by DES algorithm and Diffie Hellman algorithm. Second 
comparison is based on time required for encryption process by both algorithms.  

 
Fig. 2: Distributed Cloud Architecture 
 
IV. Cloud Setup: 
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Fig. 3: Flow Graph 

 
The cloud network environment consists of the roles of user, data owner and the cloud server. The data owner 

is nothing but who stores and shares their health information. The data owner is responsible for encrypting and 
sharing the access control permission with the users. The cloud server is the one who is responsible for storing their 
contents into the network. The cloud server will store the contents received from the data owners and the 
authentication of valid users will be performed by the cloud servers.  
 
Cloud Network: 

The cloud network environment consists of the roles of user, data owner and the cloud server. The data 
owner is nothing but who stores and shares their health information. The data owner is responsible for 
encrypting and sharing the access control permission with the users. The cloud server will store the contents 
received from the data owners and the authentication of valid users will be performed by the cloud servers. The 
cloud users are the one who will download and access the information stored by the data owner in the cloud 
server. Only the validated users will be allowed to access the information stored in the cloud. 
 
III. Hasbe Algorithm: 

Identity Based Encryption (IBE), an approach to the problem of key management was introduced. IBE can 
use any arbitrary string as the public key and is generated based on a single identity of user such as email id or 
user id, which is not much secure. The proposed system presents a new approach to provide authentication and 
confidentiality in a broker-less publish/subscribe system, which is much more secure. 

After encryption as like mentioned above, the encrypted contents would be stored in the cloud server for 
sharing them to the different cloud users. The users can decrypt the contents, if they consist of valid access 
permission details with them. The decryption procedure done by cloud users are given in detail as like follows, 
Support that the cipher text CT is encrypted under ID and Ti and the user has a private key, 

 

 
 
Fig. 4: Initializing Cloud Server 

 
Computation overhead is defined as the total processing complexity that is consumed for revoking the users 

who are involved in the system. Computation overhead of the proposed research scenario should be less for the 
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improved system performance. The representation of the computation overhead which is obtained in the 
proposed research is depicted in the following graphical representation. 

 

 
 
Fig. 5: Initializing Private Key Generator 
 
IV. Time Complexity: 

Time complexity is defined as the total time consumed for processing the user submitted query and the time 
taken revoke the users in the flexible manner. The time complexity is represented in the following graphical 
representation. 

 

 
 
Fig. 6: Starting Private Key Generator 

 
In this figure time complexity is depicted. In the x axis different revocation ratio is represented. In the y 

axis time complexity is represented. From this graph, it is proved that the time complexity of the proposed 
research scenario is increasing in the linear manner. 

 

 
 
Fig. 7: Initializing User 1 
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RESULT AND DISCUSSION 
 
The experimental results compared the proposed Hierarchical attribute-set based encryption (HASBE) 

algorithm with existing Identity based encryption system in terms of cost.  
 

 
 
Cost comparison: 

In this graph, x axis will be number of tasks and y axis will be cost. From the graph see that, cost of the 
proposed Hierarchical attribute-based encryption (HABE) algorithm than existing one. From this graph, we can 
say that the cost of proposed system approach is decreased, which will be the best one. 
 
Conclusion: 

Cloud computing becomes most popular due to its flexibility of allowing multiple users to access the shared 
data. The data access control mechanism can be limited by the multiple attribute authorities by defining their 
individual attributes to control. The proposed Hierarchical Attribute Set Based Encryption provides 
authentication and confidentiality in broker-less pub/sub system. The method is highly scalable and flexible in 
terms of operation and number of data sharers. Main attraction is that it is more secure than Identity Based 
Encryption and avoids file duplication. The approach provides user revocation by deactivating the revoked user 
and ensures that a particular subscriber can decrypt an event only if there is a match between the credentials 
associated with the event. The method also provides strong access control and have low overhead due to the 
changes and updating in access policy. The malicious users and malicious providers cannot access the data’s 
without knowing the privileged commitment message details. The experimental results prove that our proposed 
mechanism provides an efficient result than the existing methodologies. 
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